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Abstract: The following paper presents some conducted extensive research on the cryptographic
algorithm IDA, concerning one of the basic properties of the block algorithms "diffusion.” The object of
the studies is the criteria for the structure of the function P used in this algorithm.
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Introduction

The purpose of the presented paper is the exploration of the used in the IDA algorithm criteria for the
structure of the P function [Ivanov, 2014] in the following main tasks: (1) introduction of the criteria for
the structure of the P function; (2) research on the structure of the P function on the base of the set
criteria; (3) results analysis.

There are three criteria used in the process of development of the P function as follows [Stallings, 2013;
Schneier, 2013; Sokolov & Shangin, 2002]:

1. The four output bits obtained as a result of the S matrix in the i-th loop should be distributed so that
two of them might affect the middle bits of the i + 1 loop, and the other two bits to affect the final
ones.

2. The four output bits of the S matrix in the next loop should affect the results of six different S
matrices, and none of the pairs of these four output bits should not come to the input of any S
matrix.

3. For the two S matrices, Si and Sk, if any of the output bits of the Si matrix in the next loop affects

the middle bits of Sk, then none of the output bits of Sk, should affect the middle bits of Si.

Using the described three criteria the algorithm satisfies the requirement for the property "diffusion"
[Katz & Lindell, 2014].
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The structure of the P function

Besides its application for bits rearranging, the P function (P) is applied for the determination of the
encryption function setting the values in Table 1. In the starting sequence, the conversion runs in the
following order:

1. Bit with number sixteen takes first position;
2. Bit with number seven takes the second position;

3. Bit with number twenty takes the third position, etc.

Table 1. Conversion function (P)

16 7 200 | 21
29 | 12| 28 | 17
1 15| 23 | 26
5 18 | 31 10
2 8 24 | 14
32 | 27 3 9
19 | 13| 30 6
2 | 11 4 25

Research on the structure of the P function in the IDA algorithm, on the base of the set criteria

The next research uses IDA algorithm with the following input data:
P=11110010 11100101 11101011 11100101 11110100 11101110 11101101 11101000

K=11101010 11101110 11110000 11100101 11101010 11110010 11101110 11110000 00100000
11101101 11100000 00100000 11110010 11100101 11101011 11100101 11101010 11101110
11101100 11110011 11101101 11101000 11101010 11100000 11110110 11101000 11101110
11101101 11101101 11101000 11110010 11100101

In Ser = 00010001 00001111 11011111 00011101 01100001 00101011, the obtained result is:
S4(in)=000100; 00 - line number, 0010 - column number, S1(out)=13=1101;

S2(in)=010000; 00 - line number, 1000 - column number, Sy(out)=9=1001;

S3(in)=111111; 11 - line number, 1111 - column number, Sz(out)=12=1100;
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S4(in)=011111; 01 - line number, 1111 - column number, S4(out)=9=1001;
S5(in)=000111; 01 - line number, 0011 - column number, Ss(out)=12= ;
Se(in)=010110; 00 - line number, 1011 - column number, Se(out)=4= ;
S7(in)=000100; 00 - line number, 0010 - column number, S7(out)=2=0010;
Sg(in)=101011; 11 - line number, 0101 - column number, Sg(out)=10=1010;

These results represent the output sequences of the eight S matrices (boxes). The sequences are
applied to the input of the conversion function P (Table 1).

Sora32 = 11011001 11001001 1100 0010

Ne 1121345678910 (11|12 1314|1516 |17 |18 | 19

Swrz (110|110 (O0O[1|{1] 1] 0O 1T ]OJO]1T]1T|1]O0

Sor 32 0 0 0 1 0

After applying the function P on Sgr 32, the obtained result Por is:
Por = 10001001 10001111 11000101 01001010

In order to continue to the second loop, it is necessary that the XOR-based adder should be used first
on the base of Pgr 32 and Ks, to obtain Ro:

for Por 32 and K4=11101010 11101110 11101100 11110011 the result is:

N |1/23|4|5|6|7[8|9[10 1112|1314 |15 16|17 |18 |19

Pr | 1]0]0 0jo0j111]0 o111 T 11

Ke | 1(1(1jo0j1(o0ftfoj1{1t {101t 1t{1{0f(1|1]1




International Journal "Information Content and Processing", Volume 4, Number 1, © 2017 15

Por 0 1 0 1 0 1 0 0 1 0
Kq 0 1 1 0 0 1 1 1 1 0 0 1 1
Ro 0 0 0 1 1 0 1 0 0 1

Ro=01100011 01700001 00101001 107117001

Second loop
Since at each next loop the left and the right parts replace, the right sequence Ro leaves labeled Li:

L1+=01100011 01100001 00101001 10111001

N |112|3|4|5|6|7|8]9|10 |11 [12|13 |14 |15 16|17 |18 |19

Ly |O] 1|1 Or1(1110] 1 000 T 100

Ne 20 | 21 22 | 23 | 24 | 25 | 26 | 27 | 28 | 29 | 30 | 3 32

L1 0 0 0 1 1 0 1 0 0 1

This sequence goes through the expansion function E. The result is the sequence Ei [lvanov et
al., 2014):

Eq = 1011 01101011 00000010 10010101 00111101 11110010
Then, addition using XOR-based adder on the base of E1. and Ks is applied to obtain S1.:

Exclusive OR of the sequences E1. and Ks:

N | 1123|4567 |8[9[10|11|12]|13|14|15]|16 |17 |18 |19

Evw | 17011 o1 |10} 11071 01010

Ks |(1({1}|1jo0pt(1t{oj1t{1{1t{1{0{1{0f{o0ojfjoj1|1]1
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Ne |20 21|22 |23 |24 25|26 |27 (28|29 |30 |31 |32 |33 |34 35|36
Ew [ 0] O 71011010 0 0 00| 1] 1
Ks o101 yo0 {1ttt jo0;o0jo0ofo0ojo ;11|11
Siw | 0] 1 01010711 0 0 11110710
Ne 37 38 39 40 41 42 43 44 45 46 47 48
Ex 1 1 0 1 1 0 0 1 0
Ks 0 1 1 0 1 1 1 0 1 0 0 0
Si 1 0 1 0 0 1 0 1 0

S1.=0101 10000011 11101000 01110101 11001011 00011010
The sequences of Sy are submitted to the inputs of the eight S boxes:
S4(in)=010177; 01 - line number, 1011 — column number, S1(out)=11=1011
So(in)=0711000; 00 - line number, 1100 - column number, Sy(out)=12=1100;
S3(in)= 001711; 01 - line number, 0111 - column number, S3(out)=10=1010;
S4(in)= 101000; 10 - line number, 0100 - column number, S4(out)=12=1100;
Ss(in)=011707; 01 - line number, 1110 - column number, Ss(out)=8= ;
Se(in)= 011100; 00 - line number, 1110 - column number, Sg(out)=5= ;
S7(in)= 101707; 10 - line number, 0110 - column number, S7(out)=7=0111;
Sg(in)=0711010; 00 - line number, 1101 - column number, Sg(out)=0=0000;

The obtained results represent the output sequences of the eight S matrices (boxes). These sequences

are applied to the input of the conversion function P (Table 1).

S1t32=10111100 10101100 01110000
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S 0 1 1 1 0 0 0 0

After applying the P function on Si 32, the obtained result Pq_ is:
P4 =00000011 10011000 00110111 01011110

To continue to the third loop, it is necessary to go through the XOR-based adder on the base of P1L32
and Ky to receive L1:

For P1.32 and K7 = 11001011 11010101 11100101 11011101 the result is:

N (1]2(3|4|5|6(7|8[9 |10 11|12 1314|1516 |17 |18 | 19

P |00 0101 110 111 0101070

K (1|t1jo0joj1jo(1tjtyp1y 101,017 0 (111111

Ly |11 171010 0] 1 0| 1 O 11111

P 1 0 1 1 1 1 0 1 1 1 0
Ky 0 0 1 0 1 1 1 0 1 1 1 0 1
L1 1 0 0 1 0 0 0 0 0 1 1

L1+=11001000 01001101 11010010 10000011
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Research results

Results on the base of criteria 1

Taking into consideration the performed research work, the following results are obtained: in Ser32 =
11011001 11001001 1100 001071010, the result is Pog = 100 1001 10 01111 1100101
0100 010, and in SL32 = 10111100 10101100 01110000 the result is Py = 0000001
10011000 00710111 01017110. These results indicate that this criterion is one hundred percent
satisfied. This comes from the fact that the distribution of the four separate output bits obtained as a
result of the S matrix is such that two of them affect the middle bits of the i + 1 loop, and the other two
affect the final ones.

Results on the base of criteria 2

On the base of the performed research work, the following results are obtained: in Ser32 = 11011001
11001001 1100 001071010, the resultis Por = 1001001 10 01171 11-00101 0100 010, and in
Si32 =10111100 10101100 01110000 the result is P4 = 00000011 10011000 007110111

1017110. These results indicate that this criterion is one hundred percent satisfied. The reason is that
the four output bits of the S matrix in the next loop, affect the results of six different matrices S and no
pair of these four output bits comes to the input of the S matrix.

Results on the base of criteria 3

The performance of the research work produces the following results: in Spr32 = 11011001 11001001
1100 001071010, the result is Por = 1001001 10 011711 1100101 0100 010, and in Sy 32 =
10111100 10101100 01110000 the result is Ps. = 00000011 10011000 00710111

1017110. These results indicate that this criterion is one hundred percent satisfied. This comes from
the fact that for any two S matrices, Si and Sy, if any of the output bits of the S; matrix in the next loop
affect the middle bits of Sk, then no output bit of Sy, affects the middle bit of S.

Conclusion

The described research work and obtained results lead to the following three conclusions:

1. The set criteria for the P function used in the IDA algorithm are one hundred percent satisfied;

2. One of the basic properties of the block algorithms called “diffusion” is realized. This means that if
there is a key and two clear texts which differ by only one bit, the produced encrypted texts are
totally different. Therefore, each bit of the ciphertext depends on all the bits of the clear text;

3. High degree of protection against differential cryptographic analysis is applied.
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