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RISK BEHAVIOUR IN A SET OF INTERVAL ALTERNATIVES

Gennady Shepelev

Abstract: Problem comparing alternatives under interval uncertainty is studied. It is assumed that the
compared alternatives have indicators of quality in the form of interval estimates. It is shown that
mentioned problem cannot be unambiguously resolved by purely mathematical methods and requires
using of decision maker’s preferences. From two possible situations of comparing, situation of unique
choice and situation of repeated one, the first situation, which is typical for problems of forecasting, is
analyzed. Quantitative measure of plausibility of implementation for tested hypothesis about preference
of an alternative in comparison with others in their set and measure of risk connected with possible
falsity of such hypothesis are introduced. It is shown that this risk is increased with increasing number of
compared alternatives. Some methods to calculate risks as well as procedure of decision-making in the
framework of a set of alternatives are proposed.

Keywords: comparing interval alternatives, dependence of the risk on number of alternatives,
probability logic in comparing interval alternatives, methods and procedures of decision-making for the
problem.

ACM Classification Keywords: H.1.2 Human information processing. G3 Distribution functions. 1.2.3
Uncertainty, “fuzzy”, and probabilistic reasoning.

Introduction and motivation

Many important problems are analyzed under uncertainty. First of all these are problems of forecasting
when experts have to deal with estimates of the future values of the problem parameters and indicators.
In most practical cases these quantities are measured in numerical scales and have, due to uncertainty,
interval representations. Such interval estimates are given quite often by experts or are received as
resultants of some models with interval input data. Certain interval indicators may play a role of
comparison criteria for choice problems if it is necessary to choose some objects (alternatives) from
their set. We will call alternatives with interval values of comparison criteria (or, synonymous, interval
quality indicators) interval alternatives.

These choice problems cannot be exhaustively solved by purely mathematical methods. Indeed, if there
is a non-zero intersection of compared intervals generally impossible definitively to conclude in a choice
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process on superiority of an interval alternative over the others in their set. Any alternative may be
‘better” in the future, at the time of “removal” of uncertainty, when the interval estimates are replaced by
exact (point) values of comparison criteria. Therefore at the time of the comparison can be judged only
on the chances that one alternative will be preferable to others. It means that the problem comparing
interval alternatives is a decision-making problem demanding including preferences of decision makers
(DM) or experts in the process of decision-making. It should be emphasized that even after the selection
of an alternative, which seems preferable at the moment of decision-making; always there is a risk that
in the future any other alternative will be actually better. This is an essential feature of such problems.
Therefore formal methods of comparison serve in this case only as a means of information-analytical
support for the decision making process and cannot guarantee choice of truly the best alternative. Thus
comparison criteria become in fact measure of preference.

So we suppose that all alternatives are comparable in preference (system of alternatives is full) and at
the moment of choice a disjunction containing alternatives is not a strict disjunction (XOR), when the
only alternative is choose as preferable. The choice of a preferred alternative depends now on the
chances of its preference among the members of the disjunction. Such preference relations can be
called relations involve risks or relations based on the degree of assurance in the truth of a testable
hypothesis of preference. Apparatus of distribution functions has been selected here for quantification of
preference chances for compared interval alternatives and the associated risks. Then the problem may
be studied in the framework of probability logic [Nilsson, 1986] when besides truth and falsity analyzed
logic expressions (opinions, assertions) may have in-between values of truth interpreted as chances of
truth of the expressions.

It seems that the tool of distribution functions is the most familiar to experts-practitioners. This is
important because expert analysis of practical problems is most productive if it is carried out on
professional language that is familiar to experts, with using methods and terminology that are
conventional for them. Thus knowledge concerning uncertainty is expressed in the framework of
distribution functions approach just as in probability theory (but, that is typical for the many problems of
expert analysis, beyond the frequency concept of probability).

To permit experts describe their knowledge concerning uncertainty of values within the interval
estimates arbitrary distribution functions will be used. This is contrary to the view of some researchers
[Diligensky, 2004] who believe that only uniform distributions are permitted on the “true” intervals. But if
one take this concept, operations of interval analysis, to which is necessary to resort when working with
models, become in fact impossible. Indeed, it was shown in [Sternin, 2011] that the distribution of the
difference (sum) of two uniform distributions would be trapezoidal distribution. Thus applying already the
simplest arithmetic operations to the initial intervals with uniform distributions on them does not allow
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recognizing the results of such operations as “true” interval if we take the requirement of equality of
chances of implementation for all values in it (Gibbs — Jaynes’ principle) as mandatory. If an expert
would like nonetheless use only uniform distributions but express own knowledge more accurately
he/she can switch to a class of generalized interval estimates [Chugunov et al, 2008] and resort to
generalized uniform distributions [Sternin, 2010].

There are two main types of decision-making problems: problems of the unique and problems of the
repeated choice. Each of these types of problems has specific comparison criteria. Note that situation of
unique choice is typical for problems of forecasting.

Two approaches are usually used in the evaluating preference of interval alternatives and associated
risks. In the framework of the first approach compared alternatives are considered as isolated,
unconnected objects. Value of preference criterion is calculated for each of these alternatives and then,
regardless of this indicator, one or the other risk indicator is calculated. To compare alternatives and
choose preferred object the alternatives are evaluated on these two criteria. In spite of the fact that
many problems of interval comparing belong to the class of unique choice as indicators of preference in
this approach are often used averages of corresponding chance distributions (mathematical
expectations), which are rather adequate to problems of repeated choice. Such indicators as variance,
left and right semi variances, the mean absolute semi deviation and others [Ogryczak, 1999; Baker,
2015] are used as risk indicators in this approach. We draw attention to the fact that the values of the
comparison criteria in this approach does not depend on the number of alternatives in their given set.

In the framework of the second approach compared alternatives are considered as an interconnected
integrity. It is seems that this approach is more in line with features of the problems of unique choice.
Risk selecting an alternative as preferred one in their set depends here firstly on the relative location of
the compared intervals (configuration of compared alternatives) and then on their amount in the set. The
presence of the group of mutually influencing alternatives increases the risk of making the wrong
decision when choosing a preferred alternative. This is due to a “collective effect” just as it happens, for
example, in condensed matter physics when properties of condensed matter systems composed of
interacting components significantly differ from properties of more or less independent parts [Halperin,
2010].

Dimensionless chances of truth of tested by expert hypothesis concerning preference of an analyzed
alternative relative to others are comparison criteria within this approach. Chances of truth of the
opposite hypothesis, which complement the first chances up to unity, serve as a measure of risk. In this
approach point implementations of different alternatives from analyzed set are considered as
independent and priori all the alternatives have equal rights with respect to the choice.
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Slightly specify that will be understood further at risk. In accordance with the standard (ISO/FDIS
31000:2009) risk is defined as “the effect of uncertainty on the achieved goals”. More narrowly risk is a
characteristic of decision-making situation, which has the uncertainty of the outcomes and what is more
the presence of adverse effects is the obligatory condition. Thus the concept of risk is a combination of
chances and consequences of adverse events. However consequences are specific to each particular
decision-making problem and on the type and on the size but the chances is one of the universal
characteristics of risk. As rule consequences are dimensional values, chances are dimensionless.

For these reasons chances of preference as the selection criterion will be used in the paper.
Corresponding risks will be estimated on based of these chances.

The start step in the realization of this approach is pairwise comparing alternatives, when the number of
objects to be compared and its impact on risk do not take into account [Shepelev, 2013; 2014]. Criterion
of comparison of interval alternatives with arbitrary distributions of chances, which was called
“‘assurance factor”, was proposed on this way. It is equal to the difference between chances of the truth
of tested hypothesis on preference of an alternative in their set and the chances of the truth of the
opposite hypothesis. Numerical (for arbitrary distributions of chance) and analytical (for uniform and
triangular distributions) methods calculating the assurance factor as well as decision-making procedure
based on this criterion were proposed. The assurance factor and chances of preference are equivalent
as comparison criteria. The first of them is more convenient in some cases. For example, for some
simple distributions of chances one may establish a relation between such criteria as the difference of
the averages for two compared alternatives and assurance factor [Shepelev, 2013; 2014] and their
dissimilarity in other cases. Questions about depending of the risk of making right and wrong decisions
on the number of comparable alternatives and calculation of corresponding chances remained however
not studied. Earlier this subject was touched in paper [Diligensky, 2004]; here we look at it in more
detail.

General statements for estimating of risk in a group of interval alternatives

Suppose that there are K alternatives I, i = 1, 2,..., K with the same interval quality indicators. Let
dimensionless quantity C(li > (h, k,.., li1, ls1,..., k) is the chances, in other words degree of
assurance, in the truth of a testable hypothesis of preference, that the alternative /; is more preferable
than all at once alternatives (1, la,.., li1, li1,..., Ik) from initially given their set (/i is “better” of others “on
the whole”). The term “all at once” means here that
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/,' - (/1, /2,.., /i-1, /i+1,..., IK) = (/,' > /1)/\(/,' > /2)/\(// b /3)/\... /\(/,' > //+1)/\.../\(/,' > IK)-

where = and A are symbols of equivalence and conjunction respectively. It is clear on sense that

0<Clli = (I, yeny bty bty 1)) < 1.

Risk that /; would not in reality preferred will be measured by means of dimensionless quantity Rs(l; ~
(h, b,.., li, li1,..., I)) complementing previous chances to unity so that

Rs(li = (h, la,.., ki, kit,..., IK)) =1 = C(li > (h, b,.., k1, ls,..., IK).

As can be seen Rs(li = (1, b,.., li1, lin,..., Ik)) is degree of assurance in the truth of a hypothesis, which
is opposite to the testable hypothesis of preference.

One may see that the following statement is true (T):

(li = (h, by.., b, ety Q) v = (i = (1, I2,., i, fiwtyeen, 1) = T,

where — is symbol of negation. Then corresponding chances

Clh = (I, Bsy..., IK)) + C(—= (i = (I, I2,.., li1, kis,..., IK))) = 1

and Rs(li > (l, Ia,.., i, l1,..., IK)) = C(= (I = (h, Ia,.., lia, b, [K))).

The statement = /; > (I, ko,.., ki1, k+1,..., Ik)) means that at least one alternative from their compared set
would be preferable than /.. Let illustrate the meaning of introduced in this way the measure of risk for
case of three alternatives. Here we have the following possible preferences and chains of disjunctions:

(h= k= k)= l=L)V({k~=h>=B)V(k= =)V~ h=R)V(k~h
= b)) = (h = (l, k))V (k= (h, B)V (I = (h, I2)) or Rs(lh > (k, k)) = C(l2 = (h, I3)) + C(l3

= (h, k)).

Analogically for K alternatives
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Clh>(k, h,..., IK)) + C(l2> (I, h,..., IK)) + C(ls > (I, 2, la,..., IK)) +...+ C(lk> (I, h,..., Ik1)) =
1

Hence

Rs(lt > (2, h,..., IK) = C(l2 > (h, f,..., ) + C(l3 > (h, Iz, la,..., Ik)) +...+ C(lk = (h, k..., Ik
1))-

One can see now that C(li > (h, l,.., li1, +1,..., k) is monotonically non-increasing function of K, that is
the chances that a certain alternative would be preferable in comparison with all the others do not
increase with increasing number of the alternatives. Indeed, if the number of compared alternatives is
increased the number of non-negative terms in the unit sum of corresponding chances is also
increased. Therefore

Clli = (h, Iy..., k1, ltyeon, 1)) S C(li > (h, I2y..., 1, iy, k1)),
(1A)

that proves monotonic non-increasing of chances. Then corresponding risk will be monotonically non-
decreasing function of number of compared alternatives:

Rs(li = (h, Ia,..., I, ls1,..., Ik1)) S Rs(li = (h, la,..., Ii4, Iis1,..., IK)).
(1B)

By another words the more of number of the alternatives the more risk of wrong decision-making.

The fact of increasing overall risk with increasing number of alternatives is clearly demonstrated by the
following equation:

Rs(li>(Ia, k,..., Ik)) + Rs(l>= (I, h,..., k) + RS(ls > (h, k, la,..., Ik)) +..+ Rs(lk> (I, k,..., Ik
1))=K-1.

The relationship (1A) takes place for chances of all possible exceptions of one interval estimation /; from
their set (I, k,.., 1, ls1,..., Ik). Therefore the chances C(li > (I, h,.., 1, l,..., Ik)) is not more than
minimal chances, which may occur in the right side of (1A) and, respectively, Rs(li > (I, b,.., 1, li+,...,
Ik)) is not less than other risks, which may occur in the left side of (1B) after exception of some interval
estimations.
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Numerical method calculating chances and risks in a group of interval alternatives

Chances of preference for an alternative with arbitrary distributions on compared intervals can be
calculated by the method of statistical testing. To be specific, situations of comparison will be analyzed
when greater value of quality indicator corresponds to more preferred state and the hypothesis is tested
that the first interval from their set with Q representatives is more preferable than others.

Let iir is point implementation of interval /in the r-th trial of Monte Carlo (/= 1, 2,.., Q;r=1, 2,..., S). If S
independent tests for each of the compared intervals was made and Sy is the number of tests for which
itr > MAX(izr,..., iar), then S#S is an estimate for C(l1 > (k...., lg)). This numerical method is applicable
to any distributions on compared intervals when we cannot receive analytical formula as well as in the
case of a large number of compared alternatives with simple distributions when obtained, in principle,
analytical formula are difficult foreseeable.

Among simple distributions commonly used in practice should be noted uniform, triangular and
trapezoidal distributions. Random numbers Ny for these distributions with density f,(z) used in the
method of statistical testing can be obtained by the inverse function method from the standard random
number N, for uniform distribution defined on the interval [0, 1]. In accordance with this method

NX
N, = I f.(z)dz . This integral can be taken for mentioned simple distributions.
L

We have for a uniform distribution on the interval [L, R]:
fe(z) = 1(R=L), Ne = (1= Ny)L + NuR.

For triangular distribution

where M is a mode of the distribution, and
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B {L +IN(R-LYM -L)]"*, N, <M -L)/(R-1L),
R-[0=-NYR-M)YR-L)]* N, >M -L)/(R-1L)

For trapezoidal distribution

L i cicm,
M, -

fT(z):§ 1 M <z<M,,
R=z , M,<z<R
R-M,

where S = R + M, - My — L and M1 n M- are the left and right vertices of the distribution respectively.
Then

L+[NS(M,-L)]"? N,<(M,-L)/S,
N, =y(N,S+M,+L)/2, (M,~L)/S<N,<(2M,-M,~L)/S,
R-[1-N\R-M,)S]"?, N, >(02M,-M,-L)/S.

Although numerical methods allow calculating the chances and risks involved in the specific problems
considered here, only analytical methods make it possible to obtain more general conclusions. Let us
consider firstly case of several coinciding interval alternatives and obtain analytical expressions for this
case for the simplest distributions of chances.

Risk behavior in a set of coincided interval alternatives

Assume for simplicity that distributions in the compared interval alternatives are uniform distributions.
Assume also that all alternatives at the number of K are represented by coinciding intervals. lllustrations
of general statements, which were formulated above, will be in this case the brightest. It can be seen

R R
that for two coinciding intervals C(/, >~ 1,) = 11) J' £, (x,) j S, (x,)dx dx, , where f{x;) are corresponding
L X,
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densities, x; € I; are current values in corresponding intervals and D is normalization factor. Then for

. - . 1 R R _,
uniform distributions we have: C(/, > 1,) = M!dxz;[dxl =
For three intervals

R

Cly = (L I) =

R R R R R R
[J‘a’)gj-dxz_[dx1 +J.dx2'|.dx3'|.dxl].
L x,

X, L X, X3

Here the first term corresponds to the current values of variables for which x2 > x3 and the second term
to the situations when x3 > x2. This gives C(l1 > (l2, I3)) = 1/3. For K intervals we have (K — 1)(K - 2)--1
of integral summands, which reflect all possible relations (<, >) between current values of variables.
Ultimately C(l1 > (l2, h3,..., Ik)) = 1/K and risk associated with the adoption of the initial hypothesis is 1
—1IK.

One can see that if for the situation when two interval alternatives appear to be equivalent at the
moment of comparison chances of right choice of preferred alternative equals risk of wrong choice then
for a larger number of alternatives this risk increases rapidly. It can think that it is not a property of
uniformity of distributions but property of equivalence of alternatives. To test this hypothesis we consider
the case of triangular distributions.

The formula for calculating chances becomes more complicated in the case of a triangular distribution.
The reason for this is rooted in the presence of two branches in the density of chances distribution for
triangular distribution: left branch f, which lies on the left from value of mode, and right branch f, on the
right from mode. Let My, M, are modes of corresponding distributions and M, < My and we want to
estimate chances C(l» > l1). These chances are the sum of four integrals C; as may see on region of
integration, which is represented here by square on the (X1, X2) plane:

C = 'rfll (x,) jzle (x,)dx,dx,, C, = fﬁl (x,) jffb‘ (x,)dx,dx,, C; = jlfll (x1)T 1o, (3, )dx,dx,

M,-L N (R—-M,)—(R-M,)’
2M,-L) 6(M,~L)R-M,)R-L)

C, = [ £,)] £, Cepdxx,. C(I, 1)) =

X
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Hence for M, = My we have Rs(li > ) = C(l> > 1) = 2. The same result was obtained in the paper
[Shepelev, 2014] by another method. Thus under equality of the two modes of triangular distributions
defined on coinciding pair of intervals, when interval estimates are equivalent, risk Rs(li > k) = %
exactly as was for the case of uniform distributions. If the modes are not equal to each other risks (and
chances) are more or less than 2 depending on location of modes. So compared alternatives are
equivalent if their distributions of chances (not necessarily uniform) are the same and the same are their
supports. Thus the same knowledges about interval alternatives resulting in their equivalence generate
the highest risk during choice of the best alternative.

Chances and risks for such defined equivalent alternatives behave like for the uniform distributions i.e.
the chances of preference fall hyperbolically with increasing of number K of alternatives and risk equals
1 — 1/K. This is confirmed by numerical method calculations. Analytical relations for the chances of
preference become rather cumbersome when the number of alternatives is more than two already for
triangular distributions.

The case of other configurations

Besides the configuration of coinciding estimates for the two comparable alternatives there are, up to a
permutation of alternatives in their pair, else two non-trivial configurations, i.e. configurations with non-
zero intersections of intervals. It is configuration of the right shift when L, < L1 < R < Ry and
configuration of imbedded intervals when Ly < L2 < R < Ry.

For these configurations and uniform distributions to receive relations for the preference chances and
corresponding risks is convenient to use a method based on simple geometric considerations. For
configuration of the right shift in the framework of complete system of events it is easier to distinguish
events favoring the truth of the hypothesis /> > 11 (size of risk for hypothesis /1 > £). These are events
when point implementations lie in the region (i1 € [L1, Ro])N(i2 € [L1, R2)), i1 € |, i2 € l. However some
of these events at the same time are also favorable for the truth of hypothesis /1 >~ . Exactly half of the
events favor each of these hypotheses in the case of uniform distributions on compared intervals as we
can see above. This is not so in the case of other distributions. Then, for uniform distributions on the
compared intervals,

C(l2 > It)=Rs(lh > k)= (R2— L1)4(2AhAR), Al=R; - L,

and
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c, ~1,)= o Re=L)
2AILAL

It's easy to see that the closer /1 to l» and R1 to Rz the closer the risk to Y. For two intervals this value of

the risk is maximal for configuration of the right shift. Indeed, the more Ry the less the risk (at constant

L1 and L»); the more L1 the less the risk (at constant Ry and Rz). Therefore this configuration is favorable

for the preference of /1.

Triangular distributions cases are somewhat more complicated because of the different possible
positions of the modes. Let Al > A, L2 < L1 < Rz < Ry (right shift) and Mz < L1, My > Rz (the simplest
configuration). The range of permissible point implementations in the (X1, X2) plane is a rectangle
elongated to the right and its part, which corresponds area X> > X1, lies above and on the left from line
segment X2 = Xy with boundary points (L1, L1) and (Rz, R2). Hence

(Rz - L1)4
6AA (R, —M,)(M,—L)

CU,~1)=Rs(, ~1))= szu(xl)szz,_(xz)dxldx2 =

*

Small, at first glance, changes of locations of distributions modes greatly complicate the formula for risk.
So, when L1 < My < M1 < Ry (other things being equal), Rs(lh > o) = C1 +...+ Cs,

MZ MZ MZ RZ
C = _[ Ju(x) J.fzz(xz)dxldxzs ¢, = J- Ju(x) J-fzr(xz)dxldxzs
L X L M,

M, R, R, R,
C = J- fll(xl)J-er (x,))dxdx,,C, = J- S (xl)J-er (x, )dx,dx,.
M, x) M, )

Taking these integrals is not difficult; the resulting formulas allow us to establish the following. Choice of
the type of distribution, which is distinct from uniform one, results in increasing of demands to the
knowledge of experts. So in a situation of right shift under choice of triangular distributions expert should
has in mind that for the same values of modes that lie at the area of intersection of interval estimates
risk is practically unchanged with the displacement modes in this area. For example, for 1=[10, 20], /> =
[9, 19] Rs(lh > ) = 0.42; C(ly > ;) = 0.58 for all equal values of modes (M1 = M) from 11 to 18.
Interestingly, that selecting uniform distributions practically does not change the results: Rs(l1 > k) =
0.4; C(lh = k) =0.6. (But the risk is slightly reduced). At the same time for M1= 18, M2 = 16 Rs(l1 > )
= 0.33; C(lh = ) = 0.67. Thus the specification of chance distributions on compared alternatives
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requires high qualification of the expert and elaborating special procedures for working an expert with
probability distributions on interval estimates.

If one from distributions is uniform it is easy to obtain formulas for the risk by the method used here or to
use the relations obtained earlier in [Shepelev, 2014]. General conclusion in both cases is that, ceteris
paribus, the more the value of mode in /1 in general (and in comparison with the mode in /» for triangle
distribution there) the less risk of making a wrong decision on the preference of the first alternative.

For case of embedded intervals events that are favorable to the truth of the hypothesis /1 > I are {(i1 €
[R2, Ri))N(i2 € [L2, Ro))}U{(i1 € [L2, R2])N(i2 € [L2, R2])}. Hence, for uniform distributions,

R —L Al
R(I, -1)=1-——2+—2 [1<[2<R<Ry.
Al 2A1

1 1
Further we will need the formula for the same configuration when L < L1< Ry < Rz

L—-L Al

| ) L
2A1

2

R(, > 1,)=1-

2

The case of triangular distributions is technically similar here to the case of right shift.

Set of possible configurations is considerably richer for three compared intervals. We will consider only
one of them, for which L, < L1 < L3 < R, < R3 < Ry, as an example. Subset of the complete system of
events favoring the truth of the hypothesis I+ > (I, ), is as follows:

{(ih € [Rs, R)N(i2 € [L2, R)N(i3 € [L3, R3))}U{(ir € [Re, Ra])N(i2 € [L2, R))N(i3 € [Ro,
Ra))}U{(i1 € [Re, Ra])N(i2 € [L2, R2])N(i3 € [L3, Ra])}U{(ir € [Ls, R])N(i2 € [L3, R2])N(i3 € [Ls,
Ra))}{(ih € [Ls, Ro])N(i2 € [Lo2, L3])N(i3 € [L3, R2))}..

In the transition to the respective chances it should keep in mind that for uniform distributions at the
intersection of the two sub-intervals in expression for chances ratio %2 appears, and at the intersection of
three subintervals ratio 1/3. After some transformations we obtain:
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— 2 _ _
)= BB LR Ry RmL) Loy Rl
Al ALAL s ALAL S 2 3

and Rs(h = (I, 1)) = 1= C(ly = (I, I5)).

Operating in a similar manner, we have:

R —L R L L —L
-, 1 y= Bk (R

1) and
AILALAI, 2

Clls = (h, k))=1=C(h > (k, k)) = C(l2 > (h, k)) =1—-Rs(ls = (I, I)).

Since the above expression depends only on the differences of the boundaries of intervals, then, in the
case of uniform distributions, relations for chances of preference does not change when the borders are
changed on the same number (translation invariance).

A numerical example

Consider a numerical example for this configuration, its parameters and the results of calculations
based on the above analytical formulas are presented in Table 1. Data of the Table 1 show that C(/1 >
(h, R)*C(ly > (I, k))* + C(ls = (h, k) =1, RS(l> (l,l3)) + Rs(l2 > (I1, 3)) + Rs(l3 > (h, k)) =3 -1 =
2, the chances of preference for one interval alternative with respect to two others are less than the
minimum chances of its preference in the pair-wise comparison (e.g. 0.602 < MIN(0.833, 0.625)). These
findings are in full agreement with the statements of section 2 of this paper. With increasing the right
(left) boundary of the second interval the chances of its preference are increased and the chances of
the other two alternatives are reduced.

Previously we have seen that risks grow larger and chances of preference become small in the case of
nearness of interval alternatives boundaries for a large number of compared objects. These indicators
are also very sensitive to changes in the borders of the worst alternative. Suppose, for example, we
have three alternatives /1 = [10, 18], 2 = [9, 16], /s = [11, 17], then C(l > (l2, /s)) = =0.438, C(l> >~ (I,
l3)) = 0.161, C(ls > (l1, I2)) = 0.401. Wherein C(l1 > k) =0.679, C(l1 > I3) ==0.490, C(/3 > ) = 0.702.
Small increasing the right boundary of the second alternative substantially changes the magnitude of the
preference chances: if the first and third alternatives are unchanged and > = [9, 16.5] then C(l1 > (I,
l3)) = 0.423, C(lo > (1, I3)) = 0.196, C(ls > (1, l)) = =0.381. Wherein C(l1 > ) = 0.648, C(1 > ) =
0.490, C(I3 >~ k) = 0.664. It is evident that a change in the parameters of at least one alternative
changes the magnitudes of all chances in the “collective” estimation unlike the pairwise comparison.
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Table 1. Preference chances and risks for three compared intervals

Left and Right Borders of the Compared Intervals

L 10 10 10
R 18 18 18
Lo 8 8 9
R> 14 15 14
Ls 11 11 11
Rs 15 15 15

Preference Chances and Risks of Testing Hypothesis

Cll = (k, 1)) 0.602 0.577 0.597
Clli> b) 0.833 0.777 0.800
Clli b) 0.625 0.625 0.625
Rs(h > (I, 1)) 0.398 0.423 0.403
Cll = (h, I4)) 0.070 0.131 0.084
Clla> h) 0.167 0.223 0.200
Clla> b) 0.188 0.286 0.225
Rs(l, = (I, 1) 0.930 0.869 0.916
Clls = (h, b)) 0.328 0.292 0.319
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Clls> h) 0.375 0.375 0.375
Clls> b) 0.813 0.714 0.775
Rs(ls = (h, 1) 0.672 0.708 0.681

What will happen with the estimates of preferences when fourth alternative will be added to a set of
three ones? For definiteness let /1 = [10, 18], . = [8, 14], s = [11, 15], I, = [10.5, 16]. Calculations carried
out by statistical testing method for four interval estimates and by the foregoing formula for three and
two estimates give the following results:

C(lh > (k, |, 1s)) = 0.498; C(l > (h, I3, ls)) = 0.034; C(I3 > (1, I, ls)) = 0.187; C(ls+ > (I, I, )= =
0.281; C(lh > (I, I3)) = 0.602; C(l1 > (l2, la)) = 0.567; C(ly > (I3, ls)) = 0.507; C(ly > ) ==0.833; C(l1
>~ 1) = 0.625; C(l1>1s) = 0.594. (We restricted ourselves to the hypothesis of preference of the first
alternative when comparing estimates of the preference chances for “collective” and pairwise
comparison). Again 0.498 < MIN(0.602, 0.567, 0.507), C(l1 > (I, &, ls))+ C(lo > (h, I, 1s)) + C(l3> (i,
b, 13)) + C(la > (h, I, k) = 1.

So the chances are reduced and the risks grow.

Hypothetical case of decision-making with account of “collective” effect

Let's consider the hypothetical case of decision-making with account of “collective” effect for three
interval alternatives described in the paper [Kononov, 2010] where three possible projects using the
resources of the Kovykta gas condensate field are examined. Internal rate of return (IRR) of the project’
is used in the cited paper as a criterion of comparison. Interval estimates for possible values of IRR in
each project were obtained there and ranking of projects by preference and choice of the best one were
performed by Hurwicz's method while different values of “pessimism — optimism” coefficient A were used
for different projects. Data mentioned in [Kononov, 2010] are presented in Table 2.

" We leave aside the question of the validity finding preference of projects on the basis of such criteria as IRR
(see in this regard [Vilensky, 2015]).
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Table 2. Interval estimates of IRR for three investment projects

Alternatives Project Name IRR (%) A
Alty The gas supply to the Unified Gas | 14.8-19.8 0.75
Supply System of Russia
Alty Export of liquefied natural gas to the | 11.7 - 23.6 0.5

Asia-Pacific region

Alts Gas export to China 10.7-27.7 0.25

Recall that according to Hurwicz's method interval estimate [L, R] is replaced by a point estimate T(A) by
the formula T(\) = (1 — A)L + AR, where 0 < A < 1 is “pessimism — optimism” coefficient. Note that the
choice of different values of A for different alternatives is not commonly accepted and the concrete
choice of these values is difficult to justify. At the same time in some cases mentioned choice is the only
way to reconcile knowledge/prediction of expert with the results of Hurwicz's method for right shift
configuration of compared intervals when L, < L1 < Ry < Ry. For this configuration under the identical
values of the “pessimism — optimism” coefficients the first interval is more preferable than the second
one for any A from the segment [0, 1]. Differing values of A lead to different results that can fit in with the
expectations of experts.

Using the table 2 values of A we have for results of alternatives ordering after applying Hurwicz’s
method: Alty > Altz > Alts. Indeed, T1(0.75) = 18.55; T»(0.5) = 17.65; T3(0.25) = 14.95. However, the
order in the set of comparable alternatives is highly dependent on the choice of A values if these values
are the identical. Namely, for alternatives that are considered in table 2 for A < < 0.196 Alty > Alt, >
Alts, for 0.196 < A < 0.34 Alty > Altz > Alt, for 0.34 < A < 0.45 Altz > Alty > Altp, at last for A > 0.45
Alt; >~ Alt, > Alt;. We draw attention to the fact that value of A = 1/3 recommended in [Vilensky, 2015]
for choosing similar alternatives is in this case just on the border of the two above selected bands of
values A. Therefore the difference of preferences determined by Hurwicz's method for the first and the
third alternatives becomes insignificant.

It is advisable to analyze this problem now by means of the proposed in this paper approach. We
estimate the same problem situation comparing alternatives “as a whole”. To do so we need the
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relations for preference chances for the configuration L3 < L < L1 < Ry < Ry < R3, that is for
configuration of embedded intervals. This is the configuration of interval estimates of IRR in the
discussed case. Suppose as before that the distributions on compared intervals are uniform. These
relations are shown below.

(Ml)z + (Ll _L3)(R1 _L2)+(L1 _Lz)(Rl _Ls)

c, = (,,1,) =
(1 (2 3)) 3A12AI3 2A]2A]3

(All)z + (Rz _R1)(Rz _2L3 +R1)+A[1(L1 _L3).

c, = I,1,))=
(I, = (I,,1,)) SALLAL INLALL

C(ls = (h, k) =1=C(lh > (k, ) = C(l2 > (h, I5)).

The results calculating the chances are shown in Table 3.

Table 3. Preference chances for gas utilization alternatives

Tested Hypothesis Chances Values
Alty > (Alty, Alts) 0.193
Alty > Alty 0.471
Alty > Alts 0.388
Alty > (Alts, Alts) 0.298
Alty > Alty 0.529
Altz > Alts 0.409
Altz > (Alty, Altz) 0.509
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Alts >~ Alt 0.591

Alts >~ Alts 0.612

One can see that both in pair-wise comparison and in the comparison “as a whole” the third alternative
preferred others. However the risk of wrong decision is not much less than preference chances of the
third alternative. After removing the first alternative from the list of compared ones as an alternative with
preference chances for the pairwise comparison less than half, the risk associated with choice of the
third alternative is reduced to about 0.4. Note that comparison on base of value of the mathematical
expectation leads to the similar choice: Av(Alt1) = 17.3; Av(Altz) = 17.65; Av(Alts) = 19.2 (see [Shepelev,
2014]). However using the latter approach doesn’'t permit estimate the risk associated with decision-
making. Besides coincidence of the choice results for these two selection criteria takes place only for
uniform distributions on compared intervals [Shepelev, 2013].

Conclusion

Thus the effect of the comparison of interval alternatives “as a whole” is manifested primarily in reducing
value of preference chances for each alternative with respect to its chances under pair-wise
comparison. This leads to a quantitative increasing risk value of selection as preferred alternative such
one, which may not actually be per se later. The nature of this effect lies in the fact that in the presence
of non-zero intersection for already two compared alternatives there is a non-zero risk of making the
wrong decision. This risk is enhanced with increasing amounts of compared alternatives especially if
some of these chances are not too different from each other. However, it should be borne in mind that
the perception of risk is individual and can vary from one DM to another. Therefore the risk value
resulting from the use of the proposed method is nothing more than a calculated risk, which can serve
only as an estimate for the DMs.

What can be done to reduce the calculated risk? During deciding on preferred alternative choice or in
the process of ordering alternatives by preference it's useful to conduct a preliminary analysis of their
initial set. Firstly, after selecting an alternative that preference is tested, one should select in the set of
alternatives those, which do not have the intersection with analyzed alternative. If the left boundary of
such intervals no less than the right boundary of the tested one the latter is certainly worse. If the right
boundary of such intervals not greater than the left boundary of the tested one they can be excluded
because they are certainly worse than the last interval. Secondly, one may try to unify some similar or
complementary alternatives. By reducing the number of intervals in their initial set one may increase the
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calculated preference chances of analyzed alternative and decrease risks. At last, after calculating the
preference chances of tested alternative during pairwise comparisons it is advisable to exclude those
alternatives whose preference chances with respect to tested alternative is less than 0.5 and,
respectively, the risk is more than 0.5.

Are there any other amendments to the results of the pairwise comparison of alternatives due to
“collective” effect? Particularly important is the following question: is there difference of the alternatives
order in their set defined by the “collective” preference chances and the order for pairwise comparison?
The answer to this question is negative: the order established in the process of pairwise comparison is
the same as the order for comparison “as a whole”.

Thus for this approach the “best” alternative will be the alternative with the highest chances at pairwise
comparisons in the set of compared alternatives. However adequate the risk estimation of making
wrong decision we obtain by comparing this alternative simultaneously with all the others, “as a whole”.

The large number of alternatives aimed at achieving the same goals is a characteristic of the upper
hierarchical levels of decision-making. Perhaps that is a reason why for the upper levels of management
the risk of making not quit correct decision is more likely (ceteris paribus). Thus meaningful choice of a
part of initial set of alternatives to lower levels with the delegation of authority to estimate such objects is
represented with point of view of the considered here approach as quite justified.

Difficulties in the work of the experts and decision-makers under interval uncertainty are associated with
the complexity of representation of their knowledge and grounding decision-making. DMs often desire to
overcome the uncertainty by replacement of interval estimations with point ones on base of their
experience, preferences and intuition. Experts from their side desire express their knowledge by rather
simple distributions. Of course, exact distributions of chances are unknown for interval alternatives. But
one can assume that in many cases these distributions are unimodal ones, and for many types of
distributions can be roughly approximated by triangular distributions.

In this regard let's pay attention to following circumstance. Although the methods used in the proposed
approach for comparison of alternatives by preference are quantitative because of approximate nature
of expert information hardly makes sense to emphasize exactly how much calculated indicator of the
quality of one alternative is over/under than for the other one. It seems that here are more appropriate
judgments based on ordinal scales i.e. on stating that one of the alternatives is preferable others without
quantifying the degree of the preference, such as has place in problems with not quantitative but with
qualitative criteria [Larichev, 2006].
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Since process of decision-making is quite difficult DMs and experts need means of analytical support. In
particular, it's useful that DMs or experts had some ideas of the magnitude of the risk associated with
their choice, which is defined not only by configurations of pairwise comparisons but also by a specific
set of comparable alternatives. Some such methods are proposed in this paper, which may permit to
DMs or experts check how their knowledge and largely intuitive choice is consistent with the formal
results and adjust their decisions. Using in the process of alternatives comparing different methods
increases the volume and variety of information that is useful to DM and may contribute to increasing
adequacy of decision-making.
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PROJECT MANAGEMENT IN CYBERSECURITY RESEARCH IN UKRAINE
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Abstract: This paper presents an approach to cyber security research project management. The paper
includes the Project Management Office model and conception that can be created in educational and
research institution like University. The organization structure of the cyber security research project and
the peculiarities of university team organization on cyber security research project are shown.
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Introduction

The formation of information society influences the dynamic development of various types of
cooperation realised by means of modern information technologies. These changes are aimed at large-
format expansion of multi-vector information consulting environment that initiates and supports
innovations, and promotes the development of project approach in the process of creation and
implementation of strategic development projects and programmes [Chukhrai, 2015].

The synthesis of advanced information and communication technologies and the rapid development of
computer technology play a great role in this process: they have caused the creation of fundamentally
new global substances —information space and information society, which have practically unlimited
potential and play a significant role in the economic and social development of any country in the world.

However, the development of information and communication technologies leads to the emergence of
new threats at the level previously unknown to mankind. On the one hand, it provides an access to
restricted information, the use of which can cause economic damage such as terrorism, sabotage and
diversion to individual companies as well as society in general. On the other hand, it gives the
opportunity to misrepresent real and public data, the usage of which can negatively influence economics
and society in general. Thus, it is cyber security that is the main factor of sustainable development of

modern information society.



International Journal "Information Models and Analyses" Volume 4, Number 4, 2015 325

Cyber security has become an important research policy in universities and research institutes all over
the world. This article presents the information about approaches to cyber security research project
management in Ukraine.

Analysis of Recent Researches and Publications

The analysis of publications dealt with the research on the development of special methods and models
for providing cyber security [Stasiuk, 2012], [Okhrimenko, 2012] proves that uncontrolled dissemination
and unrestricted use of information- and cyberspace by the world’s leading countries in the form of
arena of action in the course of modern information resistance have led to the following negative results:
the majority of other countries (including Ukraine) are characterised by technological lagging and
inequality in the sphere of information, nano-, bio-, telecommunication and other high technologies;
information flows are duplicated and excessive IP are accumulated by the main subjects of information
activity in these countries; public and military authorities of these countries lack qualitative information
exchange; information sphere (infosphere) of these countries is not protected from the negative
influence of internal and external cybernetic attacks (cyber-attacks) and threats (cyber threats) which
can be deliberate, accidental, natural or artificial in their nature, etc. [Buriachok, 2011].

It should be noted that there are no publications dedicated to the project approach, use or creation of
new modern methods of project management in the sphere of development and implementation of
cyber security systems. That is why it is very urgent for Ukraine and the majority of other countries in the
world to carry out research aimed at developing new or improving existing ways of organizing
reconnaissance and delivering attacks on IT and cryptosystems, as well as means of resistance to
outside influence from possible cyber-attacks and cyber threats.

Taking into consideration the information mentioned above we can introduce the purpose of our study:
to present the peculiarities of project management in the sphere of development and implementation of
cyber security systems as well as development of new approaches to the formation of such project
management system.

In order to reach this aim the following tasks should be completed:

- - to analyse the state and prospects of international cooperation in the course of implementing
projects connected with the creation and development of an entire cyber security system,;

- - to create such project management system on the basis of higher education institutes of
Ukraine;

- - to define the peculiarities of managing project team on the basis of higher education institutes.
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Review of Ukraine-NATO Cooperation on Cyber Security Researches

Recent events taken place in Ukraine have influenced Ukraine to become an active participant in
international discussions concerning the whole sphere of international relations on which information
technologies are able to influence.

It is known that the main world leader in the sphere of development and implementation of cyber
security programmes is the North Atlantic Alliance; and Ukraine was the first among non-aligned
countries that began to consult with the North Atlantic Alliance on cyber security issues and announced
that the country was interested in the development of universal international legal documents
concerning this area. At the end of 2008 the Security Service of Ukraine initiated the establishment of
the Working Subgroup on Cyber Defence under the aegis of the Ukraine-NATO Joint Working Group on
Military Reform (JWG MR); this fact should have been the first step towards the development of
cooperation between Ukraine and NATO in this sphere.

On 2 April 2009 the NATO headquarters spread the enclosed document under the title “Framework for
Cooperation on Cyber Defence between NATO and Partner Nations”. This document was a logical
continuation of a number of former doctrinal documents which defined NATO’s policy on cyber defence.
Thus, NATO has created political and legal background and determined appropriate framework for
establishing practical cooperation with partner nations, including Ukraine, interested in it.

According to the mentioned document, an essential element of NATO policy in the sphere of cyber
defence is the principle that Allies have the prime responsibility for protecting their national
communication and information systems, but at the same time NATO must have the ability to support
Allies who are victims of a cyber-attack of national significance. Partner nations are urged to take
necessary measures in order to harmonize national legislation in the sphere of cyber security in
accordance with international norms such as the Council of Europe’s Convention on Cyber Crime.

During 2009-2011 Ukraine actively cooperated with NATO. There were five stages of consultations of
the Working Subgroup on Cyber Defence under the aegis of JNG MR in the “ad hoc” format. On the
fourth stage, which took place in October 2011 in Yalta, the current state of development of the Strategy
of Ukraine in the Sphere of Cyber Defence Project was discussed, but it was neither accepted no
executed. The last stage of consultations took place in 2013 in Yalta. After that, Ukraine had no
opportunity to perform its activity in this sphere due to a number of objective and subjective reasons
[Kandaurov, 2011].
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Today the activity on cyber security and information defence is defined, first of all, in the Doctrine of
Information Security of Ukraine and the Law on Fundamentals of National Security of Ukraine, and
depends on the contradictions between the capabilities of existing methods and techniques of
searching, collecting and getting information, as well as protecting our country’s IP from foreign cyber
influence, on the one hand, and user requirements for providing informational support, for example, to
the administrative Board of the Ministry of Defence, the Armed Forces of Ukraine and our state in
general, on the other hand.

One of the main drawbacks on the way of problem solving is that the legislation of Ukraine and the
majority of other countries of the world has not given fixed definitions of the following notions: cyber-
attack, cyber security, cyber influence, cyber warfare, cyber defence, cyber weapon, cyber operation,
cyberspace, cyber reconnaissance and other terms that could be taken into account, for example, in the
foreign policy activity of countries on the mentioned issues.

For the introduction of this terminology and determination of priority directions of activity in this sphere it
was suggested to renew the development of the Cyber Security Strategy of Ukraine Project (2015-
2018). This project defines:

- -basic terms and definitions;

- threats in the sphere of cyber security;

- main principles of cyber security of Ukraine;
- - main directions of resistance to threats in the sphere of cyber security;

- - system of cyber security of Ukraine;

- stages of Strategy realization.

Therefore, cyber security requires taking coordinated measures and introducing integrated approaches
under the aegis of the state and in close cooperation with the private sector and civil society, without
which it is impossible to solve this problem. Furthermore, one country cannot resist cybercrime alone.
The effective cooperation between various countries both at the state level and the level of cooperation
between government organizations and representatives of the business sphere in the field of IT-
technologies is necessary.

Scientific institutions, in particular higher education institutes, should play a leading role in providing
scientific support in the process of realizing such a strategy. They can take an active part in the
development, planning and implementation of projects involving international partners for the creation of
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new approaches to project management in the sphere of development and implementation of cyber
defence systems.

In June 2015 an international Cyber Security: Ukraine and the World forum was held in Kiev under the
aegis of the Ukrainian Public IT Alliance Organization and the American Chamber of Commerce in
Ukraine: the heads of services on security and protection of information of public authorities, bank,
financial and corporate sectors discussed the risks of threats and presented new achievements and
technologies in the sphere of cyber security. The Concept of Interuniversity Cyber Security Centre was
presented on the forum as a project the main task of which is providing and improving the level of cyber
security as a component of information security and national security of Ukraine. The project was
presented by Kharkiv Zhukovskyi National Aerospace University “KhAI" and Kharkiv V.N. Karazin
National University. This concept includes informational, educational, research, technological and
communication components, but it does not define the project component and has no management
system determined for the implementation of further development and practical application of this
concept.

Unfortunately, the management systems of higher education institutes still use old management
methods, despite the fact that new requirements for the development of education and society have
changed and considerably expanded the directions of activity of all departments of educational
institutes. The situation is that teachers and researchers teach their students and develop new systems
in the sphere of management, technology and engineering, but they have no opportunity to use them
within university. It concerns project management just as well.

At present project activity is carried out at all levels of management in various areas at universities. For
example, the following projects can be executed within any Subdepartment:

carrying out scientific and methodical seminars within the Subdepartment;

organization and carrying out conferences;

publication of the collective monograph;

assisting in licensing particular specialities;

implementation of some parts of projects (sub-projects) carried out at the university, etc.

In order to carry them out functional structures of project management are used, when a project
coordinator is a director or employee of the structural subdivision who is responsible for the project
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implementation. However, such a structure has its own drawback: coordinators in project management
lack professional skills and knowledge. Of course, it does not mean that it is obligatory to get
professional project managers involved in project management, but it demands the creation of a united
project management office that will assist in training, consulting and strategic higher education institute
project portfolio management.

Conception of Project Management Office (PMO) for Cyber Security Research in University

The main function of the project management office should be to establish the cooperation between
stakeholders of projects and maintain effective communication in order to achieve synergistic effect and
open new opportunities. This function can be realised by means of modern information technology
applications.

Conceptual scheme presenting project management at institutes of higher education (Fig. 1) includes
project management office functioning. This model is based on the following five elements of project
activity [Neizvestnyi, 2005]:

- systematic approach;

- project life cycle;

- intellectual space of knowledge about project;
- project stakeholders;

- use of general management skills.

The scheme presents project management office built on the basis of the Kerzner project management
maturity model [Kerzner, 2003]. This model includes different convergence layers used to connect other
parts of a project; these layers make it possible to create innovative management methods and models.

Media convergence layer contains the approximation, agreement of various requirements, restrictions
and possibilities concerning a project that are specified by stakeholders and environment. The
systematic presentation of a project being formed by stakeholders, the core of values of all members
should be defined and fixed in the form of project documentation, and innovative methods of
convergence of project participants’ values should be applied.
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Convergence of system components layer contains the integration processes of coordinated
informational, organizational, logistical and administrative components of a project and a basic
institution (institute of higher education). Of course, it is not desirable to integrate these systems fully,
because it can make it complicated to control the main parameters of the project during its
implementation. It is necessary to separate the projects of different functional subdepartments of
institute of higher education, though the same resources can be used by them.

Convergence of professional skills layer combines competencies that are peculiar to various types of
professional activity involved in the project. In addition, it is necessary to take into consideration the
combination of professional, philosophical, methodological and human components of a modern
specialist. These components are the basis for convergence of methodologies which makes it possible
to introduce innovative project methods and models.

It is also necessary to take into consideration the fact that project team and stakeholders responsible for
cyber security projects constitute a virtual, motivational space, in which stakeholders devote themselves
to their project, being in different geographical, cultural, special and organizational environments, and
cooperate sharing their points of view on the project content, planning, control and communication
within that project. The quality of an intellectual space influences significantly the project execution.

In addition, cyber defence projects are carried out under the aegis of international organizations, within
which misunderstandings and contradictions caused by cultural peculiarities of participants from
different countries often arise. Thus, using convergence methods will help to overcome these problems
and lead to understanding between project participants.

It is known that all members of a project team cooperate with each other virtually through the Internet.
That is why the effectiveness of communication within modern virtual project team depends on
understanding project objectives and the fact whether the project participants are interested in working
on it. First of all, a great attention is paid to correct professional communication skills regardless of
geographical, temporary or cultural environment to which the project team members belong. In general,
the configuration of relations between them forms the essence of project intellectual space.

Project Approach in the Process of Preparation for Participation in the International Cyber
Security Program in Chernihiv National University of Technology.

Let us consider the peculiarities of using project approach in the process of preparation for participation
in the International Cyber Security Program in Chernihiv National University of Technology.
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The main objectives of cooperation between partner from different countries in cyber defence sphere
are as follows:

- to improve the ability of partner nations to protect their critical communication and information
infrastructures against cyber-attack;

- to provide a basis for support measures in cases of cyber-attack;
- to help restore normal functioning following such attacks.

Many specialists working in Chernihiv National University of Technology have been already engaged in
the implementation of grant projects and programmes; their experience shows that there is a great need
for a comprehensive and serious preparation for their implementation. The University is going to
participate in the the NATO Science for Peace and Security grant programme and preparation has
been started since October 2015.

First of all, the project team was formed, and its organizational structure which includes both external
and internal project members was developed (Fig. 2).

ﬂ
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Fig. 2. Organizational Structure of Project Preparation for Project Cyber Security Execution

The project is managed by the project manager, and the organizational administrator carries out
organizational activity. Also functional project groups were formed according to the areas of research.
Experts, scientists, postgraduate students as well as students from different courses are members of
such groups. In this case, the involvement of students plays an important role in the educational and
methodological process, as such an activity teaches to solve real problems, bring them to completion,
and work in team; it also helps coordinate and plan one own’s activity.
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In addition, the project scheduling being conducted makes it possible to control the process
implementation and draw a conclusion about the effectiveness of some phases execution.

At present phase of the project implementation we can determine that:

- Project implementation by University teams always pursues two objects: first of all, acquiring
new knowledge and mastering skills by project participants; secondly, successful project
implementation in spite of fixed project restrictions (time-frame, money, quality). At the same
time, students, postgraduate students and faculty will constitute the basic human resource of
the project.

- In the process of such projects implementation the students lack the necessary knowledge,
postgraduate students lack experience, and the faculty is limited to existing teaching load norm
and bureaucratic procedures.

There are some more obstacles on the way of successful project execution:

- Time limitation. As a rule, students’ projects are carried out within one semester (12 — 16
weeks). During this time it is difficult to form a team and conduct a quality work.

- Behavioral problems. Being students, young people have not formed professional relationship
towards work and colleagues. They tend to form groups according to their personal
preferences. Conflicts unknown to a teacher and project manager influence negatively the
formation of groups.

- Restrictions in choosing research problem. As a result the students have no motivation to carry
out a project.

We can distinguish the following two types of project work:

- project work carried out by the students of the same year of studying,
- general project work carried out by the faculty (students can be involved just as well).

In the first case, team members are characterized by approximately equal knowledge and ambition. In
order to set up such a group Agile Scrum model was used. One of the main problems is to appoint a
leader who forms the team and defines its activity. That is why this role is performed by teachers, but
senior students are also given some tasks to be done.

In the second case, there is an absolute project leader. The team members carry out project tasks
according to their functional abilities.
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Thus, practical implementation of professional project management in higher education institutes gives
the opportunity to use innovative scientific achievements of leading scientists involving students and
postgraduate students to work in team, such an approach can significantly improve the efficiency of
learning process and reduce the gap between theory and practice.

Conclusion

Finally, we can draw the following conclusions:

- the analysis of the state and prospects of further international cooperation in the course of
implementing projects connected with the creation and development of an entire cyber security
system has shown the necessity to continue active cooperation with NATO in cyber defence of
Ukraine issues;

- the suggested conceptual scheme presenting cyber security project management is supposed
to be used at institutes of higher education; it contains all the components necessary for the
development of innovative project management methods and models on the basis of project
management office;

- the results of practical application of professional project approach have revealed the main
specific features of human resource management in such projects, that can become the basis
for the development of new management methods and models at present.
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IMPROVING OF EXISTING PERMISSION SYSTEM IN ANDROID OS

Volodymyr Kazymyr, Igor Karpachev

Abstract: Smartphones for last five-ten years had become ubiquitous. Despite the fact, that these small
devices are very widespread around the world - security are still being understood. As a result, the
security is extremely vital. Basically security area is very underdeveloped and still vulnerable. On the
one hand this article is an investigation of existing pros and cons of android security system. On the
other hand it is an example of how to improve current mobile security state.

Keywords: security model, OS Android, functional security.

ACM Classification Keywords: D.4.6 Access controls

1. Introduction

Smartphones has added additional requirements to the mobile computing. All set of application has
support variety of the areas on mobile markets. Hardware, software, and different business access -
such applications are available on markets (e.g. Apple Store, Google Play, Blackberry App World,
Amazon App Store etc.). Moreover most of these applications are surprisingly inexpensive.

Smartphones are shifted now from simple standalone devices to a specific collaborate models (client-
server architecture). In this case applications exposed a lot of private data to the external world.
Applications usually seek appropriate providers of a service type at run-time, instead of binding itself to
the specific implementation during development. This approach is very similar to plugin approach. Such
approach has created very extensible culture of “use and extend” which lead to significant increasing of
innovative applications on modern market. The very best example from existing platforms is Android
operating system. The security of the android is very similar to other, and called “system-centric”. Based
on that conclusion, application statically identifies all permission/interfaces required during development
process. These rules will govern application’s data at installation time.

The main problem that application/developer has very limited ability to identify to whom or how these
permissions will be exercised after words. Developer should assert which level of protection application
desires. End user has no idea which set of permission application requires, so they do not have
sufficient context to do so.
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Purpose: aim of the current article is to find a better way to assign a new permission model to
applications in order to improve security.

2. Methodology, Limiting factors and evaluation

Currently PayPal is a most widespread service around the world. Let’s take as an example PayPal
service built on OS Android. This service is kind of a bridge between the credit card of current user and
purchasing of different items/features/goods from such applications as email client, Google Play market,
browser, music players, etc. Considering this, PayPal is an application, which shares permissions with
a lot of other services. Therefore, user ends up with a situation when it's quite difficult to decide which
app should be granted with PayPal billing service. Android doesn't provide any API for clarifying this
situation or enforcing a security policy based upon this, unfortunately [Miller, 2012]. Android developers
put a lot of efforts in creating huge set of applications and features, which will help end user to protect
device, but there is no API, which will help to protect application itself. Basically there are three main
features, which are not available in an android application security framework:

1) Permission assignment policy - Applications have limited ability to control to whom
permissions for accessing their interfaces are granted, e.g., white or black list applications.

2) Interface exposure policy - Android provides only rudimentary facilities for applications to
control how their interfaces are used by other applications.

3) Interface use policy - Applications have limited means of selecting, at run-time, which
application’s interfaces they use.

This paper introduces the Secure Application Approach (SAA) that extends the existing Android security
architecture with policies that address these key application requirements. Figure 1 below depicts basic
Secure Approach with payment system on Android OS.

Applications provide installation time policies that regulate the allocation of permissions that protect their
interfaces. At runtime, communication between or access of applications is subject to security policies
declared by both the caller and callee applications. Saint policies are much more superior than the static
permission checks currently available in Android by limiting access based on runtime state, e.g., phone
or network configuration, location, time, etc. The Saint framework will be defined and the complexities of
augmenting Android with extended policy enforcement features are will be discussed, and mechanisms
for detecting incompatibilities and dependencies between applications will be developed. The discussion
begins with an encouraging example.
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Figure 1. Discretion of the user and interacts with vendors and payment applications to purchase them.

3. Smartphone applications security

Figure 1 presents the made-up smartphone shopping application “Personal Shopper”. “Personal
Shopper” tracks the items a user wants to buy and interacts with other payment applications to
purchase them. User select the desired goods through the user interface of the smartphone
(theoretically by clicking on units on a browser, media player, etc.), creating a seller independent
‘shopping cart”. Users later purchase items in one of two ways. The user can direct the application to
“find” an item by clicking on it. In this case the application will search for all known online vendors or
various shopping search sites (e.g., Google Product Search) to find the desired item. Where various
vendors provide the same item, the user then selects their vendor choice through a provided menu. The
second way for finding a desired product is by geography—a user walking through, for instance, a mall,
the usage of location based search application can alert them on the availability of the product in the
nearest physical store. In this case, the user will be directed to the brick-a-brick vendor to obtain the
item.

Unrelatedly of how the item is found, “Personal Shopper's” second objective is to aid the purchase
process itself. In this particular case, it works with provided example checkout applications as
SecurePayer and TrustCheckout. Personal- Shopper gets the access to checkout applications and acts
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as a mediator between the buyer and the merchants to both aspects as improving the efficiency of
shopping and customer privacy protection. Usually procedure is quite simple — user provides credentials
in order to authenticate to service. After their completion, all the transactions are recorded in a personal
ledger application.

Consider a few (of many) security requirements this application suggests:

1) Only trusted payment services should be ever used by the PersonalShopper. Figure 1 shows, it may
trust only SecurePayer and TrustCheckout, but it does not trust any other unknown payment providers
(e.g., the M-Payer provider).

2) PersonalShopper may only want to restrict the use of the service to only trusted networks under safe
conditions. For instance, it may wish to restrict searches while the phone is roaming or highly unprotected
areas (e.g., airports) or while battery is low.

3) The use of certain version of the service software may be required by the PersonalShopper. Such as,
the pass- word vault application v. 1.1 may contain a bug that disclosures password information. Thus, the
application would require the password vault be v. 1.2 or higher.

4) PersonalShopper may wish to confirm transaction information is not leaked by the phone’s ledger
application. Thus, the application wishes to only use ledgers that don’t have access to the Internet.

5) Security requirements may be placed on PersonalShopper by the applications and services it uses. For
example, to save location privacy, the location based search application may only offer PersonalShopper
location information only where PersonalShopper has the permissions to access location information itself,
e.g., the phone’s GPS service.

None of these policies are currently supported by today’s Android security system. While some of these
may be partially emulated using combinations of complex application code, permission structures, and
code signing they are simply outside the scope of Android’s security policy. As a result (and core to our
widespread experience building systems in Android), applications must cobble together custom security
features on top of the fundamental structures currently provided by the Android system. Where possible
at all, this process is ad hoc, error prone, repetitive, and inexact [Anderson, 1992].

What is needed for Android is to provide applications a more semantically rich policy infrastructure. The
following investigation begins by outlining the Android system and security mechanisms. Section IV
examines a range of policies that are potentially needed for fulfillment of the applications’ security
requirements as well as highlighting those that cannot be satisfied by the current Android. Further,
goals, design, and implementation of the Saint system is introduced
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«Android»

Android is an operation system, which has been developed by OHA — Open Handset Alliance in 2005.
Android became extremely popular among developers and end-users for it's open source nature and
common language for development Java (or C++ - JNI).

The Content Provider APl implements an SQL-like interface; however, the application developer is left
with the backend implementation. The API involves support to read and write data streams, e.g., if
Content Provider shares files. Unlike the other component types, Content Providers are not addressed
via Intents, but rather a content Uniform Resource Identifier (URI). That is the collaboration of
application components for which we are more concerned. Figure 2 shows the common IPC between
component types.

The bases of the Android’s application-level security framework are permission labels, which are
enforced in the middleware reference monitor [Enck, 2009]. Basically, a permission label is a unique text
string that can be described by both the OS and third party developers. Android defines various base
permission labels. From an OS centric point, permission labels are statically assigned for the
applications, indicating the sensitive interfaces and resources available at run time; the permission set
cannot grow after installation.

Application developers identify a list of permission labels the application requires in its package
manifest; however, requested permissions are not always granted.

Permission label descriptions are distributed across the framework and package manifest files. Each

definition specifies “protection level.” The protection level can be “normal,” “dangerous,” “signature,” or
“signature or system.” After application installation, the protection level of requested permissions is
checked. Permission with the “normal” protection level is always granted [Cheswick, 2003]. Permission
with the “dangerous” protection level is always granted if the application is installed. However, the user
must confirm all requested dangerous permissions together. Finally, the signature protection level
influences permission granting without user input. Each application package is signed by a developers’
key (as is the framework package containing OS defined permission labels). A signature-protected
permission is only granted if the requesting permission labels is signed by the same developer key that
is signed the package defining the permission label. Many OS defined permissions use the signature
protection level to ensure that the access is granted only to the applications distributed by the OS
vendor. Finally, the “signature or system” protection level operates the same as the signature level,

moreover the permission is granted to applications that are signed by the system image key.
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Additional use for permission label policy model is to protect applications from each other. Most
permission label security policy could be found in an application’s package manifest. As mentioned
before, the package manifest specifies the permission labels that correspond to the application’s
functional requirements. The package manifest also specifies a permission label to protect each
component of the application (e.g., Activity, Service, etc). Inter Process Communication may initiate
communication in another or the same component of if target has specific permission.

Start
Start/Stop/Bind
Return
Call
System | = Read/Write
Query
ik RS <o
Activity » Broadcast Receiver
Intent ] Content provider

Figure 2. Typical Android application component IPC

While Android is based on Linux, the middleware presented to application developers hides usual OS
concepts. The platform focuses on applications, and much of the core phone functionality is
implemented as applications in the same manner used by third party developers [McDaniel, 2012].

Android applications are primarily written in Java and compiled into a custom byte-code (DEX). Each
application executes in a separate Dalvik virtual machine interpreter instance running as a unique user
identity.

From the perspective of the underlying Linux system, applications are ostensibly isolated. This design
minimizes the effects of a compromise, e.g., an exploited buffer overflow is restricted to the application
and its data [Cheswick, 2003].
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All inter-application communication passes through middleware’s binder IPC mechanism (our discussion
assumes all IPC is binder IPC). Binder provides base functionality for application execution. Applications
are comprised of components. Components primarily interact using the Intent messages. While Intent
messages can explicitly address a component in an application by name, Intent versatility is more
apparent for Intent messages addressed with implicit action strings, for which the middleware
automatically resolves how to handle the event, potentially prompting the user. Recipient components
assert their desire to receive Intent messages by defining Intent filters specifying one or more action
strings.

There are four types of components used to construct applications; each type has a specific purpose.
Activity components interface with the user via the touchscreen and keypad. Typically, each displayed
screen within an application is a different Activity. Only one Activity is active at a time, and processing is
suspended for all other activities, regardless of the application. Service components provide background
processing for use when an application’s Activities leave focus. Services can also export Remote
Procedure Call (RPC) interfaces including support for callbacks [Bishop, 2003]. Broadcast Receiver
components provide a generalized mechanism for asynchronous event notifications. Traditionally,
Broadcast Receivers receive Intents implicitly addressed with action strings. Standard event action
strings include “boot completed” and “SMS received.” Finally, Content Provider components are the
preferred method of sharing data between applications.
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Figure 3. Policy tree illustrates the example policies required by applications. The double-stroke boxes
indicate support by the existing platform.
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Using this policy and permission protection levels, application developers can specify how other
applications access its components. The permission label-based security policy stems from the nature
of mobile phone development. Manually man- aging access control policies of hundreds (thousands) of
potentially unknown applications is infeasible in many regards. Hence, Android simplifies access control
policy specification by having developers define permission labels to access their interfaces. The
developer does not need to know about all existing (and future) applications. Instead, the permission
label allows the developer to indirectly influence security decisions. However, herein lies the limitations
of Android’s security framework.

«Application policies»

It was explored a myriad of applications as a means of understanding the appropriate set of policy
expressibility. Initial policy taxonomy is presented in Figure 3.

The permission-granting policy regulates permission assignment. In addition to controlling permission
granting using Android’s protection level-based policy (1.), an application A may require signature-based
policy (1.2) to control how the permissions it declares are granted based on the signature of the
requesting application B (A and B may be signed by different developer keys). Instead, the policy grants
(or denies) the permission by default with an exception list that denies (grants) the applications signed
by the listed keys. An application may also require configuration-based policy (1.3) to control permission
assignment based on the configuration parameters of the requesting application, e.g., the set of
requested permissions and application version.

The interaction policy (2.) regulates runtime interaction between an application and its opponent. An
application A’s opponent is an application B that accesses A’s resources or is the target of an action by
A, depending on the access control rule (i.e., B is A's opponent for rules defined by A, and A is B’s
opponent for rules defined by B). Android’s existing permission-based access control policy (2.1)
provides straightforward static policy protection, as described in Section Illl. However, this policy is
coarse-grained and insufficient in many circumstances. Applications may require signature-based policy
(2.2) to restrict the set of the opponent applications based on their signatures. Similar to above, the
default-allow and default-deny modes are needed. With configuration- based policy (2.3), the
applications can define the desirable configurations of the opponent applications; for example, the
minimum version and a set of permissions that the opponent is allowed (or disallowed). Lastly, the
applications may wish to regulate the interactions based on the transient state of the phone. The phone
context- based policy (2.4) governs runtime interactions based on context such as location, time,
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Bluetooth connection and connected devices, call state, data state, data connection network, and
battery level. Note that initially, policy types 2.2 and 2.3 may appear identical to 1.2 and 1.3; however,
the former types also place requirements on the target application, which cannot be expressed with 1.2
and 1.3. However, 1.2 and 1.3 are desirable, because when applicable, they have insignificant runtime
overhead. We now present two example application policies related to our motivating example, Personal
Shopper, which interacts with checkout applications, password vaults, location-based search
applications, and personal ledgers [Enck, 2009].

Install-time Policy Example: In our Personal Shopper example, the location-based search application
(com.abc.lbs) wants to protect against an unauthorized leak of location information from its “Query By
Location” service. Permission granting policy can be applied when the Personal Shopper requests the
permission com.abc.perm.getloc used to protect “Query By Location”. It needs application configuration-
based policy to specify that for the permission com.abc.perm.getloc to be granted, the requester must
also have the “ACCESS LOCATION” permission.

Run-time Policy Example: To ensure that the checkout application used for payment is trusted, their
signatures must be checked. The Personal Shopper needs signature-based policy to specify that when
the source “Personal Shopper” (com.ok.shopper) starts an Activity with action “ACTION PAY”, the policy
ensures resolved applications are signed by keys in a given set.

Policy file " 1

Applications
apk package
L SAA Installer App A App B J
Applicatich %ndmid Middlewar%
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Mediator

package
Android's Permission Check ]
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Figure 4. Process (a-c) with additional permission granting policies and mediates component IPC (1-5)
to enforce interaction policies specified by both the caller and callee applications.
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4. Conclusions

This article addressed existing limitations in android operation system. Particularly in real-time
permission assignment and inter process communication policies. The main idea was to provide clear
way of expose android permissions to application’s functionality. Driven by an analysis of the PayPal
service this article gives an example of an initial taxonomy of relevant security content. Current
approach has a lot of drawbacks as well and not going to replace existing permission assign policy in
android operation system. This is just an example of how these technologies can be improved.
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PRIVATE GROUPS IN PEER-TO-PEER NETWORKS
Oleh Hordiichuk, Oleksiy Bychkov

Abstract: Peer-to-peer architectures are designed for the sharing network, storage and computing
resources solving a scalability problem. At the same time they lack capabilities for creating private
groups that are necessary for a limited access data exchanging — a common task for e-learning
systems. In this paper proposed a new peer-to-peer system that is able to create private groups that is
built on top of WebRTC stack and thus is capable to run in modern browsers without additional software
installation. It solves problems of authentication, data validity, management control and secure peer
discovery in distributed network systems by using private and public keys as well as data exchanging
rules that provide same level of data dissemination security as in client-server applications. This system
provides ability of creating closed groups of students, where teacher is able to transmit data securely
and combine low operational cost of video streaming and file sharing advantages of Tailcast topology.
Moreover teacher’s capabilities are not limited to only data dissemination process, this application gives
additional functions like banning and kicking users as well as a secure access promoting to other
participants of the network. While proposed techniques are designed and implemented for the Tailcast
topology, it's shown that it is possible to apply these recommendations in most peer-to-peer applications
including other video-streaming topologies, distributed hash tables and file sharing.

Keywords: peer-to-peer, security, distributed systems, e-learning

ACM Classification Keywords: C.2.4 Distributed Systems

Introduction

Rapid development and success of file sharing systems like BitTorrent motivates researches to apply
this idea in other direction and e-learning systems are not an exception. Most of modern e-learning
systems are using video materials for knowledge representation that are known to be heavyweight in
network distribution meaning. That is why distributing media often is not affordable for universities, when
we are talking about more than 1000 of simultaneously watching students. In this case if video stream
has the lowest quality and high definition resolution (720p) that is equal to 2Mbit/s, university requires a
server with network bandwidth equal to at least 2Gbit/s. At the same time peer-to-peer systems are
capable to solve this problem without costly allocated bandwidth channels and use bandwidth of
watchers instead. However these applications introduce additional delay that could be equal to more
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than 1 minute in such well-known commercial peer-to-peer solutions like SopCast. Such behavior
makes real-time video streaming and user interaction impossible. That is why in this paper the Tailcast
[Hordiichuk, 2013] topology is used as due to its hybrid-tree network topology structure additional delay
is minimized. But at the same the system proposed in this paper could be implemented over other
existing network topologies like Kademlia [Maymounkov, 2002], Chord [Stoika, 2001], Prime [Magharei,
2009] and others. The only limitations on the network topology for the proposed system is to have a
connected graph network and a ability of peer to make sure in validity of the stream source that do not
impact on the structure.

Anyway every peer-to-peer system generally do not have any mechanisms for restricting access of data
distributed among peers, so in case of e-learning any student has access to any material that is
currently available in the network. In this situation it is possible either to make unauthorized copying of
data or to attack the network by distributing invalid data that leads to an unpredictable behavior of the
whole system. Also the teacher doesn’t have any control over situation in peer-to-peer systems. If there
exists chat or file sharing function in such system, it is impossible for teacher to ban or kick peers that
are distributing spam messages or files anonymously. Another problem is a providing some level of a
management access in a case, when the teacher wants to listen student's answer via webcam or
distribute own solution of the task over the whole group. In this case due to a decentralized behavior of
the system teacher needs to have an ability to notify all students in the group that one of them has
permissions to perform this action. As well as an opposite task of returning access is also complicated
without direct notification from a central server in peer-to-peer systems. This leads to a situation where
benefits of using peer-to-peer networks are nullified by security problems and that is why it is important
to develop the system without these restrictions.

It should be also mentioned that ease of use of educational systems is one of the mandatory features in
modern e-learning systems. At the same time most of existing peer-to-peer systems require installation
of additional software that increase usage complexity. So for solving this problem the system described
in this paper is built on top of WebRTC stack that gives ability to use it only with a modern web-browser.
However it is not limited only to this protocol stack and same idea could be applied on any modern peer-
to-peer protocol. At the same time it doesn’t rely on any browser plugins and could be used as a
separate library even in desktop and tablet applications of any vendor. These features increase potential
of the solution by making possible to integrate it as a component of a more complex existing educational
system without additional limitations. However WebRTC is not a pure sockets implementation and it has
some design characteristics like impossibility to establish direct connection without a signaling server
due to a protocol security considerations. But at the same time such behavior limits ability of
decentralized peer discovery in the network. The system proposed in this paper is also addresses these
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problems and try to make process as distributed as possible without decreasing security level by using
intermediate peers as signaling servers and certified message exchanging process for removing safety
limitations.

Related work

Security is a common problem in peer-to-peer networks that is frequently discussed by researches.
Most of approaches are based on trust and reputation models, where historical behaviors and decisions
of every peer are used to predict how peer will behave in future. Main idea is to use both own and
neighbors reputation observation for calculating trust value that is used for making future communication
decision. Reputation systems face a problem such as having an ability to differentiate real feedback
from the false one. Another common problem is dealing with a dynamic personality of every participant.
For some period of time peer could act as a reliable partner, but after change its behavior and attach the
network. Or even more complex type of attacks where malicious peers in addition to previous
approaches also communicate with their neighbors using different behavior and thus tangle reputation
algorithm. These problems as well as other attacks considered in PeerTrust framework [Xiong, 2004]
and SORT [Can, 2013], where used several trust metrics combined with reputation recommendations
observed from another peers.

Another approach is to use voting mechanism that helps to figure out secure resources. The more valid
peers vote in the network the more exactly malicious peer detection will be. Actually this process is very
similar to reputation calculation as votes could be represented as reputation values. However peer-to-
peer network is not completely democratic as not all of peers have same count of votes. This happens
due to that fact that peers suddenly join and leave the network and newcomers could be malicious with
higher probability than old peers. Therefore newcomers must not have more votes than stable ones. An
example of such systems are described in VectorTrust [Zhao, 2013] and [Gupta, 2003].

While reputation systems are able to win malicious peers attack in case when they are in majority and
provide completely decentralized form of security management, they are not designed to solve problem
related to private groups creation. First of all these systems are not completely decentralized as they
have presence of the teacher that naturally is a leader of the swarm and thus must have an ability to
manage its group. However in this case reputation based systems could consider the teacher as an
absolutely truthful source and all other peers can have a mandatory rule for processing commands only
from secure neighbors. That does not solve a problem, as at any time there is still non-zero possibility to
receive a malicious file or another type of information that is unacceptable in any e-learning system.
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Therefore the system described in this paper doesn’t rely on reputation security; instead it uses private
and public keys for signing and verifying commands from the teacher. This is very similar to Skype
authorization and command execution process that is briefly described in [Hoffeld, 2008]. Here a
central server signs a token for the authorized client that is used by other peers for connection
identification and validation. Also every time someone joins the network it receives a public key from
central server that gives ability to validate messages from other peers. It helps participants to split
authorized peers from unauthorized ones. In this paper similar idea is used, the teacher acts as a
central server and students as peers. However authorization scheme in messaging protocols like Skype
doesn'’t solve problem of validity data dissemination, secure access promotion among peers as well as
attacks from malicious peers. These as well as other problems described and their solution proposed in
this paper.

Connection establishment protocol description

In this paper we consider the private grouping as a process of creating peer-to-peer system, where one
of the peers acts as a leader of the system (teacher’s role) and others as followers (student’s role). The
leader is responsible for authentication process and must have an ability of secure data dissemination. It
means that every follower in the system should recognize generated data from the leader and dismiss
data from malicious peers. This behavior could be achieved if the leader and followers adhere following
rules during establishing a connection:

1. The follower must be authorized by the leader using login and password or a secret message;
2. The follower and the leader must exchange their public keys;

3. If authorization process is successful then the leader signs and sends a connection token to the
follower. Also the follower receives connection information about some amount of existing peers
in the network as well as a current timestamp;

The token described in step 3 consists from two parts: unique in system id of the follower that is
assigned by the leader and expiration time stored in UTC format. This token may or may not have
duration limitation depending on a group type. If private group is open only for a limited amount of time
then this field is filled, otherwise it is empty. After keys exchanging and authentication processes are
complete the follower can connect to other followers using connection information received in the last
step. For accomplishing connection establishment between peers they must exchange their tokens and
check their validity. As the token signed by the leader with its private key that other peers don't know it
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makes forgery nearly impossible if use long-length keys. And at the same time validity of the token could
be easily checked by the leader’s public key that every peer already has. In the proposed approach we
use a classical RSA scheme with 2048-bit length keys and SHA224 hashing algorithm for the digital
signature that provides reasonable level of security, low overhead and high encoding throughput.
However depending on application requirements these values could be changed.

In case when the token has an expiration time the receiving side also compares this with current
system time converted to the leader’s one and consider to disconnect the peer if it is already invalid.
The converting is possible due to receiving leader’s current timestamp in the step 3. While this time is
not precise it is still useful for determination expiration time with accuracy equal to a half round-trip time
between the follower and the leader that is usually not more than hundreds of milliseconds. In addition
to the previous connection establishment time check the follower schedules an expiration check task
that has timeout equal to that time. Such approach guarantees that peers will shuffle off expired
neighbors even if they silently live in the network. The whole process of connection establishment
described in a figure 1 below:

Leader Eaollower Follower

4——ogin and password or secret message

leader's public key »

generated taken »

current timestamp »

token »

token

Figure 1. Connection establishment protocol between participants of the network.

Management processes and data dissemination in the private group

As it was previously mentioned proposed system is built on top of Tailcast [Hordiichuk, 2013] topology
(figure 2). This topology contains of chain topology, where every peer has a connection with a
successor node and at the same time it holds relations with all other peers at distances 2%,k = 1 ...n,
where n is a total amount of users in the network. Such approach is specially designed for low-delay
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data dissemination due to ability of every peer reach nearby and far neighbors at the same time.
Another important feature of this topology is a clear one-way directed path for data propagation
algorithm that gives opportunity to push data without worrying of possible duplications. There are
different types of data that could be distributed among peers in such network:

1. Video and audio data including live and on demand streaming;
2. Files of any type;
3. Text messages.

In this topology the leader has a unique ability of a swarm management. The main feature is secure
data dissemination. It works as following: every message signed with the private key of the leader and
whenever peers receive any data message it can validate it with the public key. It makes this process
secure independently of an actual sender of the message. In all cases the source of these data is
always the leader or a promoted follower that stands at the same network level in topology as the
leader, for further simplicity we call this node “sender”. In newly created group there exists only one
sender — the leader, but it can promote any follower by an appropriate command that is distributed
among other peers in the network. As it was mentioned in the previous section during connection
establishment process between the leader and the follower, the exchange their public keys. So for
accomplishing promoting task the leader needs to distribute the public key of that peer that also should
be signed by the leader’s private key. After peers receive public keys they can ensure that all messages
from the promoted user are valid. In case of the opposite task when the leader wants to refuse in access
it can execute a similar process and send a new command that will forfeit promotion. Both of these
commands are completely distributed and there is no need to have direct connection between the
leader and the promoted follower.

Figure 2. The Tailcast topology. Dotted node represents the leader and solid nodes represent followers.
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Another important functions that should have any owner of the private group are banning and kicking
users. It is achieved by a similar approach, where the leader sends a signed message to other
participants in the network. As it was described in the previous section, during the handshaking process
peers also pack their unique ids into the token that help them to identify each other. With this knowledge
it also becomes possible to implement ban and kick command. When the follower receives one of these
commands and if corresponding id exists in its neighborhood list, it immediately closes connection with
that peer. In case when this is the ban command, its receiver also put this id in a ban list and if someone
in future will try to connect with the same token it will silently dismiss this proposition and drop the
connection. As well as other commands these ones also execute in completely distributed manner.

All information in the Tailcast is distributed using internal stream entity. An elementary information unit is
a chunk with a length not more than 1300 bytes that is a typical minimal of MTU (Maximum
Transmission Unit) in the Internet. Tailcast data dissemination algorithm guarantees that all chunks will
be processed in a correct order and exactly one time. Therefore in this system we pack commands into
such chunks. An assurance in order correctness in turn guarantees that all commands will be correctly
executed on every peer. However in order to implement distributed chat function we cannot use this
approach, as the source of this data could be every peer in the swarm and it is obvious that all of them
can't be promoted followers at one time due to the fact that the topology becomes invalid. So for
avoiding this problem peers use simple gossip protocol with signing their messages using their private
keys. By gossip protocol we mean following conventions between all participants in the network:

1. The peer that is a source of the message generates a random id for it and signs it with own
private key. After that peer sends the message to all known neighbors;

2. Areceiver of the message proxies it to other peers in its own neighborhood except the sender
and put in its history list. In case when there exists another message with the same id in the
history list it just ignores it that means both processing and resending avoidance. Every
message in history has a time-to-live limitation that is equal to 10 minutes (configurable
parameter).

3. Every participant of the network is programmatically limited in its possible sending rate that is
equal to 1 message per second (configurable parameter). If the user wants to send with a
higher rate than it is alerted with corresponding message about sending rate excess;

4. In case when someone exceeds the sending rate, the receiver side silently drops that
connection and does not transmit last message to other peers.

These conventions guarantee that every chat message will be delivered securely and avoid possibility of
distributing spam. It is obvious that messages could appear in different order on different computers due
to network delay. While it is possible to avoid this problem by using leader’s clock information that every



International Journal "Information Models and Analyses" Volume 4, Number 4, 2015 353

peer knows and delaying messages before displaying them on monitor for previous fetching, it also
introduces noticeably delay that significantly impacts on user experience. That is why in our system we
display all messages right after they received. Also all gossip protocols have “at least once” message
delivery that on the one hand guarantees delivery and on the other introduce transmission overhead at
every node that is equal to a number of relations with other peers. However we believe that is a
reasonable overhead due to a sending rate limitation that will not impact on system performance
comparing with video and file data that is distributed in the network.

Implementation details

While there exists lot of other protocol stacks like BitTorrent's UTP or even raw UDP sockets that gives
ability to implement this system with a minimum overhead and maximum flexibility, all of them need
installing additional software on your computer. As it was previously mentioned in the beginning of the
paper this system is implemented using WebRTC stack, which makes possible to run a system inside a
web page of a browser. This feature is obviously very important for integrating into any modern e-
learning system and that is why we have chosen exactly WebRTC and JavaScript as a language. At the
same time this technology has limitations. First of all this is still a young technology and currently only
the latest versions of Firefox and Chrome browsers support it. Also one of the most important behavior
of WebRTC client is bidirectional connection establishing process called SDP (Session Description
Protocol) that is impossible without a helper server or node. In our system the leader helps to establish
connection with first peers in the system and after that every follower independently discovers the
network using neighbors as helpers. This pattern is implemented in P framework (http:/ozan.io/p/) that
can establish connection using both WebRTC and WebSocket as helper signaling servers and that is
why we use it in our system. For WebSocket signaling server case we have implemented a node.js
backend application that helps to find the leader of the group.

Also we have faced with a problem that all browsers do not have built-in support of RSA algorithms as
well as SHA hashing that makes implementation of this system more difficult. But fortunately for us there
exists open-source projects jsrasign (http:/kjur.github.io/isrsasign/) and Javascript Cryptography Toolkit

(http://ats.oka.nu/titaniumcore/js/crypto/readme.txt) that contain signing and hashing functionality as well

as capabilities for private and public key generation. It should be mentioned that WebRTC protocol
provides encrypted message data layer and thus there is no need to additionally encrypt all messages
for defending from man in the middle attack.
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Conclusion

In this paper proposed a new peer-to-peer system on top of the Tailcast topology that is designed for a
secure private group creation that could be integrated to existing e-learning system. Unlike existing
approaches of creating secure peer-to-peer networks that rely on peer’s reputation, this system uses
public key and token exchanging protocol that helps to verify commands from the teacher and establish
connections only with those peers that were previously authorized. It guarantees that all data will be
delivered only to authorized peers and at the same time malicious peers could not substitute data that
provides a certain level of privacy. On top of this protocol different management commands
implemented including kicking and banning users as well as granting other peers rights to run these
commands. Separately considered function of chat messages dissemination that is based on the gossip
protocol with strict sending rate restrictions. Combining these approaches on the one hand guarantee
that all messages will be delivered to all recipients and on the other hand it has strong defense from
possible spam attacks.

We attempted to implement a system that is secure, distributed, scalable and at the same time can
provide reasonable level of privacy. An execution process of all commands is completely distributed that
makes this system scalable and usage of digital signage approach provides privacy. Combining these
benefits with that fact this system can ran in modern browsers opens the possibility of creating new type
e-learning systems.
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UCNONb30BAHWE METOI0B TEOPUU NPUHATUA PELLIEHUX ANA
YCOBEPLUEHCTBOBAHWA NPOLIECCA CUHTE3A CETEN JOCTYMNA

anuHa ManBopoHckasn, Mapua Xunbuyk

AHnHomauus: MpoaHanusuposaH npoyecc cuHmesa cemeli docmyna u 803MOXHOCMb UCNOMb308aHUS
Memo008 meopuu NPUHIMUS peweHul 0ns peweHus omaAenbHbIX 3aday amo20 npouecca. BbibpaHbi
u 0bocHO8aHb!I MemoObl meopuu npuHsMus peweHul, Haubonee yenecoobpasHbie 011 NOBbILEHUS
aghpekmusHocmu npoyecca cuHmesa cemeli 0ocmyna.

Knioueebie cnoea: cu#mes cemeli Oocmyna, MemoObl MEOPUU  NPUHSMUS  peweHud.
mononoauyeckas CmpyKmypa cemu, mexHonoauu nepedayu UHGopmayuu

ACM Classification Keywords: H. Information Systems — H.1 Models and Principles, E. Data — E.O
General.

BBeaeHue

Cospanve ceten goctyna (Cll) B HacTosiLee Bpems SBNSETCA OQHOM M3 BaXHEMLIMX 3adadv cdepbl
WH(OKOMMYHUKauniA. CTaHaapTusaumend u paspaboTkoi pekoMeHgauwin B obrnactn cuntesa C[
3aHMMalOTCA BedyliMe MMpOBble OpraHu3auun, Haubonee W3BECTHbIMM U3 KOTOPbIX SABASKOTCS:
MexayHapogHbin coto3 anektpocsasn (MCO) [ITU G.902], MHCTUTYT MHXEHEPOB NO 3MEKTPOHUKE W
anektpoTtexHuke [|[EEE 802], EBponeiickuin 1 AMepukaHCKU MHCTUTYTbI MO CTaH4apTuU3auuv B obnactu
TENEKOMMYHMKaUMA 1 apyrue. Kaxgon u3 aTWX opraHusauuii yxe paspabotaH psa pekomeHZauuin,
cBsA3aHHbIX ¢ cosgaHnem CL, HO HECMOTPS Ha 3TO OCTanoCh elle MHOTO HepeLleHHbIX BOMPOCOB.
KoHuenuus, onpegenstowas cyte C, cpopmmposaHa B pekomeHgaumm MC3O G.902, cornacHo aToi
KOHLienuu1 npegnonaraeTca co3faHue eauHon cetw, obecneumBarolled JoCTyn Ko BCeM 6a30BbiM
CETAM C Lenblo NpefoCTaBEHNs MONb30BATENsAM BCETO CMeKTpa WH(OKOMMYHWKALMOHHBIX yCnyr
(VKY) no ogHon nuumm goctyna (J10) ¢ rapaHTMpOBaHHbIM ypoBHEM KadectBa obcnyxusanusa [ITU
G.902]. AxTyanbHOCTb peanusaumu koHuenumu C[I obycrnoBneHa Tem, YTO CyLlecTByloLiME
aboHeHTCKMe NMHUM OTAEeNbHbIX 6a30BbIX MH(OPMALMOHHBIX CETe He ChpaBnstTCAa C 3agadei
obecneyeHnst rapaHTUPOBAHHOIO kaYecTBa 0BCNyXuBaHUs nonb3oBaTenen, TpeboBaHMs K KOTOPOMY B
COBPEMEHHbIX YCMOBUSAX CTPEMUTENBHOTO pacumpeHus cnektpa WKY nocTtosHHO BO3pacTarorT.
Mockonbky meToabl cuHTe3a C[ B monHoi Mepe elle He pa3paboTaHbl, B CBA3M C TEM, YTO Cama
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koHuenuus C[l nosiBunacb CpaBHUTENBHO HeAaBHO WX pa3paboTka BecbMa BaxHa W akTyarnbHa. B
paboTte npednoxeH nogxod, NpedycMaTpUBalLLMA ANS 3TOW LEenu npuMeHeHue METOAO0B Teopuu
NpuHATUS pelenuin. Cuntes CLl npegycMaTtpuBaeT pelleHne MHOXECTBa 3afad Bbibopa, K KOTOpbIM B
YaCTHOCTU OTHOCATCA BbIBOP: TOMOMOMMYECKOM CTPYKTYPbl CETW, TEXHOMOTMM nepefaqn [LaHHbIX,
TENekoMMYyHUKaLMOHHOro obopyaoBaHus, nporpaMMHOro obecnevenus u 1.4. PelleHne aTux 3agay
npeanonaraeT paccMOTPEHWe W aHanu3 6OMbLIOT0 KONMWYECTBA anbTepHaTiB, YTO BO MHOMOM W
onpegensieT TpygoemkocTb U cnabyl dopmanusaumio npouecca cuHtesa CL. Teopus npuHATMS
peweHnit (TMNP) BkntoyaeT cnocobel 1 npoueaypbl hopManusaumy npoLecca NPUHATAS peLLeHni, nog
KOTOpbIM MOHUMAETCH ONPEAEneHHbIN BUL YENOBEYECKON [EATENbHOCTU, OPUEHTUPOBAHHBLIN Ha
YCTaHOBIIEHWUE HaunyuLlero BapuaHta genctaun [MepHomopos, 2002]. Llenbto gaHHOro nccnegosaHus
SBNSeTCA NOBbILWEHNs 3dekTMBHOCTH npouecca cuHTesa CL nytem npumeHeHuss metogos TIP.

ObbekT nccnegoBaHus — npouecc cuHtesa Cll, npeameT — MeToabl TEOPUM NPUHATUS PELLEHN.

AHanu3 npouecca CUHTe3a ceT 4ocTyna

Mpouecc cuHtesa C[ npeacrasneH Ha Puc. 1 B Buae anroputma [anBopoHckas, 2012]. Mepsbin atan
SBNSIETCS, B HEKOTOPOM BWAE, MOArOTOBUTENbHBLIM, 34eCb onpegensierca nepeyveHb MKY, kotopble
MoryT 3atpeboBaTb NOTEHUMAnbHbIE NONb30BATENN CUHTE3UPYEMON CETU, 3aTeM BCE MONb30BaTENN
CETU pacnpenensiTca no rpynnam C OAWHAKOBbIM nepeyHeM npepoctaensembix WKY. Ha BTopom
aTane opmupyloTcs TpeboBaHNS K CeTH, BbiABUraeMble NoNb3oBaTeNsMu 4115 NPesocTaBeHns BCEro
cnektpa 3atpeboBanHbIX umu UKY. 311 TpebosaHus 3asucat ot knacca VIKY v pernameHTupytoTes Ha
OCHOBaHUM OTEYECTBEHHBIX U MeXAyHapoAHbIX HOPMATUBHBLIX AOKYMEHTOB. COrmacHO KOHLEenuu
kayectBa obcnyxusaHus (Quality of Service, QoS), knacc WKY HopmupyeT 3HayeHWs BpemeHw
3a0€epKK1, BapuaLuy BPEMEHMN 3aePXKN, JONM NOTEPSHHLIX NAKETOB M MAKETOB C OWMOKamMu, Kpome
TOro onpegerneH npuoputeT npegoctasnexns UKY (Hanpumep, ycnyr knacca A npefocTaBnsioTes B
nepsyto oyepeap) [ITU E.360.4; ITU E.361]. Ha TpeTbem aTane BblAeNsOTC pparMeHTbl TEPPUTOPUM,
Ha KOTOPbIX PacnomnoXeHbl NONb30BATENM, OTHOCALLMECS K OTAENbHBIM CEKTOpaM. 34€eCh M4 CEKTOPOM
NMOHMMAETCS TEPPUTOPKSA, HA KOTOPOI PacrnonoXeHbl NONb30BATENN O4HON rpynnbl. [pn 3TOM CEKTop
MOXET COCTOSATb M3 OTAESbHbIX (PParMEHTOB TEPPUTOPUM HE UMEIOLLMX OBLIMX rpaHuL, a dparMeHTbl
TEPPUTOPUI PA3MNMYHBIX CEKTOPOB MOTYT HaknadblBaTbCs Apyr Ha apyra. MHopMaLUMOHHbIE NOTOKW OT
OTAENbHbIX NONb3oBaTENen K pasnuyHbiM 6a30BbIM CETAM KOHLEHTPUpYT Yanbl goctyna (Y[)
[FanBopoHckasi, 2008].  TlyTem  TEXHMKO-9KOHOMWYECKOrO aHanu3a BapuaHtoB Tomonorum  C[
NPMHUMAETCS peLLeHne 0 LenecoobpasHOCTM OpraHu3aLuy AByXyPOBHEBOM CTPYKTYPbI MPOEKTUPYEMOIA
ceTw, npegycMaTpuBaloLlen MOAKIIOYEeHWe  Monb3oBaTeneil K - y3nam, NpefocTaBMnsoLmUM
obenyxusanue (YMNO), yepes ABa nocnenoBaTtenbHO coeanHeHHbIX Y[ ¢ uenbto obecneveHus
MUHUMU3ALMM ANUHBI nokanbHoro cermenta J11 (JICNA).
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Oran 1

TpoBegeHue NpeanpOEKTHbIX U3biCKaHWIA:
- AHanua BXoasLLuMX NapameTpos;

- Onpegenenue nepednHa UKY;

- Pasbuenue nonk3osateneli Ha rpynnkl ¢ oAUHakoBkIM Habopom UKY.

!

AsTomaTuzauus npoyecca (opM1poBaHns TpeboBaHui:

ran 2

- Onpegenenwve knacca UKY;

Jran 3

BriBop Tononoriuyeckol CTpYKTYpbI CETH:

- Pasbuenve tepputopun C[l Ha cekTopa; ran 4

- Bufbop ypoews wepapun Gl 1 Bribop Textonorui M4

- Buibop mecta pacnonoxenus Y[, 2. Beibop Tvna obopyaoeans, peanuaytowero Y.

- OugHka LenecooBpasHOCTH OpraHU3aLMM NONepeHsIX CBA3EN;

A

- Onpegenenve cxemsl npoknagku JII.

PucyHok 1. Anroputm npoekT1poBaHus ceTh focTyna

HaunHas ¢ yeTBepToro arana LenecoobpasHo npumeHsTb MeTodbl TTP, Tak kak Ha HeM, Ha OCHOBaHMK
TEXHWYECKOrO 3aAaHns 1 C y4eToM NPOrHO3MPYeMbIX napameTpoB cuHTeaupyemon CL, opmupyeTtcs
CTPYKTYpHas M (OyHKLUMOHaNbHas cxembl ceTu. [ins 31oro Heo6xo4nMMO BbINOHUTL BbIGOP TEXHOMOTMM
nepegaum WHgopmauun, obopyaoBaHus Ans e€ peanu3aumm M Tuna Y[, KOHLEHTpUpyoLero
WH(OPMALMOHHbIE MOTOKA OT  OTAENbHbIX MOMb3oBaTeneil K pasnuyHbiM - 6a30BbIM - CETAM
[FanBopoHckas, 2008]. OcHoBHas 3agaya Ha 9TOM aTarne: BblibpaTb HaunyyLmMin BapuaHT CTpykTypbl C[
N3 BCEX BO3MOXHbIX, @ [And 3TOro HeobXoAMMO paccMOTpeTb M MpoaHanMavMpoBaTb [LOCTaTOMHO
Bonblwoe konuyecTBo anbTepHaTVe. [pu npumeHeHum TP 3TOT npouecc MOXHO Caenatb MeHee
TPYAOEMKUM, OMpedenuB Lenb, KOTopas B KOHEYHOM pesynbTaTe [OMmkHa obecneumBathes,
napameTpbl CETU (NokasaTeny NPUEMNEMOCTM) 1 YNOPSA0UMB NEPEYEHb anbTepHaTYB.

[MyTem aHanu3a 3agad, peLleHme KoTopbix Heobxoammo npu codaanum Cll, MOXHO caenaTb BbiBOA, YTO
metogpl TIP uenecoobpasHo ucnonb3oBaTb Ha 3aBeplatowmx atanax cuHtesa Cl. K 3apavam
cunTesa C[l, ans pelweHuns KoTopbix LenecoodbpasHo npumeHnTb Metodbl TP, MOXHO OTHECTH:

- Onpenenexune TONOMorum ceTy;
- BbIGop TEXHOMOMM TPAHCNOPTUPOBKM MHADOPMALIMM MO NUHUSIM [OCTYNa;

- Bbibop Tvina obopygoBaHuMs, peanunayioLwero yanbl 4ocTyna.
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I'Ipvl peweHnun 3TnX 3apad Heobxoaumo yynTbiBaTb MHOXECTBO NAapaMeTpoB Kak Cﬂ,, Tak U

nonb3osatens. K napametpam C[] (I1,,), B pamMkax AaHHOrO UCCIe0BaHMS OTHOCATCS:

1. Teorpaduyeckoe pa3meLLieHIe pasHbIx rpynn nonb3osarenei ( xg, ) -
2. [nuna (L) v nponyckHas crocobHocTs (PS,,) JA.;
3. KonuuectBo (N, ), MecTo pasmeLLennst (¥, ) W nponyckHas cnocobHocTs (PS,,) Y.
4. Kauyectso npepgoctasnenns ycnyr (\¥):
- KoacpdmumeHt owmbok (K, ) ;
- Bpems 3agepxku (t,);
- Bpewms otknuka cetn (t,,);
- VHcbopmaLmonHas ckopocTb (V) ;
5. Tun nepenaBaemoit MHchopmaumm (6, ) ;
6. CymmapHas Harpyaka, cosgaBaemas Bcemu nonbaosatensmm cetn (Y);

7. Pacxoppl Ha NpoeKTUPOBaHMe 1 akcnyaTauuio cetn (R).

HM (IGP’L’PSId’NYD’zYD’PSYD’\P(ko’tz’t V,.),HI.,Y,R) (1)

ot?

MapameTpbl nonb3osatens (I, ) y4uTbIBaKT:

1. MecToHaxoxaeHue (koopauHaTkl) nonb3osatens (K, );
2. YpenbHyt Harpyaky, cosaasaemylo nonbaosarenem (Y, );
3. MepeueHb ycnyr, koTopble ByayT npeaocTaenaTses nonb3osatento (V, );

4. TlponyckHyto cnocobHocTb JICII, Heobxoaumyto ans npegoctasnenus VKY (PSP) .

n,(K,.Y,.V,.PS,) (2)

CornacHo 3TUM xapakTepucTikam hopMUpyeTcs Lesb, KOTOPO AOMKEH YAOBETBOPATL ONTUMAsbHbIN
METOA PELLEeHNst KOHKPETHOW 3agaun cuHTesa C[l.
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AHanu3 MeTof0B TEOPUMN NPUHATUA peLueHni

MockonbKy cyLiectyeT Gonblioe konuyectBo metogos TMP, a kaxaas u3 3agad cuHtesa C[ nmeert
CBOM 0COBEHHOCTH, HE BCE METOAbI MOTYT NPUMEHSATLCA B pamkax Nobbix 3aaay cuHtesa Cll v pasatb
pesynbTaT, YAOBMETBOPSIOWMA LEenM uccnenoBaHus. [1oaTomy HeobXxogumo npoBECTU aHanmua
cywectsytowmx metoaos TIP n onpegenutb, kakne MeToAbI LenecoobpasHo MCNonb30BaTh B pamkax
kaxgon u3 3agay cuHtesa CL. B cBA3W C 9TUM, CregylowmM 3TanoM npoBEAEHWs UCCReaoBaHus
SIBNSETCS pelleHne 3agay Bblbopa meTogoB TP ¢ nomouibto NEKCUKkorpaduyeckoro Kputepus,
NO3BONSAIOLLEr0 YYNTLIBATL B KA4eCTBE AOMOSHUTENBHOW MHPOPMALMK BaXXHOCTb KaJoro nokasatess
NPMEMSIEMOCTH, WMEKLUMX pasHOe BAWUSHWE Ha pe3ynbTaT B paMKax pPELUEeHUs Kaxngon U3
nocTaBneHHbIX 3agad. [Ans kaxgon u3 3agad cuHtesa C[l msHauanbHo dhopmupyeTtcs Lerb, KOTOPOW
[OMKEeH YOOBNETBOPSATL pe3ynbraT Bblbopa. [lanee Bce METOAbl aHanM3MPYKTCS Ha npeamet
COOTBETCTBMS NOCTABNEHHON LIENK, 1 BbiBupaeTcs Hanbonee NOAXOASLLNNA U3 HUX.

[ns npumeHeHusi B paMmkax 3agad, BO3HUKAKOLWMX B npouecce cuHtesa Cll, aHannanpyeTcs 25 MeTonos
TMP [BonowwumH, 2006].

1. MuHumakcHbIin kputepuin (MM).
Kputepun baneca-lannaca (BL).
MoganbHbiit kputepuin (Mod).
Kputepuit Cenaxa (S).
Kputepuit Nypeuua (G).
Kputepuit Xopgxa-JlemaHa (HL).

Kputepuit Mepmeiepa (Gr).

© N o o bk~ w D

Kputepuit npoussegequ (D).

Kputepuin MuHuMmM3aLmmn aucnepciin oLeHKN (Dmin).
10. Kputepuit MakcummaaLmmn BeposTHOCTH (Prax).

11. MeTog aHanusa nepapxuit (MAI).

12. MeTop nepesa pewenun (MDR).

13. Kputepuit ontumansHocTv 3a Cnemntepom (C).

14. Kputepwuit ontumansHocTv 3a lNapeTo (P).

15. ApavTuBHbIN KpuTepuid (Ad).

16. MynbTunnmkatuBHbIA kputepuin (Mp).

17. Jlekcukorpadmyeckuin kputepui (Lex).
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18. MeTop ugeansHou Touku (MIT).

19. MeTog BbIGOpa 3a KONMYECTBOM AOMUHUPYLOLLMX KpuTepueB (Dk).
20. Metog nocnepoBaTtenbHbIX yeTynok (PY).

21. MeTog nocnegoBaTenbHOro BBoga orpaHunyeHmin (PO).

22. Metog xenaemoi Touku (ZT).

23. MeTtopn ynoBneTBopeHHbIX Tpebosanui (YT).

24. Metop BekTopHOM penakcauum (VR).

25. Metog anHamnyeckoro nporpammuposaHnms (DP).

[nsa oueHku LenecoobpasHOCTK UX UCMONb30BaHWSA B npouecce cuHTesa C[l B kayecTBe nokasatenen
NPUEMMNEMOCTN anbTepHaTUB ONpeaeneHbl Creayrowmne xapakTepucTuk metogos TIP:

- Tun BXOAALWMX NAapaMETPOB (HNCTIEHHBIN UMW KAYECTBEHHBIN);
- Tun meToaa (rpacpryecknin U YNCTIEHHBIN);

- HanoxeHwve yCJ'IOBMVI Ha KOJIM4ECTBO BXOAALWMX AaHHbIX (B cnyyasax, Korfa
Heobxoanmo aHann3nposaTtb MHOXECTBO aJ'IbTepHaTVIB);

- Bo3MOXHOCTb peanusaumm pelueHns 6eCKOHEYHOE YMCHO pas;

- 3aBucumoCTb pesynbTaTta paboTbl METOAA OT OTOPOLIEHHBIX anbTEPHATMB;
- YYeT COCTOSHMI BHELUHEN Cpespbl;

- Ycnosus, B KOTOPbIX NPUHUMAETCS PELLEHME,;

- CTpyKTypMpOBaHHOCTb 3afauu;

- [lonyctumocTb pucka ans pesynbtata paboTbl (MpW 3TOM NOL PUCKOM MOHUMAETCS
BO3MOXHas BEPOSTHOCTb OTKMOHEHUS 3HAYEHW XapakTepucTuk npegocraenequs UKY
OT nokasatenei QoS, onpeseneHHbIX B HOPMATUBHOM JOKYMEHTALMM, U 3aBUCSLLNX OT
knacca UKY).

MHOXXECTBO 3TUX XapaKTEPUCTUK MOXHO BbIPa3iTb BbIpaXKEHNEM:

P={rT,

lMex?

T,:T,;Tx;S;US; DA R;E;F; T, } (3)
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Bbi6op meTogoB TIP gna 3agayum cuHTe3a TONONOrMYECKOU CTPYKTYPbI CeTU AocTyna

Ha nepsom 9Tane aHanu3a MmeTtopoB TP onpeaenstTcs XapakTepuCTWKW, KOTOPbIM  [OSKeH
y0BNeTBoOpsATh BblOpaHHbl MeTod TP 1 cTeneHb WX BaXHOCTW AN PeLleHus faHHOW 3agadun. [Ans
PeLUeHNs 3a4aum CHTE3a TOMOMOTMYECKON CTPYKTYPbI CETW JOCTYNa NpaBuro Beibopa cchopMMpoBaHO
cnepytowm obpasom:

- Bxopsme aaHHbIe Ka4eCTBEHHOrO 1 konuyecTeHHoro Tuna (T, =" Kach / Kol");

- [TpuHaTve pelieHns MOXET MPOUCXOOUTb B YCIOBUSX: ONPedeNeHHOCTM (TD ="+ )

HeonpeaenenHocTy (T, ="+") u B ycnosusx pucka (T, ="+");
- 3apaya fBNSETCA NMOXO CTPYKTYpUpoBaHHoh (S ="-",US ="+");
- Heobxoammo yunTbiBaTh COCTOSIHWE BHELLHEN Cpesbl (E ="+ ") :
- B oaton 3agaye puck He ponyctum nMbO AOMYCTUM B HE3HAYUTENbHOW CTerneHu

(F="-"), Bedb Ana cuntesa C[] BaxHbIM nOKasaTenem SHBMAETCA KayecTBo

npefocTaeneHns Bcero cnektpa MKY nomnb3oBatento, NOSTOMY NpK NPOEKTMPOBaHUN
TOMOMOTMYECKOM CXeMbl CETU HEOOXOAMMO YYNUTLIBATL STOT MoKasaTenb U 0becrneynTb
€ro BbINOMHEHME;

- MeTog MOXeT MCMonb30BaThCS HEOAHOKPATHO U XapaKTEPUCTUKU anbTepHATUB HE

OOIMKHbI U3MEHATLCA (R ="+ ") :

- BapuaHToB cxembl npoknagku J1[I AOCTATOMHO MHOTO, HO OrpaHUYEHWMeM Mo
KOMM4eCTBY BXOAALLMX NapameTpoB (r="H/O") ans MeTofa NpUHATUS peLUeHVs B

[laHHOI 3afjaye MOXHO NpeHebpeyb, MOCKOMbKY BXOASLUME anbTepHaTUBbI MOXHO
pa3buTb Ha HECKONbKO Tpynn W TakuM 0BPa3oM yMEHbLINTb KOMMYECTBO BXOASILUMX
napameTpoB;

- Tpn npumeHeHWM MeTofa MOrYT Y4UTBIBATHCA UMW HE YuUTBIBATLCS OTOPOLLEHHbIE
anbTepHaTiBbl (DA ="+/-");

- MeToa mMoxeT 6bITb Kak KONM4ECTBEHHOTO, TaK 1 rpacuyeckoro Tuna (T, ="Kol / G).

Obuee npaBuno Bbibopa AN Nepsoil 3agayn UMeeT Bua;

P, ={Kach I Kol;+;+;+;—++—+H / O;+/ - Kol | G} (4)
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OTOMY MpaBusly MOMHOCTbIO YAOBMETBOPSIOT TPU METOAA: aHanusa vepapxui, AUHaMU4ecKoro
NPOrpaMMM1POBaHNS U AEPeBa PELLEeHWA. ITO 3HAYMT, YTO Ang ONTUMMU3auWK npouecca cuHtesa C[
MOXHO MCMonb30BaTh Ntobomn 13 atux Tpex metogos TP,

Bbi6op metogoB TIP ana 3agayum BbIOOpa TEXHONOrMK TPAHCMOPTUPOBKU MH(OPMaLMKM NO

JINHMAM goctyna

XapaKTepucTukv npasuna Bolibopa Ans 3Ton 3agaun:

- 3HaueHue nokasaTens MPUEMIEMOCTM He [OMKHO OrpaHNuMBaTh  KOMNYECTBO
BXOAAWMX NapameTpos, T.K. BbIGOp TEXHOMOMMM OBbIYHO OCYLIECTBNAETCH U3
6onbLuoro konuyecTaa anbTepHatie (r ="H");

- Bxopswwe napameTpbl AOMKHbI 6bITb KONMMYECTBERHOTO TUNa (T, ="Kol");

- Bbibop MoXeT ocywlecTBnsATECA B yCrioBusx onpedeneHHoctn (T, ="+") n
HeonpeaenenHocTn (T, ="+"), NPUHATME peLUeHNs B YCMOBUSAX pUCKa B AAHHOM

cnyyae He gonyckaetcs (T, ="-");
- 3apaya fBNSETCA NMOXO CTPYKTYpUpoBaHHoi (S ="-",US ="+");

- Puck ans pesynbTatoB paboTbl MeTOA HE AOMYCKAETCS UMK, ECNIN U [ONYCKaEeTCs, TO
He3HaunTenbHbIl (F ="-");

- Heobxoammo yunTbiBaTh COCTOSIHWE BHELLHEN Cepespbl (E ="+ ) :

- MGTOJJ, MOXET NCNOJb30BaTbCA NO HECKOJIbKO pa3 AN OJJ,HOVI 1 TON Xe allbTEPHATUBbI
(R — ||+ ") ,

- Pe3yanaT MOXET 3aBUCETb WNW HE 3aBUCETb OT 0T6p0LUGHHbIX anbTepHaTnB
(DA="+/-");

- Meton MoxeT ObiTb Kak KONMYECTBEHHOrO, Tak M  rpaduyeckoro Tuna
(T, ="Kol I G").

Bce nokasatenu npuemneMocTyt ynopsifodeHbl Mo BaXHOCTW B TOM MOPSAKE, B KOTOPOM OHK Bbini
oxapakTepu3oBaHbl. B pesynbTate obujee npaBuno s 3agayn Bblbopa TEXHOMOTMM nepenayu
NHchOpMaLMN UMEET BUA;

P, ={H;Kol;+;+——+—=++~-/+Kol | G} ©)
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I'IyTeM CpaBHEHUA anbTepHaTB Bbl6paHbI ABa MeToAda, yaoBneTsopAroLmne C(*)OpMMpOBaHHOIZ Lenu:

nocnefoBaTeNbLHOM0 BBOAA OrPaHNYEHN U MaeanbHON TOYKM.

Onpepenenue metopos TINP gns 3agaun Bbibopa TNa o6opyaoBanus, peanusyiouwero Y[

[ins aTOM 3a4a4n NpaBuo BbiGopa COCTaBNNAETCS TakuM xe 06pa3oMm, kak 1 Ans Npeablaywyx 3agay, u

NMEET CrieayioLLne XapaKTepUCTUKK:

Bxopsiyve napameTpbl AOMKHbI BbiTb KonnyecTerHoro tvna (7, ="Kol");

Bbibop MOXeT OCyWecTBnATLCA W B YCMOBUSX OMPeeNeHHOCTH (TD="+ ") n B

ycrnoBusix  HeonpegeneHHoctn (T, ="+") , ycnoBuss pucka He [JOMycKaloTCA
(TR:"_");

3apava ABNAETCS XOPOLLO CTPYKTYpMpOBaHHOM (S ="+",US ="-");
Puck ans pesynbTata CpaBHeHMs anbTepHaTuB He gonyckaetes (F ="-");
CocTosiH1e BHeLLHeil Cpefbl MOXET He yuuTbiBaThes (E ="-");

OrpaHVI‘-IeHVIFl Ha KOIMM4YEeCTBO BXOAALMUX NapameTpoB MOXET, KaK HaKnadblBaTbCA, TakK
W He HaKnaablBaTbCA, BE€Ab aNbTEpHATUB Cpeau 060pyﬂ,OBaHVIﬂ HE OY€Hb MHOro
(r="H10");

Pe3yanaT MOXeT 3aBuCeTb WKW He 3aBUCETb OT OT6pOLIJeHHbIX anbTepHaTnB
(DA="+/-");

MapameTp peanu3aLi pelleHnsi BECKOHEYHOe YMCNO pa3 He BNWUSIET Ha pesynbTar
pewenns (R="+/-");

MGTO,EI| MOXeT OblTb  Kak KONMMYEeCTBEHHOIo, TaK W Ka4YeCTBEHHOro Tuna
(T, ="Kol / G").

Wcxops 13 atoro, npaesusio ond 9TOi 3aa4n UMeeT Bua;

P, ={Kol;+,+—+———H /0, +,—/ +;Kol | G} (6)
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TpeboBaHuam 3agaun Bbibopa TMna obopynoBaHus, peanuaytowero Y yooBneTBopsieT TOMbKO OAWH
metog TTP — meTog Bbibopa no KONUYeCTBY AOMUHUPYIOLLMX KPUTEPUEB.

AHanu3 meTtoga uaeanbHON TOYKU AN NPMMEHEHUA B npoLiecce BbIOOpa TEXHONOrUM nepeaayu
nHpopmaLmm

AHanus npumeHeHnst ogHoro 13 BbibpaHHbix Metogos TTP B npouecce cuHTesa CL, a MEHHO MeToAa
noeanbHOW TOYKM ONS 3adayn Bblbopa TexHonoruu nepegavdn wHgopmauun no J1I, BbINOMHEH Ha
cnegyrowem npumepe. Cosgaérca CI B nocenke ropogckoro Tuna nnowaaeto 10 km* ¢ paguansHou
MOZESbI0 CTPYKTYPbl HAaCeNEHHOro MyHKTa U uyucneHHocTblo Hacenenus 3000 yenosek. B nocernke
pacnonoXeHo 03epo, NpeacTasnstolee cobon ,NpensaTcTBiUe”, KOTOPoe HEOBXOANMO yunUTbIBATL MPW
cuHTese C. CuHTesupyemasi ceTb gomkHa obcnyxmeate 100% Ttepputopun nocenka. [ns Boibopa
TexHonorun onpegeneH cnektp WKY, npegoctaensiembix nonb3osatensm. Mons3osatenn CL pas3butsl
Ha NATb rpynM, Npyu 3TOM K OAHOM rpynne OTHECEHbI BCE MOMnb3oBaTenu, Tpebytowme, OQuH U TOT xe
nepeveHb MKY. [Ing kaxaon n3 copmMmpoBaHHbIX rpynn onpegeneHo mecrononoxexve Y.

Bbibop TexHonoruit nepegaym nHchopmauyn no J1I BbINOMHEH ANS TaKUX anbTEPHATUBHBIX TEXHOMOMMA
poctyna: VDSL; ADSL; HDSL; Ethernet (10BASE-T); Fast Ethernet (Ethernet 100BASE-T); Gigabit
Ethernet (Ethernet 1000BASE-T); GPON (PON); SONET/SDH; WiMax; WCDMA; DECT. 3tu
anbTepHaTVBbl  OXapaKTepu3oBaHbl  CriedylowyMy  napameTpamu,  Onpegensiowmmn  BbiGop
nokasatenei NpUeMneMocT:

- CkopocTb Nepeaaym faHHbIX;

- [AnnHa nuHum goctyna nubo obnactb 0benyknBaHUs Npu NpUMeHeHU 6eCnpOBOAHBIX
TEXHOMOrnit;

- Tvn nuHuu;

- YdyeT nomex (HaknagplBaeT N NOMEXa OrpaHWYeHWe Ha OpraHu3auuio ceTw,
peanu3oBaHHON Ha paccMaTpUBaEMON TEXHOMOrNK);

- OCobEHHOCTH MPUMEHEHMS TEXHOMOMW AJ11 TPAHCMOPTHOTO M NMOKANBHOTO CErMEHTOB
poctyna: (CT[ n CI[, cooTBETCTBEHHO);

- OTtHocuTenbHas CTOMMOCTb peanun3aunn TeXHonorum goctyna.
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XapaKTepMCTI/IKa allbTEPHATUB COrMacHO MepeYvHio nokasaTenen npneMnemocT, OCHOBaHHasA Ha

aHanuae uctoyHukos [[labopatopusi; Winncom; Sysadm; Cesasb komnnekT; Wo6epr; Broadband; Cdma;
NMCTMBC], npuseaeHa B Tabn.1.

Tabnuua 1. XapaktepucTuky TexHonorin nepegayv MHhopmauum

XapakTepucTuku
TexHonorus
[nuHa nuHum Tun AMHUK
CKopoCTb Nepeaaym gaHHbIX OcobeHHocTi | YueT nomex | CToumocTb
nepegauu nepegauu
1 2 3 4 5 6 7
BOCX0AALLMI noTok— 13M6/c
VDSL HucxogsLwwmin notok — 1,6M6/c 110 1,5km
Me[HbIN kabenb cng orpaHuyeHa | HeBblCcOKast
(acumeTpuyHas) BOCXOAALLMIA noTok — 52M6/c
HUCXOLALWMIA NoToK. — 2,3M6/c 10 300m
BOCXOAALLMI NOTOK — 8M6/c
ADSL Jo 100m MefHbI kabenb cna orpaHuyeHa HU3Kas
HUCxogALWwi noTok — 1M6/c
HDSL no 2,3M6/c 6,5km MefHbIN kabenb cng OrpaHuyeHa | HeBblCOKas
Ethernet 10BASE-T 10M6/c 100m BUTas napa cnn OrpaHuyeHa | cpeaHss
Ethernet 100BASE-T 100M6/c 100m BUTas napa cnn orpaHudeHa | cpegHss
Ethernet
1000M6/c (1T6/c) 100m BMTas napa cng OrpaHuyeHa | cpeaHss
1000BASE-T
GPON (PON) 1200M6/c (1,26/c) 20Kkm ONTOBOIIOKHO cTa OrpaHNyeHa | BbICOKas
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155M6/c — 2,5I6/c (B
SDH (SONET) 20km ONTOBOIIOKHO cTa OrpaHNyeHa | BbICOKast
3aBMCUMOCTU OT Mepapxm)
He
WiMax [0 75M6/c 6-10Kkm pagumokaHan cng cpepHss
orpaHuyeHa
He
WCDMA (CDMA) po 2M6/c 4,5¢m paguokaHan cna cpeaHss
orpaHuJeHa
He
DECT (WLL) Jo 2Mo6/c 10 10km pagvmokaHan cng cpepHss
orpaHuyeHa
MeTtoq wgeanbHOM TOYKM MpedycMaTpMBaeT HanuyMe WaeanbHbIX 3HAYeHWd  nokasaTenen
NPMEMMNEMOCTH, KOTOPbIE 4N paccMaTpUBaEMoit 3afaun npuBeaeHs! B Tabn. 2.
Tabnuua 2. XapakTepucTuKM CUHTE3NPYEMOI CETU JOCTYNa
XapaKkrepucTuku
CkopocTb nepepayn [JnvHa nuHumn Tun nuHUK Yuer
OcobeHHocTH CroumocTb
AaHHbIX nepegauv nepegayv nomex
Mpynna 1 8,6Mb/c 93m BUTas napa cnn 03epo MVH.
Mpynna 2 583k6/c 9km pagumokaHarn cna 03epo MUH.
Mpynna 3 5,2Mb/c 111m BUTas napa cna 03epo MUH.
Mpynna 4 4,3M6/c 100m MefHbIi kabenb cng HeT MUH.
Mpynna 5 8,6Mb/c 69m BUTas napa cng HeT MVH.
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YO1-yno1 267Molc 450m ONTOBOMOKHO CTh HeT MUH.
YO1-YNo2 165M6/c 320m OMNTOBOJIOKHO CTQ HeT MUH.
ya1-Yno3 7476lc 600m ONTOBONOKHO CcTa 03epo MUH.
Y02 -yno1 169,7M6/c 550m ONTOBOMOKHO CTh HeT MUH.
Y2 -YMo2 68,9M6/c 350m OMNTOBOJIOKHO CTq HeT MUH.
Y2 -yno3 67,2M6/c 650m ONTOBONOKHO (o371 03epo MUH.
YO3-yno1 453,3M6/c 600m ONTOBOMOKHO CTh HeT MUH.
Y03 -YMNo2 2l6lc 700m OMNTOBOJIOKHO CTQ HeT MUH.
Y4 -yno1 53,8M6/c 300m OMTOBOJIOKHO cTh HeT MVH.
Y04 -yno2 32Mé6/c 350m ONTOBOMOKHO CTh HeT MUH.
Y04 -YMno3 1,1r6/c 500m OMNTOBOJIOKHO CTQ HeT MUH.
Y5 -yno1 209,1M6/c 800m OMTOBOJIOKHO cTqh HeT MVH.
YO5-Yno2 93,7M6/c 1100m ONTOBOMOKHO CTh 03epo MUH.
Y5 -YMNo3 8,8I'6/c 200m OMNTOBOJIOKHO CTQ HeT MUH.

Mocne onpepeneHus napametpoB C[, KOTOpble AOMKHbI COOTBETCTBOBATb MOCTABIIEHHOW LieNn, B
pesynbTaTe WCMOMb30BaHWS BblIBPaHHOW anbTepHaTVBbLI  BbLIMOMHEHO CPaBHEHWE NapameTpoB
anbTepHaTVB Ha COOTBETCTBME MapameTpam ,uaeanbHon” TOUKM (,uaeanbHbIM’ napameTpam), ans
9TOr0 OnpefernsemM paccTosHue Mexay napameTpamu uoearnbHon” TOYKW U mapameTpamu
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paccmaTtpuBaeMoi TexHororuu. PaccTosHue B METpUYeckoM MPOCTPaAHCTBE OMNpeaenserTcs no
topmyne [BonowwwH, 2006]:

S

p.(va)=( Sl -al || )

AL

rae p, - paccTosiHNe B METPUYECKOM NMPOCTPAHCTBE MEXAY ,MaearnbHOW” TOYKOW U anbTepHaTUBOW;
¥, - NapameTpbl anbTepHaTmB.;
a; - NnapameTpbl MaeansbHoN” TOYKY;

S - 3HayYeHne MeTpuKM, BbIBUPaEeTCa B 3aBMCMMOCTW OT MpegMeTHOM obrnacti, B JaHHOM Cryyae
s=1, BeAb XapaKTEpPUCTWKN WUMEIT He TOMbKO YUCIEHHbIE 3HAYEHWS W YYUTLIBAKOTCS BCE
XapaKTepUCTUKA C OQMHAKOBLIM YPOBHEM BaXHOCTM ANS MPUHATWS NPABUIbHOMO PELLEHNS, NO3TOMY
paccTosiHMe [0 ,MOaeanbHOW” TOYKW OMpedenseTcs kak CyMMapHOe HEeCcBA3aHHOe M0 BCEM
KpUTEPUAM.

Takum o6pa3om, ckansipu3oBaHHasi 3ajavya MOXeT ObiTb NpeAcTaBneHa BbipaxeHueM [Bomoww,
2006]:

min Y|y, —a|=max>_y, (8)

ieM ieM

Tak kak KpuTepuUW 3afadqn UMEKT pasHble LKarmbl (€AMHULBI M3MEPEHUS), TO UX HEODXOAMMO CBECTU UX
k 6e3pa3mepHon wkane [0,1, ...] cnegyowmm obpasom:
1. [nuHa cermeHta nuHum goctyna: 1000m = 1km.
2. Twn NnuHUK Nepegaym:
- MepHbit kabenb — 1;
- Buras napa - 2;
- OnToBONOKHO — 3;
- Papuokanan -4.
3. OcobeHHocTM:

- cng-1;
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- CTh-2.
4. TlpenatcTBus:
4.1. [ina anbTepHaTmB.:
- OrpaHunyeHo - 2;
- He orpaHnyeHo - 1;
4.2. [ns npoektupyemon C[:
- QOsepo-1;
- Her-2;

4.3. Ecnn gnsa opranusauuun J10 onsa rpynnbl nonb3oBaTenen HeT NpensaTcTBuiA, TO KO3@uUMeHT
paseH 0.

5. CroumocTb:
- Hwu3kas, muHumanbHas — 1;
- Hesbicoka - 2;
- CpegHsist - 3;
- Bbiwe cpegHen - 3,9;
- Bebicokas - 4.

6. CkopocTb nepegaun aaHHbIx: 1000M6/c = 176/c (Tonbko ana CTL).

3atem onpegensieM paccTosHMe [0 ,MOeanbHOW” TOYKM OTAENbHO ANs  KakOoM 13 rpynn
nonb3oBatenen W OTAenbHO Ana kaxgoro parmenta CTH. [ns onpegenexus onTuManbHOW
anbTepHaTVBbl PeLIeHnss 3aJavn HaxoauMO pacCuMTaTb MUHUMANbHOE PACCTOSHWE K ,MaeanbHOn”
Touke. pn onpeaeneHnn onTMManbLHOrO BapuaHTa PeLIEHUst 3a4a4qn BaxHbIM SBNSieTC TOT hakT, YTo
3Ha4YeHne CKOpPOCTW nepefaun WHGOPMaUWMWM U OMHbI CErMEHTa NIMHWWM [O0CTyna AOMKHbl ObiTh He
MeHbLLe, YeM onpegeneHHoe Ans cuHtesupyemoin CL, HO MoxeT ObiTb Gonblie, NO3TOMY, €Cnu
anbTepHaTVBa YOOBNETBOPSET ,MaeanbHbIM® napameTpam Kaxaom U3 3TUX XapaKTepuCTuK, TO Ans
00enx XxapakTepucTuk KoadhduumeHT paccTosHus npupaBHuBaetcs k 0. CormacHO pacCUMTaHHbIM
XapaktepucTukam cuHtesupyemont CL1 ans nepsow rpynnbl Nofb3oBaTenei, NpusegeHHbIM B Tabs. 2, u
nocre nepexoga K 0e3pasmMepHbiM 3HAYEHMSM XapaKTEPUCTUK OMPeaensieTcs pacctosiHue [0
MOearnbHoW™ TOYKM ANS Kaxaon U3 anbTepHaTUB B COOTBETCTBUM C hopmMynon. [ns nepsom rpynnbl
nonb3oBaTenen:
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VDSL: p, =

2,3-8,6

+0+[1-2+[1-1+]2-1+[2-1=93;

ADSL: p, =[1-86

+0+[1-2+[1-1+2-1[+[1-1=96;

HDSL: p, =

2,3-8,6

+0+[1-2+[1-1+2-1]+]2-1=93;
10BASE-T: p, =0+0+2—-2/ +[1-1|+]2-1[+[3-1|=3;
100BASE-T: p, =0+0+[2—-2/+[1-1+2-1+[3-1/=3;
1000BASE-T: p, =0+0+[2—-2/+[1-1+2-1+[3-1/=3;
GPON: p, =0+0+3—2/+2—1|+[2-1|+[4-1|=6;
SDH: p, =0+0+p3 -2 +[2—-1+[2-1|+[4-1|=6;
WiMax: p, =0+0+[4—2+[1-1|+[1-1+3-1=4

WCDMA: p, =[2-8,

+0+[4=2 +[1-1+[1-1+

35-1 =1L}

DECT: p, =[2-86

+0+[4—2/+[1-1+]1-1+

35-1|=111.

Mocne onpedeneHnss pPacCTOSHUA MEXOY 3HAYEHUAMM XapaKTEPUCTUK MOeanbHOW™ TOYKM K
anbTepHaTVB, OMpedenseTcs MWHWMArbHOE paccTosiHWe [0 ,MaeanbHOW” TOYkW. AnbTepHaTuBa,
NMeroLLas MWHUManbHOe PacCTosHME, BblOMpaeTCa B KavyecTBe Nyylwero BapuaHta. [ns AaHHoW
3ajayM HaMMeHbllee paccTosHue umelT cpady Tpu anbTepHatusbl: 10BASE-T, 100BASE-T,
1000BASE-T. Mccnenosatenb MOXeT BbibpaTb Mtobyo 13 HKX. [ns aT0ro emy Heobxoammo y4ecTb,
YyTO NpU peanu3auun BblBPaHHOM TEXHOMOrMM WX CTOMMOCTb OydeT oTnmyatbCs Mexay Cobon:
Hanbonee feweson byget TexHonorus 10BASE-T, koTopas NOMHOCTLIO YAOBNETBOPSET TpeboBaHUAM
K CWHTe3upyemon cetn. Ecnm xe B Oyayllem nnaHWpyeTcs yBEnuYeHne HeobXoauMONn NpOmnyCKHOM
CnocobHOCTM, TO MOXHO BblbpaTb 0AHY M3 6onee BbICOKOCKOPOCTHbIX TexHonornie 100BASE-T wnw

1000BASE-T, cTOMMOCTb KOTOPbIX OyAET HECKOMBKO BbILLE.

Ha ocHoBaHuM TEX e NPUHUMNOB Mpoucxoant Bbl60p TEXHONOr nepefayn ana BCeX OCTalbHbIX
CEerMeHToB Cﬂ,, B pesynbTate 4ero nony4vaem:
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- [ina nepson, TpeTben 1 NATOW rpynnbl NONb30BATENEN AN OpraHM3auMn nepeaayu
AaHHbIX nonb3oBatenen k Y[ nydwe npumeHuTb TexHomorun cemeictsa Ethernet:
10BASE-T, 100BASE-T, 1000BASE-T;

- [ina ypoBneTBOpeHUst NOTPEGHOCTEN BTOPOM rpynnbl NONb3oBaTeneil nyyilie Boibpatb
TexHonormio  WiMax, nockonbky OHa cnocobHa o6ecrneuntb MOKpbITME  BCE
obcnyxuBaemon Tepputopun ¢ cobnogeHnem TpeboBaHU K kayecTBy nepedauu
AaHHbIX;

- [lo TexHuyeckum ycnoeusM Ha npoekTupoBaHue atom C[ll, ans 4yeTBepToM rpynnbl
nonb3oBatenen nepefava AaHHbIX Ha nokanbHoM cermeHTe J1I gomkHa ObiTh
OpraHnW3oBaHa Ha OCHOBaHMM UCMOMNb30BaHUS CYLLECTBYHOLLEN aBOHEHTCKON CeTU no
MeaHbIM NapHbIM TenemOoHHbIM NUHUAM. [103TOMY OnpeseneHo, YTo ONTUMarbHOM
TEeXHomnorven 4nsa opraHusauuv foctyna nosb3osateneit atoun rpynnbl kK VKY ssnsotes
TexHonorum VDSL u HDSL, xots cormacHo pesynbTaTy MNpUMEHEHWUs MeToaa
naeanbHON TOYKM AN 3ToN Lenu noaxoaat Takke TexHonorn 10BASE-T, 100BASE-T
n 100BASE-T, koTopble He YOOBMETBOPSIOT YCNOBWAM, a WMEHHO obecneumBatoT
nepegayy MHQopMauuy TOMbKO B LMGpoBon opme U MMetT Gonee BbICOKWN
napameTp Bapwauuu 3agepxku. pu BbIGOpE KOHKPETHOW TEXHOMOrMM nepenayu
crnegyeT 3aMeTuTb, YTO MPW peLleHWn 3agaum paccmoTpeHa TexHonorns VDSL
aCMMMETPUYHOrO TUMa, NpuU 3TOM BLIGOP OCHOBAH Ha 6onee HU3KOW CKOPOCTM
BOCXOAALLEro NOTOKa, CKOPOCTb K MOMb30BaTEN0 3HAYMTENbHO Bbilwe. TexHonorus
HDSL sBnseTcs CUMMETPUYHOW, TO eCTb MMeeT OAMHAKOBYH CKOPOCTb B 060MX
HanpaBneHusx;

- [ins opraHu3auuu cermeHTa TPaHCMOPTHOrO JOCTyna Ans BCEX rpynn nonb3oBaTtene,
kpome 4eTBepTon, onpeaeneHa koHuenuust GPON. XoTs, MOXHO Takke MCnonb30BaThb
n TexHonornio SDH, Bedb Npu MX CpaBHEHWM 3a OCHOBY CKOPOCTW nepedayn AaHHbIX
Q1S 3TOW TEXHOMOrMW B3ATa MUHUMAsbHAs CKOPOCTb, KOTOpas MOXET ObiTb yBennyeHa
Ha BbICLUMX YPOBHSIX MEpapXMK CKOPOCTEN nepeaayu.

MpoBeas aHanW3 pesynbTaToB WUCMOMb30BaHWUA METOAA MAeanbHOM TOYKW LienecoobpasHo 3aMeTuThb,
YTO €ro NpPMMEHeHMe ynpoLlaeT npoLecc Bbibopa TEXHOMOMMK Nepeaayn AaHHbIX, UCMOoMb3yeMbIX Ha
NIMHUSX JOCTYNa NPOeKTUpyeMon ceTu. INpu 9TOM HET HeOOXOAMMOCTI aHanNNM3MPOBaTh NOMHOCTBIO BCE
anbTepHaTVBbl, HEOOXOANMO TOMbKO OMPEedenuTb MoKasaTenu NPUEMNEMOCTU W UX 3HAYEHUs ANS
,peanbHon” TeXHONMOrMM 1 Ans Bcex paccmatpuBaemblx. K HegocTaTkam MeToaa, UCXOAs M3 3Toro
npuMepa, MOXHO OTHECTW TO, YTO C €ro NOMOLLbI0 MOXET ObiTb OnpedeneHa He ofHa KOHKpEeTHas
anbTepHaTVBa, @ HECKObKO, YAOBNETBOPSIOLMX NOCTABNEHHON Lienu. Takke cneayeT 3aMeTUTb, YTO B
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npowuecce npuMeHeHna metoa BbI6VIpaeTCFI anbTepHaThBa, KOTOpasd MakKCUManbHO YOOBMETBOPAET

nokasatenu npnuemMnemMocTi, Ho OHU MOTYT ObITb YOOBNETBOPEHbI HE NMONTHOCTLIO.

BbiBOAbI

[pu npoBedeHUM UccnefoBaHWa onpefesnieHbl 3agaqn npouecca cuHtesa Cl, Ana peweHns KoTopbIX
LenecoobpasHo npumeHsTb meToasl TMP. [lpu atom BblOpaHO Tpy 3agayn: onpedeneHvie
TOMOSIOMMYECKON CXEMbI CETH, BbIGOP TEXHOMOrMM TPAHCMOPTUPOBKM MHGOPMALMK MO NIMHUAM JOCTYNa
n BbIbOp TMNa 0GOpPyAOBaHWA, peanuaylowwero yanbl focTyna. [ns kaxgon U3 3agay onpeaeneHsl
metogpbl TMP, KoTopble nyylwe BCEro MOAXOAAT ANA PeLleHUs KOHKPETHbIX 3aday W Y4uTbiBaOT
ocobeHHocTM npouecca cuHTesa C[l. BbibpaHo wectb metogoB TIP: aHanu3a umepapxuid,
AMHAMUYECKOro NpOrpamMMMpOBaHMS 1 [epeBa pelleHuii Ans 3agadn Bblbopa TOMOMOrM4YecKom
cTpykTypbl CL; MeTog nocnefoBaTeslbHOr0 BBOAA OrpaHUYeHNn U MeTo naeanbHON TOYKW ANs 3afayu
Bbibopa TexHonoruu nepegayn AanHbix no JIO 1 meTtod Bbibopa MO KOMMYECTBY AOMUHUPYHOLLMX
KputepueB Ans 3agaym Bbibopa Tvna obopygosaHus, peanuaytowero Y. Ha KOHKpeTHOM npumepe
PacCMOTPEHO MPUMEHEHME MeToda WAeanbHOW TOYKW ANS pelleHust 3adauv Bblbopa TEXHOMOoruu
nepegayn uHMOpMaUMM M ONpeaeneHbl ero npeumyliecTBa M HegocTatku. [MpumeHeHue Beex,
ONpeAeneHHbIX B XOA€ MCCnefoBaHMs, METOAOB MOXeET 0bnerynTtb npouecc cuutesa Cl npu ycnosum
NPaBULHOTO M TOYHOTO onpegenenus xapaktepuctuk C[l, koTopble HeobXoaMMO yuuTbIBaThL Npu ee

CUHTE3E.
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Using Decision Theory Methods to Optimize the Access Networks Synthesis Process

Galina Gaivoronskaya, Maria Hilchyk

Abstract: Using the methods of the theory of decision-making to optimize the synthesis of access

networks. Analyzed the synthesis of access networks and the use of decision theory for optimization.

Choose the optimum method of decision theory, which may be used to facilitate the synthesis of access

networks.
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NPUMEHEHUE CKANAPHbIX KPUTEPUEB BbIBOPA 114 ONMPEAENEHUA
CTPYKTYPbl MHOrO3BEHHOW KOMMYTALIMOHHOM CXEMbI ANA
KOMMYTALIUK ONTUYECKUX CUTHANOB

anBopoHckas I'.C., PbibanoB b.A.

AHHomayus: [pednoxeH nodxod K 8bI60py onmuMarnbHOU KOMMYMayUOHHOU CXeMbI, OCHOBAHHbIU Ha
CKarnapHbIX Kpumepusix eblbopa, U peweHa 3adaya onpedeneHuss CMpyKmypbl MHO2038€HHOU
cucmembl KOMMymayuu, Xapakmepusyrowasics cmpoaol Hebmokupyemocmeto, He mpebyruwel
pemapuwipymu3sayuu npu ucnosb308aHuu 6ol npouedypbl ycmaHosneHust coeOuHeHUSs. TonyyeHHble
pe3ynbmambi Mo2ym 6bimb NPUMEHEHbI NPU  NPOEKMUPOBAHUU NPOCMPaHCMEEHHbIX CucCmeM
KOMMymayuu Onmu4yeckKux cugHasos, N0380AWUX NOBbICUMB 3¢heheKMUBHOCMb (OYHKUUOHUPOBaHUS
ONMUYECKUX MENEKOMMYHUKAUUOHHbIX cemell 3a cyem noebiweHus bbicmpodelicmausi npoyeccos
KOMMymauyuu 8 3mux cemsix.

Knroyeenle cnosa: KOMMymauusa onmu4eckux clueHasiog, cucmema KoMMymauuu onmu4yeckux

CU2Har08, KOMMymayuUoHHast CXema, CKassipHble Kpumepuu ebibopa.

Knwoyeenble cnoea knaccugpukayuu ACM: B.6 LOGIC DESIGN - B.6.3 Design Aids, B.4
INPUT/OUTPUT AND DATA COMMUNICATIONS - B.4.3 Interconnections (subsystems).

Conference topic: Informational Modelling.

BBepaeHue

Cospanve ceten cnegytowero nokonenus — Next Generation Network (NGN) — siBnsietca Hanbonee
aKkTyanbHOM 3afayel Ha COBPEMEHHOM dTane pasBuTUS TenekoMmyHukauui. KoHuenums NGN
npeaycmMaTpyBaeT NpefoCTaBEHNE HEOrPaHMYEHHOTO KONMYecTBa MH(OKOMMYHUKALMOHHBIX YCRyT,
yto 0bycnaenueaeT pocT TpeboBaHUI K NPOMYCKHOM CNOCOBHOCTM 3ToM ceTn. OgHUM M3 BO3MOXHbIX
cnocoboB, MO3BOMAKLIMX PEWNTb 3adady CyLLEeCTBEHHOrO MOBbILIEHUS MPOMYCKHOW CMOCOBHOCTM
TenekoMMyHUKaLmoHHbIX ceTen (TC), aBnseTcs cosgaHne nonHOCTbI0 onTuyeckux ceteit — All-Optical
Networks (AON), no3BonsioLWMX MOBbICUTb NPOMYCKHYHO CNOCOBHOCTb CETU A0 HECKOMbKMX MBuT/C 3a
CYET NPUMEHEHMS MOMHOCTBLIO ONTUYECKUX TEXHOMOrMI 06paboTKM MHEPOPMALIMOHHOIO CUrHana.

OcHoBHOW 3apadyeit, TpebytoLien peleHns Npu CO3AaHUU MOMHOCTLIO OMTUYECKUX CEeTen, SBNSeTCS
3afjava peanu3aunn KOMMYTaUMM ONMTUYECKUX CUrHAMoB. AHammM3 COCTOsSHMS BOMpoca B obnacTu
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cosgaHus ontuyeckux ceten [Katok B. b., 2006; MeaHos A.B., 1999; Katok B.b., 1999; LWapsapko B.I".,
2006; Ybangynnaes P.P., 2001] nokasan, YTo Ha AaHHbIi MOMEHT MPUHLMMbLI (PYHKLMOHUPOBAHMS
BOMTOKOHHO-ONTUYECKMX CUCTEM Mepefayu, M3yvyeHbl JOCTaTOYHO XOpoLwo. B TO e Bpemsi BOMPOCHI
peanu3aumu cuctem kommytauum ontudeckux curdanos (CKOC) paccMOTpeHbl MOBEPXHOCTHO U
TpebytoT npoBefeHns fanbHenWwux uccrnefoBaHni. B HacTosiee Bpems CyLecTBYHOT Nnuwb obime
KOHLenTyarnbHble noaxoas! k noctpoeHnto CKOC, Tpebytowme pas3suTiis 1 TLWATENBHOTO aHann3a.

CyulectBylolwme MeTodbl KOMMyTauuu onTudeckux curHanos [FansBopoHckas [.C. (1), 2011]
npegycmaTpusalT HeobXOAMMOCTb NpeABapuUTENbHOTO NpeobpasoBaHUs OMTUYECKOTO W3MyYeHus,
Hecywlero uHcopmaumio, B anektpuyeckyro dopmy (O/E), KOMMYTaUMO 3MEKTPUYECKOTO CUrHana w
obpaTHoe anekTpoonTuyeckoe npeobpasoBaHne (E/O) ¢ nocreaytowmm yCUNEHMEM MOLLHOCTY
ONTUYECKOTO M3nyyeHunsi. Ha pucyHke 1 npegctaBneHa 0606LeHHas CTPYKTYpHas CXema CUCTEMb
kommyTauun O/E/O.

3
] 7] E
E
—] 3 |l 2 ! 7T i
E*. Dﬁ.

PucyHok 1 — CtpykTypHas cxema cuctembl kommyTauum O/E/O:
1 — cnyxebHas nHopmaums, 2 — nonesHas nHopmawus,
3 — Bnok onToanekTpuyeckoro NpeobpasoBaHus,
4 - anekTpoHHas bydepHas namsTb, 5 — ANEKTPOHHOE KOMMYTALMOHHOE More,

6 — 9NeKTPOHHBIN 610K yNpaBneHus koMMyTaumen, 7 — 6ok anekTpoonTUYeckoro npeobpasoBaHus



378 International Journal "Information Models and Analyses" Volume 4, Number 4, 2015

Tako nogxod K KOMMyTaUMM ONTUYECKUX CUTHANOB HaKnadblBaeT OrpaHWYeHUs Ha NpOMyCKHYH
cnocobHocTb  cuctembl  kommytauuu  (CK) u  ee emkoctb. OcyllecTBneHWe  ABYKPaTHOrO
npeobpa3oBaHns MHOPMALMOHHOTO CUrHana, BO-NEPBbIX, CYLIECTBEHHO OrpaHW4MBaeT MPOMYCKHYIO
cnocobHoctb CK (o 2,5 6/c), a, BO-BTOPbIX, XapakTepu3yeTcs Ype3MEePHbIM SHEPronoTpebneHnem,
YTO MOBbIWAET CTOMMOCTb JKCryaTauwum CUCTeMbl KOMMyTauwu. bonee Toro, MOBbIWEHHOE
9HepronoTpebneHne 1 Hannime NepekpecTHbIX MOMeX MPUBOAWT K OrPaHUYEHUI0 eMKOCTW NoJoBHbIX
CK, koTopas He npesbliwwaeT 32x32. [[anBopoHckas I'.C. (2), 2011; Mansopoxckas I.C. (3), 2011].

CnepoBatenbHo, anekTpoHHo-onTuyeckne CK  craHosaTcs  y3kum  MectoMm TC  u - sBRsOTCS
COEPXMBAIOLLMM (haKTOPOM MpK HapaLBaHWW €€ NpOMyCKHOWM cnocobHOCTU. [Insi yCTpaHeHus 3Toro
HepocTaTka Heobxoamma pa3paboTka MOAENM CUCTEMbI KOMMYTaLMK ONTUYECKUX CUTHANOB, HE TOMbKO
KOMMYTMPYIOLLEN CUrHanbl B ONTUYECKOM hopMme, HO U obecneyusatolleit ynpaBieHne npoLeccoMm
KOMMyTauuu C NOMOLLbK ONTUYECKOrO M3nyveHus. [log ONTUYECKUM YrpaBfieHWeM MpOLECCOM
KOMMYyTaLuW MOHUMAETC YnpaBrieHMe NepeHOCOM WHGOopMaLuu Mexay ONTUYECKUMU KaHanamm,
peanu3yeMoe WCKIIYNTENbHO € MCMOMb30BAHUEM  OMTUYECKUX TEXHOMOMMA 1 MO3BONSOLLEE

COBEPLUMTL Nepexos k NeHTabuTHbIM CKOPOCTSM nepefayn uHgopmaumm B TC.

2 4 0

: S
]
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PucyHok 2 — ApxutekTypa NONHOCTbHO OMTUYECKONA CUCTEMbBI KOMMYTaLM:
1 — cnyxebHas nHopmaums,
2 — nonesHas uHgopmauus,
3 — onTuyeckuin bydep,
4 — onTYeckoe KOMMYTALMOHHOE Norne,

5 — 6ROk ONTUYECKOrO YrpaBeHnsi KOMMyTaLmeN
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Ha pUCyHKE 2 npueeneHa apxmTekTypa nosIHoCTb ONTMYECKOW CUCTEMDI KOMMyTauni.

B aToi1 cucteme MHPOPMALIMOHHBIN ONTUYECKUI CUTHAM, NEPEHOCALLMIA HEKOTOPbIN 610K MHGOpMaLmK
(BW), opgHoBpemeHHO 3anomuHaeTcs B ontudeckom Oycepe (Obd) m moctynaet Ha Bxog 6noka
onTuyeckoro ynpasneHus (BOY), koTopbli BbINONHAET aHanus bW, BbigenseT agpecHyo uHhopmaumio
1 nocne ee 0bpaboTkK reHepPUpyeT ONTUYECKWA CUrHAN YNPaBIEHUS TOYKOA KOMMYTaLMK ONTUYECKOrO
kommyTaumonHoro nons (OKIM). 3atem onTuueckwit curHan wm3snekaetcs n3 Obdg w, cnegys no
KOMMYTaLMOHHOMY NyTyW, nocTynaet Ha Bbixog CK. Mocne ycuneHns MOWHOCTY curHan nepeaaeTcs no

ONTMYECKOMY BOSHOBOZY K CTIEAyHOLLEMY Y3y KOMMYTaLMU.

HecmoTpst Ha npeumyLiecTBa MOMHOOMTUYECKOrO MOAX0f4a K MOCTPOEHMIO CUCTEM KOMMYyTaLuW, ero
NpMMeHeHWe BbI3bIBaeT psn CroxHocTen. B nepeyt oyepedb, 3710 kacaetcs peanusauuv BOY,
NCMOMb3YIOLLEro ONMTUYECKME MPOLECCOPbl, MPUMEHSIEMblE B BOEHHOW MPOMBILLMIEHHOCTU U SAEPHON
9HEpreTUKe, CTOMMOCTb KOTOPbIX B AECATKM pa3 MpeBbIAeT CTOMMOCTb MX SMEKTPOHHLIX aHaroroB
[PKysukun ., 2003].

Ewe ogHum npenatcteuem ang noctpoeHuss CKOC aBnsieTcs CNOXHOCTb CO3AaHUst ONTUYECKOro
Bydepa ¢ npoussonbHbIM goctynom (Optical RAM). CylwecTBytoWMe HA CETOAHSLIHWA OEHb NIMHMK
onTuyeckon 3agepxkn — Fiber Delay Line (FDL) — cnocobHbl HakannueaTtb ONTUYECKWUA CUrHaN NuLb
OFPaHWNYEHHbIN NPOMEXYTOK BPEMEHW, 4TO 00yCnaBnMBaeTCs Ype3Bbl4alHO ObICTPbIM 3aTyXaHWeMm
ONTWUYECKOTO W3MYYeHUs B MUHUATIOPHBLIX NETNAX 3adepxkn.. B cBA3M C 3TUM akTyanbHOM 3agayei
ABNSAETCS co3aaHne rmbpuaHoi Mogenu CUCTEMbI KOMMYTaLMN ONTUYECKUX CUTHANIOB Ha NepexoaHbIi
nepuog, Kotopas, peanuays KOHLENUMo «kommyTaumun Ha nety» (“‘cut through”) [Epwosa 3.B., 2009]
6e3 bydepunsaLym, NO3BONNT NOBLICUTL 3PEKTUBHOCTL DYHKLMOHUPOBAHMS ONTUYECKUX CETEN. Takas
mogens CKOC pomkHa ObiTb NMLLEHA 3MeKTPOONTMYECKOro npeobpasoBaHns WMHEOPMALMOHHOTO
CUrHana, a ynpaBneHWe KOMMYyTauuen MOXET ObiTb peann3oBaHO 3MeKTPOHHbIM cnocobom. 3T
NO3BONUT peLnTb Npobnemy BonbLIOro aHepronoTpebneHnst n crnoxHoctn noctpoexns CK Gonbluoin
EMKOCTW NyTeM NMPUMEHEHMS TEXHOMOMMI MUKPO3NEKTpoMexaHnyecknx cuctem (MEMS) [ranBopoHckas
r.C., 2010], ucnonb3ys ans ynpaenennss OKI AoCTynHble MO LEHE BbICOKONPOM3BOAMUTENbHbIE
9NEKTPOHHbIe npoLeccopbl. [pu 3TOM OAHOM M3 akTyanbHbIX 3agad npu npoektuposaHun CKOC
emkocTblo 6onee 1024 nopToB ABNSETCA ONPeAeneHne CTpyKTypbl kommyTauuoHHon cxembl (KC). Ota
cTaThsl NOCBALLEHA peLleHuto 3agaym Boibopa KC ana noctpoeHus keagpaTHbiX MHOro3BeHHbIX CKOC.
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OcHoBHas 4YacTb

[Mp NOCTPOEHUM NPOCTPAHCTBEHHLIX CUCTEM KOMMYTALMU ONMTUYECKUX CUTHAmOB (PYHKLMOHAMBbHYIO
npurogHoctb U agpekTneHocTb CKOC oueHMBaOT ¢ NOMOLLBK criefyrowmx nokasatenen [Cnenos
H.H., 2000; Cnenos H.H., 1999:

— XapakTepucTUKn BrIOKMPOBKY;
— Tpebyemoe konmyecTBo 6a30BbIx anemMeHToB (BJ);
— OHOPOAHOCTb KOMMYTaLWK;

— NnepeceKkaemMoCTb CBA3YOLLMX BOTHOBOAOB.

Moa XapakTepucTtukamm 6ﬂ0KMpOBKI/I CK noHnmarT BO3MOXHOCTb YCTaHOBINIEHNA COEANHEHNA MeXOy

nobon napoit cBoboaHbIX nopToB Ha Bxoae W Bbixoge CK ( X 4y, Yas.x ). B 3aBucumoctn ot atoi

XapaKTEPUCTUKM BbIAENAT Hebrnokvpyowme 1 6MNoKMpyloWwmMe KOMMYTaUWOHHbIe CXeMbl [/BaHOBa
O.H., 1978]. Hebnokupyemoctb KC sBnsieTcs kmoyeBbiM TpeboBaHUEM K CUCTEMaM NPOCTPAHCTBEHHO
KOMMyTaUuU ONTUYECKUX CUrHanoB. MMpyu 3TOM HeBnOKMpYOLWME KOMMYTALMOHHBIE CXEMbl, B CBOK
ovepeqb, AenaTcs Ha:

— HEBNOKMPYIOLLME B CTPOrOM CMbICTIE;
— HeBMOoKVpYHOLLME B LUMPOKOM CMbICHE;

— HebnoKMpytoLLMe NepecTpamBaeMble.

Hebrnokupytowwme B ctporom cmbicne KC - 3T0 Takod TWN CXeMm, KOTopblid He Tpebyert
pemMapLUpyTU3aLmn Kakoro-nbo COedMHEHNS MpU 1Cnonb3oBaHuy Noboi npoueaypbl YCTaHOBMEHUS
COeANHEHus.

HeGrokupyrowme B wmpokom cMmbicrie KC  xapaKkTepuaylTcsl OTCYTCTBUMEM HEOOXOAMMOCTH
PEMapLUPYTU3aLMM  yXKe CYLIeCTBYIOLMX COEOMHEHUA TOMbKO MpU  YCMOBAW  UCMONb30BaHUS
onpeaeneHHoi npoLeaypbl YCTAaHOBMEHMS CBS3M.

meHHo nepsble ABa Tuna Hebnokupytowmx KC Ha cerogHsIlHUA AeHb MOryT ObiTb 9Q(heKTUBHO
ncnonb3oBaHbl Ans noctpoeHnss CKOC. 370 BbI3BaHO TEM, YTO HEGMOKMPYHOLWME NEPECTPaMBaEMbIe
KC TpebyioT pemapLupyTu3auun CyLLeCTBYIOWMX COEANHEHWUIA, YTO SBASETCS NpobremMaThyHbIM Mo
npuyrHe HeobxoamMocCTH ByepmsaLm ONTUYECKOrO CUrHana.

CTOMMOCTb CMCTEMbI KOMMYyTaLMKN ONpesensieTcs KOnMYeCcTBOM UCMOnb3yeMblx 6a30BbIX 3NEMEHTOB.
Mog 6a3oBbiM anemeHToM (B3) MHoro3seHHoi KC Oygem noHMmaTb KOMMYTALMOHHbIA npubop ¢
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napametpamu 2x2 nnbo 1x2. CneposatenbHo, Ha cTagun npoektupoBaHns KC Heobxogumo
CTPEMUTBLCH K MUHUMM3ALMM KONMWUYECTBA MCMOMb3YeMbIX B3, 4TO MO3BOMUT YMEHbLUINTL CTOMMOCTb
paspabatbiBaeMoro  yctpomcta.  [lepecekaemocTb — CBA3YIOWMX  BOMHOBOZOB  HE0b6Xo4umo
MWHUMM3MPOBaTb NMBO BOBCE MCKMKOYWTL, MOCKOMbKY OHa 06ycraBnvBaeT BO3HWKHOBEHWE MNOTEPb
MOLLHOCTI OMTUYECKOrO M3NYYeHUs W NepexofHble noTepu B pesynbTaTte B3aMMOAENCTBUS CBETOBbIX

NOTOKOB.

Moo opHopogHocTbto CK MoHMMaeTcs paBeHCTBO MUHMMASIbHOTO M MakCUMarbHOTO KONW4ecTBa
6a30BbIX 31IEMEHTOB, KOTOPbIE NPOAAET ONTUYECKUIA CUTHAS, NPEXAEe YeM JOCTUrHET BbIXO4a CUCTEMbI
KOMMyTaUun. YuuTtbiBasi TOT (DaKT, YTO Kaxabl 6a30Bbii OMTUYECKUIA SMEMEHT BHOCUT 3aTyXaHue
curHana, npu npoektupoBaHun CKOC Heobxogumo CTpemuTbCst K TOMYy, 4TOObI, BO-NEPBbIX,
konunyecTBo b3, Yepes KoTopble NPOXOAUT ONTUYECKUI CurHan, Obifio MUHUMANbHBIM, @, BO-BTOPbIX,
MWHUManbHbE W MakCUManbHble MOTEPU CUrHana [OMKHbl ObiTb  TOXOECTBEHHbI. Cpeap
CYLLECTBYIOLMX CXEM KOMOMHMPOBAHMS KOMMYTALMOHHbIX NpuOOPOB, YAOBNETBOPSIOWMX YCIOBUIO
HeBIOKMPYEMOCTI, MOXHO BbIAENUTb Criedylowme: MaTpuyHyo, cxemy beHewa, cxemy LLUnaHke w
cxemy LUnaHke-BeHewa [VBaHoBa O.H.,1978]. OcHOBHble xapaktepuctuku Hebnokupytowmux KC

npvBeaeHbl B Tabnuue 1.

Tabnuua 1 — XapakTepucTukm HeGMOKMPYHOLLMX KOMMYTaLMOHHbIX cxem N x N

MatpuyHas BeHewa LUnaHke- LnaHke
Cxembl BeHewa
[NokasaTenu
Hebnokupyemocts | B wmpokom cmbicre | C C B cTporom cmbicne
NEPECTPONKON | NEPECTPONKOM
N(2log, N -1 N(N -1
Konmnyectso BKO N2 ( 0922 ) ( 5 ) 2N(N -1)
Makcumym notepb 2N -1 2log, N -1 N 2log, N
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N
MuHUMYyM noTepb 1 2log, N -1 5 2log, N
OpHopoaHoCTb
Her [a Hert [a
KOMMyTaLum
lNepecekaemoCTb Het [a Het [a

Myctb 3apgaHo mHoxectBO KC (), cocTosiiee W3 OTAENbHbIX BapWUaHTOB ®; TaK, YTO Kaxablv

OTAEmNbHbIA  BapuaHT @ € Q paccMaTpuBaeTCs kak Todka B MPOCTPaHCTBE —MokasaTeneil
MPUeMNIEMOCTH, 8 MHOXECTBO BO3MOXHbIX BapuaHToB () onpeaensieTcst 06nacTbio UX CYLLECTBOBAHMS:
Q={w},i= LN.

AnbTepHaTBHblE BapuaHTbl B OLHOPOAHOM MHOXecTBe () NpeacTaBnsAKTCS  MMHUMANbHBIMU
KOHEYHbIMI OMMUCAHUAMM, NPEACTaBNSIOWMMU cOBO HAboP XapaKTePUCTHK KOMMYTALMOHHON CXeMbl

P= {pj}, j= 1,J, B BOCTATOYHOI CTENEHM NOMHO OMUCBIBAKOLLNIA KaXbIW M3 BAapUAHTOB OLHOPOAHOMO

MHOXecTBa Q. MHOXeCTBO xapakTepucTuk {p,} Ans kommyTaumoHHbIx cxem Q={@} cocTouT 3

NOAMHOXeCTBa mMokasateneit npuemnemoctu {k,} u noamHoxecta ycnosuit {Y,} . MHoxecTBo

anbTepHaTuB, yA0BNETBOPSIOLMX COBOKYNHOCTM ycnosuii {Y, ], T. e. TpeboBaHMsM NO AOMYCTMMOCTH

C, , aBngeTcs AonycTuMbIM MHOXECTBOM €2, .

YuuTbiBas, YTO KMKYEBLIM YCMOBMEM peanu3auun CUCTEMbl KOMMYTALMM ONTUYECKUX CUrHanos
asnaetcs TpebosaHue Hebrokupyemoctn KC, MHoxectBo €, coctasnswTt cneayowme KC:

matpuuHas W,, berewa W, , LinaHke-bexewa W, u lnanke W, .

3apaya Bbibopa CBOAUTCS K TOMY, YTOObI CPEAM MHOXECTBA AOMYCTUMbIX KOMMYTALMOHHBIX CXeM Q2
BbIGpaTh BapuaHT, 0BNafatoLui NyyLuMU 3HAYEHUSIMI K, C TOYKM 3PEHUSI MPUHSATON KpUTEPUANbHOM

NOCTAHOBKW.

Mpexae Yem copmyn1poBaThb kputepuanbHyio noctaHosky K ={k,,....k,,} Heobxogumo oTobpasnts

xapaktepuctukn KC Ha uncrnoByw Lkany. [Ons oToOpaxeHUst KaYecTBEHHbIX XapaKTepucTuK (Tun
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HebGnoKMpyeMoCTH, OOHOPOAHOCTb KOMMYyTaUMM) WUCMONMb3oBaHa MOpsAKOBas LWkama, a Ans
KONMMYECTBEHHbIX XapakTepucTuK (konmyectBo b3, mMakcuMym W MUHUMYM noTepb) — abconoTHas
LWwkana.

Myctb k, — ato tun Hebrnokmpyemoctn KC, k, — konuyectBo BKD, k, — makcumym noteps, kK, —
MUHUMYM NOTEPb, k, — OJHOPOAHOCTb KOMMYTauuu, k, — MNEepecekaemocTb BONMHOBOAOB. TorAa

KpuTepuanbHas noctaHoBka K OyaeT UMeTb CreayroLwmii BUA:

K ={k, — max,k, — min,k, — min, k, — min, k; — max, k, — max]} (1)

YuutbiBasi TOT pakT, 4tO xapaktepuctukn KC uMeT pasnnuHble guanveckne pasmepHoCTH,
HeobX04MMO  BbIMOMHUTL  HOPMUPOBAHWE MCXOLOHbIX 3HAYeHW. [lpu 3TOM BIMSHWUE  KaX[oro
HOPMMPOBAHHOIO MOKa3aTens Ha pesynbTUPYILLY0 yHKUMO BygeT conocTaBumo, ecnv AuanasoHbl
BO3MOXHbIX M3MEHEHWI KaXZOr0 M3 HUX OKaxyTcs obwmmu. [ns 3Toro ucnonb3oBaHo criedyoliee
BbIpaxeHue (2):

rie k, =mink, ek},
k" =maxk, e{k,}.

C nOMOWbK 3TOr0 BbIPAXEHUS [ANS  KaXOOW XapaKTEepUCTUKU K, MOMyYeHbl XapaKTepUCTMKM

Hebnokupyembix KC nocne HopMupoBaHus.

BaxHbiM aTanom npu peleHny 3agayn Bbibopa SBNSETCA OnpefeneHue WCnonb3yemoro Kputepus
Bblbopa. BekTopHble Kputepun (kputepuu no lMapeto u Cnentepy) no3BonswT OTOPOCUTH NULLb
3aBejOMO XyfLUMe BapuaHTbl 1 BbISIBUTb HEXyALne — achdekTnaHble no Mapeto n Cnentepy. MasHOM
4EepTON BEKTOPHbLIX KPUTEPUEB ABNSAETCA WX OOLEKTMBHOCTb, TaK KaK MokasaTeny Ka4yectBa B TaKuX
KpuTepuax — SBRSKOTCA  HesaBucumbiMM  [FanBopoHcbka [.C.  (4), 2011].  YuutbiBas, uTO
chopmynmpoBaHHas NOCTaHOBKA 3adauu Bbibopa npeaycMaTpuBaeT Hanuume 3aBUCUMbIX NokasaTernen
npuemnemocTn (B 4acTHOCTW, OAHOPOAHOCTb KOMMYTaUMW 3aBMCUT OT YMCNa MUHUMArbHbIX 1

MakCMMarnbHbIX I'IOTepb), TO NPUMEHEHWE  BEKTOPHbIX  KpUTEpuMeB HE  MNpeacTtaBnAaeTcA
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LenecoobpasHbiM. bonee Toro, ogHUM M3 rnaBHbIX TPeGOBaHWI K NPUMEHEHWIO KpUTepueB Mo MapeTo
n Cnentepy SBNSETCS CBOCTBO CPABHAMOCTW BapuaHTOB. BapnaHTbl CpaBHUMbI, ECIN 3HAYEHUS BCEX
rnokasaTtenei kayectBa OQHOrO BapuaHTa MeHblue (Mnn Gonblue) 3HAYeHW nokasaTenen kavectsa
Apyroro BapuaHTa. [lockonbKy npeaBapuTenbHbIN aHamM3 MCXOQHOTO MHOXECTBA  [4ONYCTUMbIX

BapuvaHTOB €2, MOKa3blBaeT MNPUCYTCTBME Manoro 4ucna cCpaBHMMbIX BapuaHT, TO HanpaluneaeTcs

BbIBOL O He3a(PdeKTUBHOCTU WCMONb30BAHWUS BEKTOPHbLIX KPUTEPUEB ANS PEeLIEeHUs MOCTaBIIEHHON
3agaun. OCOBeHHOCTLIO CKansipHbIX KPUTEPUEB SBMSIETCS BO3MOXHOCTb MONYYEHWUS| €AMHCTBEHHOMO
BapuaHTa pelleHWs, O4HAKO BMECTe C TeM CKkansipHble KpuTepuu copepxar 6Gonbluylo [O0M0
CyObeKTUBHOCTY Nnua NpuHuMatoLLero pewwexus (J1M1P).

B cnyyae pewenus 3agaun Boibopa KC yHKUMS BbibOpa 3a4aeTcs Kak HEKOTOpbIA (OyHKUMOHAN —
KOMMNEKCHBIV MoKasaTenb MPUEMIIEMOCT, OTPaxXaroLWmin CyMMapHBbIi Lenesoit addekT. CnegosatenbHo,
ANS peLleHns NOCTaBeHHON 3aaaqn LenecoobpasHbiM SBASETCS MPUMEHEHWE WHTErPanbHOMO KpUTepus

CPaBHEHWs! anbTepHaTVB.

[ns Ha3HayeHMs AKCMEPTHbIX OLEHOK BECOBBIX KO (ULIMEHTOB UCMONb30BaH METOL PaHXMUPOBaHMS,
NOCKONbKY OH MpeaycMaTpuBaeT BO3MOXHOCTb JOCTATOMHO TOYHOW OLEHKM BAXHOCTW Kaxzoro w3
nokasateneit Bblbupaemoro BapuaHTa. CyTb MeToda PaHXMPOBAHWS 3aKM4YaeTcs B OLEHKE
nokasateneil NPUEMNIEMOCTM MO LUKane OTHOCWUTENbHOW BaXHOCTW (Hanpumep, B AnanasoHe oT 1 0o
10). CornacHo aTomy meTtogy, Ans M nokasateneyn BecoBble KOI(DPUUMEHTbI OMpesensioTes no
crnegytoLlen gopmyne:

roe A — OueHKa 3HauMMoCTy (haktopa /.

Mpu aTOM ANst M BECOBbIX KOIPPULUNEHTOB @, JOMKHO BbINONHATLCS BbIpaXeHue:

M=
o
[
J—‘
o
IV
=
[
_D—‘
<

(4)

OueHka nokasaTenenm nNpUEMNEMOCTM NO [OECATUOANNbHOW LUKane OTHOCUTEMNbHOW BaXHOCTU
npveeaeHa B Tabnuue 2.
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Tabnuua 2 — OueHka nokasaTeneit NpreMnemocTy No LLKane OTHOCUTEMNbHON BaXHOCTH

MokasaTenu kayecTsa OTHocUTenbHas oueHKa
Tun HebrokupyemocTh, a, 10

Konnyectso b3, a, 3,51

MuHumyM noteps, a, 1

Makcumym noteps, a, 1,49

OpHopoAHOCTL KOMMYTALMK, a, 2

lNepecekaemocTb, a, 1,8

Mocne pacyeTa BECOBbIX KOSCbeI/ILMeHTOB Ana KaXxgoro rnokasatenda npuemMnemMoct € nomoLlbio

MPYMEHEHMS MHTErpanbHOro KpUTepus Boibopa agaMTUBHOMO THNa pelleHa 3agava Beibopa KC.

M
w=Yak, I=LM (5)

i=1

Ha pucyHke 3 npuBefeHbl pesynbTaTbl pacyeTta MHTerpansHoro kputepus Bolbopa Ans kaxgon KCW., .

10,65

7

B SS Shpanke

@ SS Shpanke-Benesh
® SS Benesh

@ SS Matrix

0,51

L

PucyHok 3 — lNokasaTenu nHTerpansbHoro kputepust Bolibopa ans Hebnokupytowwmx KC
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Ha ocHoBaHWM pelueHus 3agayum Bblbopa, Hambonee npuemnembiM BapuaHToM Ans noctpoenuns CKOC

AABNAETCA allbTEPHATMUBA VV4— KOMMYTaLMOHHAA CXemMa LLInaxke, yaooBsneTeopALLada ycrosuto CTpOFOVI

HebrokupyemocTu.

3aknioyeHue

MpeanoxeHHblin B CTaTbe NOAXOA4 K BbIBOPY KOMMYTAUMOHHOW CXEMbl AN MOCTPOEHWSt CUCTEMbI
KOMMYyTaLWW ONTUYECKUX CUrHaNoOB MO3BOMSET OLHO3HAYHO YTBEPXAATb, YTO PelleHune Takux 3ajad
XapaktepusyeTca Gonblon gonen cybbektusuama JIMP, W 3aBMCUT OT €ro MOATOTOBIIEHHOCTU M
npodheccnoHanuama. PelleHne 3agayn ¢ NPUMEHEHNEM UHTErPanbHOrO KpUTEPUS BbIOOpa NO3BOMNMIO
BbIOpaTb CTPYKTYpYy KOMMyTaUMOHHOM cxembl LlnaHke ans nocTpoeHus KBagpaTHbIX CUCTEM
KOMMYyTaLWW ONTUYECKMX CUrHANOoB 60MbLLON eMKOCTW. HECOMHEHHBLIM JOCTOMHCTBOM KOMMYTALMOHHOM
cxembl LnaHke SBNSETCA XapakTepucTika CTPOroi HeGNOKMPYEMOCTH, O4HAKO ANS ee peanusauum
HeobxoanMmMo GonbLIOE KONMMYECTBO KOMMYTALMOHHBIX NpnbopoB 1x2. [pyrue KOMMYTaLMOHHbIE CXEMBI,
PacCMOTPEHHbIE MPW pelleHn 3apayn Bblbopa, MOryT ObiTb WUCMOMb30BaHbl MPWU  MOCTPOEHUM
MHorokackagHblx CKOC nuwb Torga, korga 6ydeT pelieHa npobriema OMTMYECKOW peanu3auun
NepecTPOrKN CyLLECTBYHOLLNX COEAUHEHWN.
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SCALAR CHOICE CRITERIA'S USAGE FOR DETERMINATION OF THE OPTIMUM SWITCHING
CIRCUIT FOR OPTICAL SIGNALS' SWITCHING SYSTEM

Galina Gayvoronska, Borys Rybalov

Abstract: An approach to the optimum switching scheme’s choice is proposed. It is based on the scalar
choice criteria. Problem of the multistage switching system's structure's determination is solved. Such
system s characterized by strict non-blocking and doesn't require rerouting at the usage of any
connection establishment procedure. Obtained results can be applied at the design of spatial optical
signals' switching systems, allowing improvement of the optical telecommunications networks'
functioning by increasing the performance of switching operations in these networks.

Keywords: optical signals’ switching, optical signals' switching system, switching scheme, scalar choice

criteria.
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AHANU3 UCMNONb30BAHUA NPONYCKHOW CMOCOBHOCTMU KAK MOKA3ATENSA
KAYECTBA OBCITYXUBAHUA NONb3OBATENA
TENEKOMMYHUKALIMOHHOMN CETU

Esrenuit Kywnuperko, ManuHa ManBopoHckas

AHHomauus: [lpoaHanu3uposaHo enusHUe NPONycKHOlU cnocobHocmu Ha  y0oenemeopeHue
mpe6osaHuli nonb3ogameneli paanu4HbIX ycrye ¢ PasHWUMCS munom nepedasaemoll UHGopMaLuU ¢
Uenblo  BKITIYEHUS Nokazamesiss NponyckHol cnocobHocmu 6 psd napamempos  Kayecmea
06CnyxueaHUs NoTb308amerisi 8 MeeKoMMyHUKaUUOHHOU cemu.

Knwoyeeble cnoea: meneKkoMMyHUKayuoHHass cemb, Ka4yecmeo O6Cﬂy)KU68HUFI, nponyckHas
CNocobHOCMb, KOppenayus, nokasamesb kasecmea.

ACM Classification Keywords: C.4 Performance of systems, C.2. Computer-communication networks,
H. Information Systems - H.1 Models and Principles

BBeaeHue

KoHuenumu kadectBa 06CNyxuMBaHWa yaenseTca Oonblioe KOMMYECTBO BHWUMaHUA B cdepe
WH(OPMALMOHHBIX  ceTeir. 10 MHEHMI0 npou3BoguTenen ceTeBoro 0OOpyAOBaHWS, KavyecTBO
obcnyxvBaHns OTBEYAET BO3MOXHOCTW CETW NPefoCTaBNATb rapaHTUPOBAHHbLIE 3HAYEHWUSI CETEBbLIX
napameTpoB NpW NPEAOCTABMEHUN PA3NYHbIX YCNYT W HANMWYMs BbICOKOM Harpy3skn B 6a3oBbix CETSX,
BKNKOYas Te, KOTOPble MOCTPOEHbl HAa TEXHOMOMMW PETPaHCIAUMM KagpoB, aCUHXPOHHOTO pexuma

nepenauu, Ethernet, a Takxe CeTsX, KOTOPblE UCMOMbL3YIOT MapLUPYTU3ALMIO MO NpoToKony IP.

CormacHo onpefeneHnio, KOTOpoe [aHO MeXOyHapoOHbIM CO30M  anekTpocsssn (MC3) B
pekoMmeHgaum  E.800,  kavectBO  0OCMyXMBaHMS ~ —  COBOKYMHOCTb  XapaKTepuCTUK
NH(OKOMMYHWKALIMOHHBIX YCIYr, KOTOpble OMNpedenstoT YpOBeHb YAOBNETBOPEHUS NOTPebHOCTEN
nornb3oBaTens MHOKOMMYHUKaLMoHHbIX yenyr (MKMT). Takke ykasaHo, 4TO KavyeCTBO 0BCMyXMBaHUS
coyeTaeT ahEeKTUBHOCTL CETEBBIX U HECETEBLIX NapameTpoB. K napameTtpam ceTu, Hanpumep, MOXHO
OTHECTU YacToTy OLUMOOK, MPONYCKHYID CNOCOBHOCTb, 3a4epXKy M T. [., K HECETEBbIM NapameTpam —
BpeEMS MpOCTOS, BPeMs BOCCTAHOBMEHWS, [Ouana3oH TapuoB W Bpems pelleHns npobrem
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TEXHWYECKOro xapakTtepa. Cnncok Kputepues kayecTBa 06CnyXnBaHNA ANs NPaKTUYECKOW peanusaLmm
3aBWCUT OT YCYT W UX aKTyanbHOCTM NSt pasHbix TMNoB nonb3osatenen [Cisco, 2009]. Onpeaenexue
kayecTBa O0OCNyXMBaHMS CO CTOPOHbI MPOM3BOAMTENEN CETEBOro0 06OpYdOBaHWS MOXHO AaTb
cnepyowmm obpasom: kayectBo OOCMyKMBaHMA — 3TO HaboOp TEXHOMOrWW, KOTOPblE MNO3BONSIOT
nporpaMMHbIM - MPUMOXEHUEM MPOWU3BOAWTL 3amMpoCbl M MOMy4aTb NPOTHO3MPOBAHHLIE  YPOBHU
obcnyxuBaHus, obecneunBas onpeaeneHHble napameTpbl MPONYCKHOM CMOCOBHOCTY, 3aAEpXKM U ee
Bapuwauum [ITU, 2008].

Mpobremon obecneyeHnss kayectBa OOCMYyXMBaHUS, MeETO4AMV e€e OLEHKW, W OnpeaeneHnem
napameTpoB kayecTBa oBcnyxuBaHus 3aHWMaeTcs uccnegosatenbckas komucens (MK, awrn.: Study
Group, SG) MCQ3 Ne12, HassaHwe koTopon ,[lokasatenu paboTbl, KayectBO OBCNyXWBaHUS W
nonb3oBaTenbCckas oOueHka kayectBa ycnyr’. OCHOBHble Cepuu peKOMeHAauni, KoTopble Oblau
pa3paboTaHbl JaHHOW KOMWUCCUEN M BCTYNWUMWM B CWUNY B KavyecTBe MEXOYHApOAHbIX PEKOMEHAALMH,
BKMIOYAOT AOKyMeHTbl cepuit E (Obwas akcnnyataums cetn, TenedoHHas cnyxba 1 YenoBeveckuit
takTopbl), G (Cuctembl 1 cpeda nepegaum, Lndgposble cuctembl u cetn), P (KayectBo TenedoHHOM
nepegauun, TenedoHHoe obopyaoBaHue, ceTn MECTHbIX NuHUI), M (LlncpoBbie ceTn MHTErpanbHoro
obcnyxwmsanus), Y (TnobanbHas MHOpMaLMOHHas MHPACTPyKTypa, NpobieMbl NPOTOKONa MHTEPHET
(MP) n ceten cnegytowero nokonexns) [ITU]. Opyrumu cnoBamu, MOXHO KOHCTaTUpoBaTb, YTO Ha
npumepe npobnem, kotopble paccMatpusatoTcs MCO, kayecTBo 06CnyMBaHUs, napameTpbl U METOADI
obecneyeHnss M OLEHKM KayecTBa SBNAKOTCA 0053aTenbHON COCTaBNSOWEN MOMHOLEHHOW 6a3bl
CTaHAapTOB ¥ PEKOMEHAALMI NS NOCTPOEHUS TENEKOMMYHUKALIMOHHBIX CETEN.

Pekomengauus E.800 onpenensieT ka4yecTBo 06CNyXMUBaHMS, Kak, COBOKYMHOCTb XapaKTEPUCTUK ycnyr
9NEKTPOCBA3N, KOTOpble YCTaHaBMMBAlOT YPOBEHb YAOBMNETBOPEHWS NOTpebHOCTEN nonb3oBaTens
ycnyr. 310 OnpeAeneHne He packpbliBaeT METOZOB OOBEKTUBHOMO OLEHWMBAHWS, OOHAKO OHO AaeT
BO3MOXHOCTb Ha OCHOBE aHanu3a paboumx XapaKTepucTuK npuUMeHeHuin BbibpaTb OOBLEKTUBHbIE
nokasaTenu kayecTsa 0bCnyxuBaHus.

Bwmecte ¢ pekomeHgauusamu Y.1540, Y.1541, Y.1561, pekomengaumns G.1010 onpefensieT HeKOTopble
KNtoyeBble NapameTpbl KayecTBa O0OCMyXMBaHWA, OAHAKO BblOENseT Te, KOTOpble CambIM
3HauuTeENbHbIM 006pa3oM BIMSKOT Ha nonb3osatens. K TakuMm napameTpam, OTHOCATCS: 3adepxka,
Bapuaums 3agepxku 1 noteps MHgopmMauuu. MNpu aTom pekoMmeHZaumus 4ONyCKaeT, YTO C TOUYKU 3pEHUS
KOHEYHOro Mosb30BaTENS, KOMMYECTBO NapaMeTpoB, KOTOPOE BRMSET HA KAaYeCTBO NPeaoCTaBIIEHHbIX
WK 3HaunTensHo Gonblie. B yacTHocTH, ykasaHo: ,C mOYyku 3peHus nonb3osamesisi, NOHSAMmue
3a0epxku makxe ekimoyaem 6 cebs aekmbl Opyaux cemesbiX napamempos, MakKux Kak
nponyckHasi cnocobHocmb...” [ITU, 2001].
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MocTaHOBKa 3aAaun KOpPEeNALMOHHOrO aHanu3a NPonyCcKHO CNOCOGHOCTH

B cnoxuBwmnica cuTyauum ¢ NOMOLLLIO METOAOB MHOTOMEPHOTO CTATUCTUYECKOrO aHanusa peLleHo
npoaHann3npoBatb, kak NPOMyckHas CNOCOBHOCTL (KOTOpas SBMSETCA TEOPETUYECKUM MakCUMyMOM
3HaYeHU Takux napameTpoB, Kak CKOpPOCTb Mepedayu, Unm CKopocTb JOcTyna K rnobanbHON ceTu)
BNMSIET Ha YAOBNETBOPEHNE NOTPEBHOCTEN NONb30BATENEN TENEKOMMYHUKALMOHHBIX CETEN, @ TaKkkKe, —
Kak nMpomyckHasi CnoCOBHOCTb BNMSIET HA BOCTPEOOBAHHOCTL PasnMyHbIX TUNOB ycnyr. MHOrOMepHbIM
CTaTUCTUYECKUM aHanM3oM SBMSETCA pasden MaTemMaThYeckom CTaTUCTWKW, KOTOpbI aHanuaupyet
MeTogbl cbopa M MPUMEHEHWS MHOTOMEPHBIX CTATUCTUYECKMX [AaHHbIX, WX CUCTEMATW3aLMI0 W
06paboTky C LEenblo BbISBNEHUS XapakTepa M CTPYKTYpbl B3aMMOCBS3WM MexXZy KOMMOHEHTaMM
“ccneayeMoro MHOTOMEPHOTO Mpu3Haka, MOMyYeHUs MPakTUYECKUX BbIBOAOB. PesynbTaToM Takoro
aHanu3a byaeT BbIBOA O KOPPENsLMM pasHbIx TUMOB Nokasatenen mexay coboin [Wikipedial.

®opmupoBaHue BXOAHbIX AaHHbIX KOPPENALMOHHOrO aHanm3a nponyckHON cnocoGHOCTM

B pabote B kayecTBe cepbl WcCnenoBaHWs BblBpaHbl yCnyru, KOTOpble NPeaoCTaBnstoTCS
MexXayHapoaHon rnobanbHon ceTblo WHTepHeT. Takol BbIGOpP MOXHO OOBACHWUTH Ype3BblYANHON
NonynApHOCTbI0, HanbonbLUE PacnpOCTPAaHEHHOCTbIO, a Takke HauboMbLUMM CMIMCKOM yCnyr W
NPUNOXEHWN, KOTOPble MPefocTaBnAoTCA Yepe3 VIHTEpHeT Ha cerogHslWwHWA feHb. B kayectse
npeameTa nccneaoBaHns BoibpaHbl JaHHbIE, KacaTenbHO KONMYECTBA NOMNb30BaTENEN TakuX NOPTanos.,
kak YouTube (cornacHo AaHHbIM [Audience] — camoro nonynspHOro nopTana NOTOKOBOMO BMAEO B
Ykpanne) n Wikipedia (ogMH 13 cambix MOMYNSIPHbIX B MMPE SHUMKNONEAMYHbIX PECYpPCoB) W
nokasaTtenu cpegHen ckopocTu goctyna Kk VIHTepHeT B YkpaumHe, HauuHas ¢ nepsoro keaptana 2012 r.,

3aKaH4uBasi BTOpbIM kBapTanom 2014 r.

[aHHble KacaTenbHO CpeaHen CKopocTy JocTyna K WHTEpHeT B YKpauHe B3ATbl U3 MeXZYyHapO4HOro
CTaTUCTUYECKOTO pecypca ,Statista” [Statista], obbem exerogHoit BbIGOpkK pecypca coctasnseT 1-3
MJSH. nonb3oBatenei cetm MHTepHeT 13 YkpawHbl. [JaHHble KacaTemnbHO MOMyNAspHOCTU YCIyr ceTu
WHTEepHeT cpean YKpauMHCKOW ayauTopuu B3ATbl U3 pecypca ,MHTepHeT ayautopus YKpauHbl”
[Audience], 06bem BbIGOpKM cocTaBmn 16 MMH. nonb3oBaTtenen VIHTEPHET, KOTOPbIE, OPUEHTUPOBOYHO,
COCTaBMISHOT MOJSTHYK YUCIIEHHOCTb NOMb3oBaTeNen ceTblo MHTepHeT B YkpauHe (Tabnuua 1).
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Tabnuua 1. BxogHble faHHble aHann3a MHOrOMEPHOIA BbIGOPKM

¢ FonynsipHocTs yenyrw CpenHsis CKopoCTb AOCTYNa K CETH
BapTan v rog
YouTube, yen. Wikipedia, ven. VnTepHeT B Ykpanke, Kout/c

1.2012 6423485 4633574 4378

11.2012 6374042 5139617 4540

111.2012 6949117 5558722 4586

IV.2012 7326927 5792115 4792

1.2013 7115078 5440411 5717

112013 6623731 5349923 6767

1112013 7483400 5456211 7978

IV.2013 7823921 5812469 7325

1.2014 8536108 5837990 8130

PeLieHne 3agaumn KOppensALMOHHOro aHanu3a NPonyCcKHOW CNOCOGHOCTH

KOppeJ'IﬂLl'I/IFI Mexnay CKOpPOCTbO A0CTyna K CeTn V]HTepHeT M KONMUYEeCTBOM MOMb3oBaTenei

COOTBETCTBYHOLMX YCNYT ONPELeNsieTcs, N0 CreayoLLei METOAMKe.

CHavana onpefensieTcs, KOppenupyioT N Mexay cobor CpeaHsas CKOPOCTb JOCTyNa K ceTn UHTepHeT
B YKpauHe W KONMM4YeCTBO YKPaMHCKWUX MOnb30BaTenen noprtana notokosoro sugeo YouTube. lNocne
Yero, ONpeaenseTca Hanuune Koppensauum Mexay CpedHen CKOpOCTbio JocTyna K ceT WHTepHeT B
YKkpanHe ¥ KONMYECTBOM YKPaUHCKMX Norib3oBaTenen 3sHuuknonegudeckoro pecypca Wikipedia.
Hanunuve koppensiumm ycTaHaBnuBaeTcs npu Nomowm koadpduumeHta koppensiumn, Cnupmena,
®exHepa 1 KeHpanna gns kaxgoro u3 apyx crnyyaes. B Tabnuue 1, npuBeaeHbl BXOAHbIE AaHHbIE,
KOTOpble WCMOMb3YKTCA Ans  pacyeta KoadduuneHtoB koppenaumu [Studopedia], 1O ecTb
MaTeMaTU4eCKO Mepy 3aBMCUMOCTY ABYX CMYyYalHbIX BEMNYNH
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r= ,ZZI: (Xin_*xa)(}:i5_ y) (1)

X y

rae X , y — matemaTtuyeckoe oxupaHue, d— CpeaHekBadpaTUYECKOe OTKIOHEHWE, n — KONMYecTBO

HabnAEHUNA.

Pe3ynbTat pacyeta a10ro koaguumeHTa npusegeHo B Tabnuuax 2 n 3 COOTBETCTBEHHO NS Kaxaomn

napbl BbIOOPOK.

KoahdpuumeHT dexHepa — 3TO OLEHKa CTeneHW COrnacoBaHHOCTW HaMpPaBEHUN  OTKITOHEHMM
WHOMBMAYANbHBIX 3HAYEHUN (DAKTOPHBbIX W PEe3yNbTaTUBHLIX NPU3HAKOB OT CPEAHUX 3HAYEHWUM
(haKTOPHbIX U pesynbTaTuBHbIX Npu3HakoB [Studopedia]. [Ans onpegenexns koadduumenta GexHepa

BOCNONb3yemcst hopMyIion:

Ky = (2)

roe C, H — konu4ecTBO Cry4YaeB Ans KOTOPbIX MO nape npuaHakoB X, Y HabnogaeTcs COOTBETCTBEHHO

coBrageHue (C) unn pacxoxaeHue (H) 3HaKoB OTKMOHEHUS 411 CPEAHUX YPOBHEI.

PesynbTaT pacyerta aToro koachduumeHta npuseeH B Tabnuuax 2 u 3 COOTBETCTBEHHO NS Kaxgou

napbl BbIGOPOK.

KoathcpuumeHT  paHroBoit  koppensuuu  CnvpmeHa  sIBRSIETCA  HenapaMeTpUYeckon  Mepom
CTaTUCTMYECKON 3aBUCMMOCTU Mexzay ABYMS nepemeHHbIMU. OH OLeHWBAET HACKOMbKO TOYHO MOXHO
OnncaTb OTHOLIEHUS MEXOY ABYMS NepemMeHHbIMU Npu MOMOLLM MOHOTOHHON (hyHKuMW [Studopedia].
[ns onpegeneHus koaduumenta CnmpMeHa 1cnonb30BaHo opmyny:

R ®
n(n®-1)

re D d* — cyMMa KBaJpaTOoB PasHbIX PaHTOB, N — YACIIO MapHbIX HaBMoAEHNIA.

PesynbTaT pacyeta aToro koauumeHTa aHanornyHo npusegeH B Tabnuuax 2 u 3 COOTBETCTBEHHO

QNS KaXKO0M napbl BbIOOPOK.
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KoadppmumeHT koppensuyuu KeHganna — mepa NIMHENHOW CBA3W MeXZY CryyYalHbIMU BENUYMHAMM.
Koppensuus KeHpanna sBNSieTCA paHroBOW, TO €CTb AN OUEHKU CWMbl CBS3M WUCMOSMb3YKTCA He
YMCNEHHble 3HaYeHNst, a COOTBETCTBYIOLME UM paHrit. KoadhULMEHT MHBAPUAHTHBIN MO OTHOLIEHUIO K

nobomy MOHOTOHHOMY Npeobpa3oBaHuio LKarnbl n3meperns [Studopedia]

25
K= n(n—-1) @

rAe n — Konum4yectso HabnwaeHt, S = Q — P.

I'Ipvl pacyete S YyunTbiBa€TCA YaCToTa HapyLeHna NopAAKOB CrieAoBaHNA No NpuU3Haky y, npu ycriosuu,

YTO NO NPU3HAKY X paHrn cnegyTt oauH 3a ApYrMMm CTporo ynopsaao4veHo.

CnepoBaTenbHo, npoBeas BCe  HeOOXOAMMbIE  BbIMUCINIEHWS, Mbl  MOMYYUNM  pesynbTaThl,

npenocTasneHHble B Tabnuuax 2 n 3.

Tabnuua 2. Pe3ynbTathl BbIYUCIEHNS KOIPMULMEHTOB MEXAY CPEAHEN CKOPOCTbLIO AOCTYNA K CETH

VIHTEpHET B YKpauHe 1 KOnM4YecTBOM YKpauHCKUX nonb3oeatenen YouTube

KoadhpuumeHt KoadpbpuumeHt KoadppuumeHt KoadppmumeHt
Koppensumum ®exHepa CnmpmeHa KeHganna
0,848 0,8 0,988 -0,956

Tabnuua 3. Pe3ynbTathl BbIYUCIEHNS KOIPDULMEHTOB MEXAY CPEOHEN CKOPOCTLIO AOCTYNA K CETH

WHTEpHET B YKpaunHe 1 Konm4ecTBOM yKpauHckux nonb3osatenen Wikipedia

KoahdpuymeHT KoahdpuuymeHT KoahdpuymeHT KoathcpuupmeHt
Koppensuum ®dexHepa CnupmeHa Kenganna
0,574 0,2 0,988 -0,956

CornacHo Nnony4YeHHbIM [aHHbIM, MOXHO CAenaTb BbIBOA, 4YTO B MNEPBOM Clly4ae MNoKasaTenu

KoppenaunM oueHb BbiCOKM (Bonblwe 0,7 No MOAyMo) U UMEET MEeCTo ObiTb 3aBUCMMOCTb OLHOMO
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nokasatens OT Apyroro, a UMEHHO KOMWUYECTBO YKPaUHCKUX MOMb30BaTENEeN YCyroi NOTOKOBOrO BUAEO
YouTube LencTBUTENBHO 3aBWUCUT OT CpefHen CKopocTu fgoctyna K cetu WHtepHeT B YkpauHe. Bo
BTOPOM K€ Chny4ae, KOppenaums sBnseTcs MeHee BblpaXeHHON 13-3a MasblX 3HAYEHUI MnokasaTenei
koadppuumeHTa Koppenauum u koapduumenta dexHepa (MeHblwe 0,7 No MOZYN) U NOSTOMY Mbl He
MOXEM OAHO3HA4YHO yTBEpXZaTb MNP0 TO, YTO KOMMYECTBO  YKPAMHCKMX  MOMb3oBaTenein
SHUMKoneanyeckoro cepsuca Wikipedia ogHO3HAYHO 3aBUCUT OT CPedHen CKOpOCTW JOCTyna K CeTu
WHTepHeT B YkpauHe.

3aknioyeHue

PesynbTaTbl aHanuaa CBMAETENbCTBYKT O TOM, YTO C YBENMYEHWEM MoKa3aTensi NpPOmMyCKHOM
CNocoGHOCT  CeTU, MoMb3oBaTENM  CTPEMATCS K MmonyyeHuo Gonee  TpeGoBaTenbHbIX K
MPON3BOAMTENBHOCTI CETW YCNyraM, KOTOPbIE MPWU MEHbLUMX 3HAYEHNsIX NPONYCKHOW CNOCOBHOCTU He
MOITIM yAOBMETBOPUTL NOTPEGHOCTM Bcex nonb3oBaTenen ceTi. CriegoBaTtenbHo, Ans AarnbHEenLLero
MoBbIleHNs 0BLLero kayectBa OOCIYXMBaHWS B TENEKOMMYHWMKALMOHHbIX CETAX, a Takke Ans
AanbHedlwero nobyxaeHnst BCE GOMbLUETO uYuMcria KIMEHTOB K MONb30BaHWMK TpeboBaTemnbHbIMM
ycnyramu, cregyeT paccmaTpuBaTb MapaMeTp MpOMYyCKHOW CMoCOOGHOCTM Kak OAMH W3 CaMbiX
OCHOBHbIX, (DOPMUPYIOLMX KaK WTOTOBYK OLIEHKYy KayecTBa OOCMyXMBaHUS, Tak M ayauToputo
nonb3oBaTenen TenekoMMyHIKaLMOHHOM CETU.
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