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MAJOR TERMS FOR THE EFFECTIVE FUNCTIONING OF THE EXPORT SUPPORT
STRATEGIES

Giorgi Gaganidze

Abstract: The field of the proposed article has been the author’s major point of interest for the last 16
years. The paper reviews specific topics of the formulation and management of the Export Support
Strategies. The author reviews the role of the export alliances, export management companies and
trading companies in the functioning of the efficient export support strategies.

Keywords: export support strategy, export alliances, export management company (EMC), export
trading companies.

ITHEA Keywords: A.1 Introductory and Survey

Introduction

Globalization of the world economy has made competition very tough. Companies couldn’t feel safe and
secure even on their domestic markets. Thus, from the second half of the 20t century different export
support activities were launched, which could be divided into three main blocks: financial, informational
and specific. Financial support activities included special tax exemptions, low interest rate credits,
export insurance schemes etc. These activities have been qualified as discrimination practice and the
World Trade Organization member states take obligation not to use them. Information services included
general information as well as specific market research activities provided by respective Governments
or with their support. Under the informational activities could be considered special training programmes
provided for the export oriented companies’ staff, while charges were claimed to the Government
Agencies. Specific activities include support for companies in participation in different Trade Fairs and
Shows and organization of Promo actions.

Nowadays different mechanisms and their combinations are used; special attention is paid to staying in
line with WTO Rules and Procedures. At the same time one question always asked is: how efficient are
these support activities? How can we prove by outcomes that Government funds have been utilized in
the best possible way?

When considering these questions, majority of authors put emphasis on an identical problem of all the
export support strategies, this is the fact, that the same approach is used with all exporting companies.
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Using the same approach had its one positive aspect; by using a standard approach we are providing
standard activities, preventing different treatment for different exporters and thus preventing lobbying of
interests. At the same time identical approach didn't allow considering specificity of different industries.
In practice even two companies interested in the same export market needed different treatment. In
Georgian reality besides the above mentioned problems, additional specific factors should be
considered. First of all, because of the low number of exported products in some industries Georgia has
only one exporter. Thus, supporting export of such products actually would mean support of a single
company. All these problems of the export oriented companies transformed into a major decision: which
model the companies are going to use: standardization of international support programs or their
adaptation. Adapted programs are better focused on specific market needs, but their costs are high.
Standardized programs are cheap but do not take into account market differences. Attention to this topic
is quite high both from theoretical and practical points of view. Some researches showed positive
relations between adaption and performance [1]; some researches showed no relations between the
two, [2]; and some researches showed negative relations [3]. To review this topic in detailed manner it
would be better to range exporters in order to see a bigger picture and thus make adequate decisions.

Ranging exporters by some major characteristics

Exporters could be ranged by different factors. “Drawing from contingency and the organizational
learning perspective, the authors develop and test a model of the effects of different forms of
international experience - duration, scope and intensity — on the performance outcomes of promotion
adaptation” [4].

The above mentioned factors should be defined as follows: duration factor means, when company
entered the export operations, volume defines the number of the export markets, intensity defines
dependence on exports. These factors create practical experience of the exporting company and
heavily influence identification of the best support forms for their export activities. For efficient
functioning of the export support strategies crucial factor is - who provides the support activities. Low
efficiency of the export support strategies could be explained by the fact that usually providers are
governmental structures. More recently specialized structures have been more frequently used. World
practice revealed efficiency by using specialized trading companies. It is very important to use the most
appropriate trading intermediary. Just review them in general.

To begin with, we should make a distinction between trading companies and export management
companies, as they are providing different functions. Trading companies buy and sell goods, while
export management companies based on their market intelligence and practice assist exporters in
defining the best buyers. Thus, trading companies perform all the functions of the seller — packaging,
marking, forming selling party of the product etc. Trading companies are very depended on financial
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resources, which are vital for reducing costs and taking adequate profit. Export management companies
didn’t undertake these functions and mainly assist exporters in meeting importers’ needs. For sure, they
give recommendations for exporters, but the major field of their activities is creation of a good selling
environment based on the market conditions. We also should review creation of export alliances.
Broadly speaking, there are different types of export alliances. The simplest one is, when the same
product exports create an alliance in order to better utilize opportunities of the new export market.

Quite often these alliances are called horizontal alliances, as the members of the alliance are on the
same stage of the value chain. In this alliance exporters are pursuing the same objectives: information
on the export country, co-financing of the promo actions and joint market research. This form of the
export alliance plays less and less significant role. Vertical variant of the export alliance is the alliance
where members are on different stages of the value chain, such as suppliers, producers, trading
companies, international marketing intermediaries and financial-banking structures. Participation of the
banks becomes crucial, as it supports solution of a tough financial problem, associated with high
expenses of financial resources for exporting operations. High economic and political risks are putting
banks in the position, when they are asking for higher interest rates for financial resources needed for
export operations. The same is true about participation of the insurance companies in the export
alliances. In this case, members of the export alliances perform their general functions and thus assist
each other in reaching the major goal - increase export sales or enter new export markets. When using
export alliances, you face different theoretical and practical problems, for example: how profits would be
distributed, who would sell on the export market etc. As the practice proves there is not a single model,
which could solve all problems. You should consider industry and export markets specifics and take into
consideration existing selling practices. Generally speaking, export management companies would
better support exporters in obtaining relevant information, in other cases it would be better to use trading
companies or export alliances. As for Georgian realities, problems with the legislation should be solved
in the first place. This is absolutely necessary in the case of the export alliances, where we don’t have
legislation of any type. With re-trading companies we could use the status of the special trading
companies, but the sphere of the use should be widened. Majority of trading companies are profitable
while working in both directions such as exports and imports. Also we should consider the fact, that in
some products (fruits, vegetables) seasonal fluctuations are high. Also we should bear in mind that in
Georgian exports participation of the imported products is very high. Thus the effective use of the
Special Trading Company status needs quite a lot specific decisions and changes in legislation, first of
all in the Tax Code.

Also we should base any type of the export support strategy on the practical needs of the exporters,
thus they should define the nature and scope of the support strategies. So the recommendations from
the exporters should serve as the basis for creation of the export support strategies.
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Exporters Survey Results

In order to find out views and ideas of exporters in 2016 the exporters’ interviews were organized. The
research was undertaken under Thilisi State University Scientific Grant Project “The Ways to Improve
Trade Balance of Georgia”. Electronic survey was sent to exporters, whose export was more than 1
min. $ per year. For the sake of clarity re-exporters have been excluded. The exclusion of re-exporters
was done in order to have clear picture of the needs of the exporting community. In the organization of
the research, Georgian Chamber of Commerce and Industry was actively involved.

The First survey was sent to 433 exporters on May 30, 2016. A second time surveys were sent on June
14, 2016, to 424 companies. 9 companies have been excluded due to the irrelevant contact details. The
response was obtained from 44 companies, which represent 10% of the interviewed companies.
According to the Georgian business practice this response rate could be considered as normal and thus
the obtained information is valid.

The analysis of the survey results leads to some interesting judgments. First of all, the total majority of
the exporters indicates trade missions on the target markets as the major priority for the export support
strategies, also they admit financial support, as for the geographic direction far east was identified as
the major priority, at the same time mentioning CIS and EU as the major destinations for Georgian
exports. Trade missions organized with the Government support could be considered as combination of
the information and financial support. As the best international practice, Government supports exporters
in participating in the Trade fairs or organizes trade mission on the target market. It should be
mentioned that in the frame of the Tax reform in Georgia costs of the participation in trade missions
could be considered as special type of investments and excluded from the profit tax. This would be a
serious step for stimulating exporters. Participation of the export management companies in this
process would be crucial. Market information and knowledge of the export management companies
should serve as the basis for planning these activities. In addition, we should review financial assistance
topics. Setting up and development of the export trading companies could be nominated as number one
priority. Trading companies will buy and then sell products on their own. This model could quite
efficiently work with non-brand products, as for the brand products this model wouldn’t be effective. Also
export alliances could solve financial problems, mainly when banks and insurance companies are
participating in the alliances. It should be underlined that these models are increasing sales on the
existing markets or utilizing potential of the new export markets. Unfortunately none of these models are
contributing to the creation of new export products. The low number of exported products could be
identified as the major obstacle for development of Georgian exports. Detailed analysis of this problems
revealed that the creation of the new export products could be achieved only when all directions of the
export supporting strategies work together. These directions could be identified as investment, detailed
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analysis of the market needs and creation of the unique market offer. Taking into consideration
Georgian economic realities, majority of these problems could be solved through specific export
alliances, where international companies would also participate. In this case it would be preferable to
introduce export alliances international EMC-s, active participation of the banks should be welcomed, as
they would serve as major investors for the creation of the new export products. Preparing export offer
should be considered a high portion of the services, where Georgia has objective competitive
advantages.

We should also review export support strategies for the services. It would be preferable to create export
alliances; this should be done everywhere where putting product and service together would be
possible. In the services export, where costs of the materials do not play important role stress should be
put on the certification activities, this would increase competitiveness of Georgian service exporting
companies. For a short time period some service exports should be free from profit tax.
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ANALYSIS OF WEB USER ACTIVITY DATA

Oleksandr Kuzomin, Tetiana Tolmachova, Oleh Astappiev

Abstract: The goal of this paper is to investigate and to analyze tracked information from visited web
pages from the users. It is important to have an instrument for collecting data about users’ activity.

We present a project - an implementation for tracking user activity on web pages. First of all, we created
a proxy server, that helps us to provide a JavaScript tracking code on each web page. Using that
JavaScript code we collect all types of user activity, time of active and stay time on the page and some
additional information about the session of the user. Than was developed tracker to look through all
collected information and to analyze i.

Keywords: proxy server, tracker, user activity, mouse tracking, data analyzes.

ITHEA Keywords: J.1 Administrative Data Processing, J.3 Social And Behavioral Sciences.

Introduction

The web grows very quickly every day and with it grow a number of users of different web sites, that are
interested in different fields and interests of theirs lives.

Web analytics is a fast growing field and because of this every day more and more owners of company
sites want to know what the customer of their product is interested in and what can be improved
regarding interests of their customers.

Research shows that companies using analytics for decision making are 6% more profitable than those
that don’t [McAfee 2012]. Companies understand the value of using web analytics tools. The programs,
which provide web analytics, give an opportunity to retrieve information about user location, their
actions, their interactions with the site and products, and also helps to understand how to attract users
more and again. In addition, there are plenty number of tools, which can predict user activity in your
website in near future.

Web analytic it is a part of user activity monitoring (UAM), which means monitoring and recording user
actions. UAM software can make video recordings of sessions, log and analyze the data, capturing file
or screenshots. All of that researchers also use in the field of information security to detect and stop
external threats.
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In this work, we analyze most popular recent researches and tools in the field of tracking user activity.
After that for a deeper understanding describes and illustrates foundations of the building of proxy
server, tracker, their interaction with each other, its usefulness, how everything work and how we use
them in our developed program. In addition, we analyze results of retrieved data from user’s actions.

Foundations of tracking users activity

First of all, it is very interesting to look what users are searching for, what they have choose regarding
the search (results from those parts can be used in the field of Personalization and User Modeling) or
even when the system try to predict what user will choose on the next step.

Web Mining plays a big role. It can be translated as "data mining on the Web". Web Intelligence or Web-
Intellect is ready to "open a new chapter" in the rapid development of e-business. The ability to
determine the interests and preferences of each visitor, observing his behavior, is a serious and critical
advantage of competition in the e-commerce market.

Web Mining systems can answer on many questions, for example, which of the visitors is a potential
customer of the Web-store, which group of customers the Web-store brings the most revenue, what are
the interests of a certain visitor or group of visitors.

Web Mining technology encompasses methods that are able to discover new, previously unknown
knowledge based on the site's data and which can later be used in practice. In other words, Web Mining
technology uses Data Mining technology to analyze the unstructured, heterogeneous, distributed, and a
large amount of information contained on Web sites.

Analysis of the use of web resources is also can be very helpful. This direction is based on the
extraction of data from the logs of web servers. The purpose of the analysis is to identify the
preferences of visitors when using certain Internet resources.

It is extremely important to carry out a thorough preprocessing of the data: delete the extra log entries
that are not interesting for analysis. Web Usage Mining includes the following components:

- Preliminary processing;

- Operational identification;

- Tools for detecting patterns;

- Tools for analyzing templates.

Each user of the network has his/her own individual tastes, views, depending on which he visits those or

other resources. Having identified which pages and in what sequence the user opened, one can draw a
conclusion about his preferences. Analysis of the general trend among all visitors shows how efficiently
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the electronic portal works, which pages are visited most, what less. Based on this analysis, you can
optimize the site: find previously not noticed problems in the functioning, design, and so on. This
direction of Web Mining is also sometimes called click stream analysis, an ordered set of page visits that
a user viewed when he came to a website.

The data required for analysis is found in server logs and cookies. When the web page is loaded, the
browser also requests all objects inserted into it, for example graphic files. In this regard, there is a
problem with the fact that the server adds to the log records of each such request. Hence the need for
preprocessing data. After the individual page views are highlighted by the user, they are combined into
a session.

Once the data has been cleaned and prepared for analysis, it is necessary to ask the following
questions like which page is the common entry point for users? Do visitors visit the site through a
specially designed page, or do they immediately reach other pages? In what order were the pages
viewed? Does this order correspond to what the developers expect from users? What other web portals
are sending users to the site being researched? Which sites receive the largest and smallest number of
users? How many pages does the user usually view? How long have visitors been on the site? How is
the page the most frequent point of departure of users from the site? Why do visitors leave the site with
this country? Is it specifically foreseen for this, or are there any reasons that frighten the user off the
site?

We can answer on all of those questions. Let us now follow to the next question: why do you need to
preprocess web data:

- Data set must be filtered from records generated automatically together with the page load;

- Delete records that do not reflect user activity. Web bots automatically scan many different
pages on the network. Their behavior is very different from the human, and they are of no interest from
the point of view of the analysis of the use of web resources;

- Definition of each individual user. Most of the portals on the Internet are accessible to
anonymous users. You can apply information about registered users, available cookies to determine
each user;

- Identify user session. This means that for each visit, the pages that were requested and their
order of viewing are determined. Also try to evaluate when the user left the website;

- Finding the full path. Many people use the "Back" button to return to the previously viewed
page. If this happens, the browser displays a page that was previously stored in the cache. This leads to
"holes" in the log of the web server. Knowledge of the topology of the site can be used to restore such
omissions.
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The initial data obtained from the log now need to be preprocessed. We can extract:

1. Page views;

2. Identification of each user;
3. User session;

4. The order of pages viewed;
5. Duration.

Researches and developments in the field of tracking users’ activity

A group of researchers made one of the most popular research in our selected field. Authors propose a
great solution for user activity tracking. In comparison to other approaches that were proposed by other
developers, developed system does not require any manual preparation of web pages for tracking them.
Its architecture allows adding some more functionality — for example, it would be possible to add code,
which forces the user to move the mouse where they are looking at the same moment [Atterer 2006].

It is necessary to take into account the fact that recording of all types of activity that are connected with
some background works on the site or recording cookies must be asked firstly for a permission from
user side.

In order to collect all data about users’ activity, authors use the approach to create a proxy, which make
a connection between client and server (Figure 1). It saves log data with details about any requests sent
to servers and the replies that a server sends back.

Standard Tracking Standard
Client  pequest | PTOXY | Request | Server
- —_—
- -
modified Response
Response

‘ Tracking data

log
file

Figure 1. HTTP proxy for inserting JavaScript code into HTML pages for tracking users activity
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Regarding of analyzing user activity there is another good example, which is platform Zooniverse from
University of Southampton - it is a web-based citizen science platform with a userbase of over 1 million
participants, which are Citizen Science. That means that such kind of participant take part and
contribute to scientific discovery without the need for specific knowledge or expertise [Tinati 2014]. All of
those citizen science participants are volunteers that help the platform in their free time without any
reward. That platform includes now 77 smaller projects, where participants have to do some tasks. For
instance, in the project “Elephant expedition” the goal is to find elephant or other animals (if they are
exist) on the photo that was made by a photo-trap. In total, there are 11 categories, including animals,
human and vegetation (no animal). The weakness of this project is that the biggest part of the photos
were taken by photo-traps due to the fact that the wind sways the grass and trees and participants of
the project have to go through and check all these photos.

The developers of this platform carried out a number of studies to collect users’ data for five months. In
total 61833 users have been on the platform. On Figure 2 shows regions with corresponding top three
regions contributed countries, where users done classifications.

Region Classifications
Europe (UK, Germany, France) 3688453 (48.2%)
North America (USA, Canada, Mexico) 3071134 (40.2%)
Oceania { Australia, New Zealand, Tanzania) 347818 (4.6%)
Asia (Singapore, India, Japan) 277536 (3.6%)
Far East 37278 (0.5%)
Middle East 15318 (0.2%)
South America (Brazil, Argentina, Chile) 154807 (2.0%)
Africa (South Africa, Egypt, Kenya) 50045 (0.7%)

Figure. 2. Classifications made aggregated by geographical region

Review of the developed program

The main idea of the development system is to develop a program for recording detailed data for the
analysis of user actions without many limitations of existing tools.
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General requirements:
1. A detailed record of user actions on web pages;
2. Independence from the operating system and browser version;
3. "Transparent action" - the page view of the user should not be changed;

4. Record additional user information such as operating system version, browser version, screen
size, default language and IP address.

The solution is to develop a proxy server — WAPS Proxy and tracker — LWTracker. The general scheme
is presented in Figure 3.

L J
_l

Database

Tracker

Figure. 3. General scheme of work

A proxy server is a server in computer networks that allows clients to perform indirect requests for
network services. First, the client connects to the proxy server and asks for some resource located on
another server. Then the proxy server connects to the specified server and receives a resource from it.
In some cases, a proxy server may modify a client request or server response for a specific purpose. It

is in the case of collecting user activity data that we use a proxy developed between the client and the
server.
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Most often, a proxy server used for:

Caching data;

- Data compression;

- Protection of the local network from third-party access;

- Limited access from the local network to the external one;
- Anonymous access to various resources.

Before the proxy passes HTML data back from server to client — the HTML page changes. This
modification causes the JavaScript to be loaded into the context of the page. While the page is being
displayed, the JavaScript code collects the data and sends them to the proxy for writing to the database.
It should be noted that the display of the page does not change.

Consider the principle of the proxy server. When a user goes to a link, for example www.wikipedia.org,
we are redirecting to a subdomain on our server, that is, the link will look like this:
www.wikipedia.org.waps.io.

To be able to reconstruct user activity on a web page, it was decided to track the following user actions:
- Navigation, that is, the path from one website to another;

- Timelines, such as the active time on the page (when certain actions were taken), passive
(total) time and every action in milliseconds for subsequent playback;

- User actions on the web page related to the mouse. This includes the absolute (window ratio)
position of the mouse. That is why we record the size of the user screen;

- Other user actions, such as movement of the cursor on a web page, vertical navigation
(scrolling), window size change, text input in text fields, clicking on buttons, pressing any key and clicks
on the page.

A brief description of the proxy developed is also available on the official website www.waps.io. The
LearnWeb platform is currently actively using a proxy server and tracker.

Evaluation and analysis

In our dataset, we have 120581 number of tracks. Regarding stored data from users, first of all we want
to analyze how much tracks were done by users in different periods of time. Based on this, we
calculated how much number of tracks were performed by users: from 12 PM to 8 AM (non-woring
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hours) — 8044 number of tracks, from 6 PM to 12 PM - 35241 number of tracks and in working hours
from 9 AM to 5 PM — 77296 number of tracks.

The next step is to find the number of unique users, that done search queries in the Web in each hour.
Regarding the results, the fewest number of users were at 4 AM — 21 users, the largest number of users

were tracked at 11 AM — 570 users. Also, the number of users more than 500 were tracked at 10 AM —
518 users, 12 AM - 561 users, 3 PM — 544 users, 4 PM - 527 users, 5 PM — 543 users and at 6 PM —

533 users.
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Figure. 4. Ratio between number of users and time3

With the cooperation with teachers from one of Italian University, we have collected user’s actions on
web pages from one of the courses, that uses LearnWeb platform, and scores, which receives users at
the end of the course.

In total in course participated 40 students: five of them failed the course, 19 students did not participate
in the exam, and 16 passed the course with the grade. To make an analysis of received data were

chosen only those students, which passed and failed the course — 21 students.
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To find and to analyze data from that selected users it was decided to group users by their scores. We
have divided by the following groups:

— Users, which receive grade 0 — 5 users;
— Grades 20-23 - 3 users;

— Grade 24 - 4 users;

— Grades 25-26 - 4 users;

— Grades 27-29 - 5 users.

On order to build a relation between which score receive group of users, number of tracks, that were
performed during the time of searching and hour we make a request to our database. We have done
several requests regarding users, which were devided to several groups above.

On Fig. 5 is shown us the result of the request, where we want to find the correlation between number of
tracks, which were performed by groups of users at specific period of time.

600
500
400

300

Number of tracks

200

100

01 2 3 4 5 6 7 8 9 101112 13 14 15 16 17 18 19 20 21 22 23

Hour

—)  —)0-23 24 25-26 o3 F-29

Figure. 5. Ratio between number of tracks and hour
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We find out that nobody was doing exercises at night and early morning (from 2 AM to 8 AM). In
addition, one interesting fact is that at 1 PM, we have a big recession data in all groups — many users do
a break.

From retrieved data and from our charts, that we built to analyze data, we find, that users with greatest
scores (from 27 to 29) spent less time for searching information, which they need to complete all tasks
set by the teacher and pass the exam. On the same time users, which have not pass the exam or
received minimum score spent more time and they search needed information in more number of
sources.

Conclusion

In this paper conducted a user study to analyze movements, user activity at all and investigate behavior
trends. Also, it was discussed detailed tracking of user interaction on web pages. Going beyond the
usual application of tracking technologies for user tests, we have also looked at a large number of tracks
and what users did: from general information of the track to analyzing how much time they spend and
why.

We have introduced a transparent solution for tracking and analyzing user activity. In comparison to
other approaches, our solution does not require manual preparation of web pages for tracking — our
JavaScript code for tracking user activity will be added on each webpage, where proxy server will be
used. But furthermore, every single user can switch on the Chrome extension and try out the developed
proxy server and tracker by himself.

As for future work with the help of machine learning we can find which movements were performed on
the web page: by teacher or by student. Furthermore, we can insert additional JavaScript code on each
web page, which will track eye movements (does user looking for something else while we track, that
user have not done any movements on the web page).
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APPLYING THE HITS ALGORITHM ON WEB ARCHIVES

Oleksandr Kuzomin, Oleh Astappiev, Tetiana Tolmachova

Abstract: The aim of the work is to study of ranking algorithms on data from Web Archives. A
developed software use web archives and extracted data to create a graph of relations between web
pages. A HITS algorithm applied on the graph, allows to find meaningful hubs among the pages. The
hubs allow calculating authority of each page and ranking them by using the value.

Link pairs from German Web Archive Data are used as input data for graph (incoming and outgoing
links), and German Wikipedia articles as search topics to evaluate results.

The results evaluated using survey with results of HITS algorithm in comparison with results of Bing
Search engine and competing algorithm PageRank.

The work use Java programming language for implemented algorithms and support software, the
destination graph stored in-memory by using Redis. The data extracted from Web Archives by using
Hadoop framework and stored in Hive database.

Keywords: web archives, web search, ranking, hyperlink induced topic search, page rank.

ITHEA Keywords: E.2 Data Storage Representations, H.3.1 Content Analysis and Indexing.

Introduction

Web Archives contains web pages from the past years and save new pages for future researchers,
historians, and the public. They are very important for learning how interned is developing. They allow to
use knowledge from the past and apply it today to extract new knowledge and very popular for hundreds
of research tasks as playground.

Search is the most demanded tool in today’s web. There is a trillions of pages stored somewhere in the
web and search engines are like road signs before the navigator was developed. By typing simple
search term, they navigate to destination pages.

A web search engine is a software system that is designed to search for information on the World Wide
Web. The common approach for web search engines is to analyze content of the pages in the web and
create index for them. Then, using that index and different retrieval methods, they select all pages that
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match a required search term and to return relevant results they apply ranking algorithms to order
results.

All the same s true for web archives, but in addition, they also contain some specific attributes, which
include crawling information and a history of the page. That can be used to improve search results
quality.

The algorithms are improving with years and modern search engines use very advanced technology
with Artificial Intelligence (Al) and machine learning. But unfortunately, those high-end algorithms only
available for lead companies that specified on search engines.

Therefore, the goal of the work is to apply available ranking algorithms on Web Archives and investigate
potential ability to improve search results by including new attributes to the algorithm.

Motivation and problem statement

Improving search results is interesting and demanded task, which can be applied on Web Archives for
research.

In the work, one of the popular algorithms for ranking search results is applied on German Web
Archives and learned how archived data can change search results.

Despite the fact that for the web search simple algorithms are no longer enough, nevertheless they are
increasingly used for research, personal and low-middle level commercial purposes. They should have
good enough results and lower maintenance costs.

As a problem statement we have got web archives that contains web pages (articles, news, etc.), which
stored as natural language text (unstructured text). With the purpose of building an efficient search
results, we are confronted with following problems:

1. Different formats of URLs and aliases.

3. Using diacritic characters and language specific characters in URLSs.
2. A huge amount of data, which should be processed in real-time.

4, Slow processing time for Web Archives.

Topic research

Recent development of the Internet and computing technologies makes the amount of information
increasing rapidly. That is why it is necessary to retrieve the best of the web pages that are more
relevant in terms of information for the query entered by the user in search engine. In recent years,
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semantic search for relevant documents on web has been an important topic of research. Many
semantic web search engines have been developed that helps in searching meaningful documents
presented on semantic web. To relate entities, texts and documents having same meaning, semantic
similarity approach is used based on matching of the keywords, which are extracted from the
documents.

For example, groups of authors presented a new web ranking system by using Semantic Similarity and
HITS algorithm along with Al technique [Bansal, 2014]. In this paper, author proposed Intelligent Search
Method (ISM) - a ranking system with improved HITS and Semantic Similarity techniques. It is used to
rates the web pages and also known as Hubs and Authorities. A good hub represented a page that
pointed to many other pages and a good authority represented a page that was linked by many different
hubs. Therefore, its authority value, which estimates the value of the content of the page, and its hub
value, which estimates the value of its links to other pages.

Author developed new method to index the web pages using an intelligent search strategy in which
meaning of the search query is interpreted and then indexed the web pages based on the interpretation.
Comparison of HITS Algorithm, Semantic Similarity Algorithm and ISM method is shown in Table 1.

Table 1. Comparison of Techniques

Parameter / HITS Algorithm Semantic Similarity Proposed System
Technique Algorithm
Time Efficiency 72% 87% 91%
Accuracy 79% 91% 95%
User specific Page No No Yes
Generation
Relevance Ratio 90% 92% 96%
High Relevance Ratio 30% 41% 51%

New ISM method can be integrated with any of the Page Ranking Algorithms to produce better and
relevant search results.
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Preparing dataset

On the input of the task, we have Hive table with two columns: source_url and desctination_url. Each

row contains one edge of future graph (see Figure 1 for example of DB row).

= =
QMM MmogmmMmumim

Figure 1. Sample results from distinct_a_links table

As the size of the graph is very big (more than 130 billion edges, about 10 terabyte size), first we need
to optimize it. The first step was to extract all unique URLs from the table and replace them with IDs,
then we will have much smaller graph where edges will be long to long instead of string to string.

We extracted about 6 billion unique links (see Figure 2 for sample data), to rewrite out initial table from
string to string to use short IDs of the pages we need very fast access to database which contains those
IDs, therefore we decided to use in-memory databases.

iewmode=1 |
deutschland, afen-ferienwohnung-ferienhaus.html |
lecce-feri

10 rows selected (0.257 seconds)

Figure 2. Sample results from distinct_links_all table

However, 6 billion URLs still was a lot to fit in-memory (about 4 terabyte), we decided to store SHA-1
hash instead of URLs as key and ID long value as value for our Redis database.
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During that work, we noticed that some of URLs has different formats, for example, some of them use
http and some use https, some use www prefix and some not. We decided to remove such difference
and added pre-processing of URLs which include:

1. Removing all unsafe ASCII characters, if they appears in domain names we replace them
into Punycode domains and if such characters appears in path then replace them by using
"%" followed by two hexadecimal digits;

2. Removing protocol prefixes, like: http, https;

3. Removing www prefixes;

4. Removing port numbers, like: 80, 443;

5. Decoding URLs from SURT format.

After replacing URLs to hashes, it has 21 153 collisions on our dataset. The hashes was extracted for

investigation.
Table 2. Hash collisions over links dataset
Hash value Original URL Normalized URL
qEb3qCpvWQthRNLAKKTOiHINVmg= de,merkspruch)/ merkspruch.de/
qEb3qCpvWQthRNLAKKTOiHINVmg= de,merkspruch,)/ merkspruch.de/
ZLPnZaYBNeerff/5PH5ip3XXq40= de,wuhletal kirche)/ kirche.wuhletal.de/
ZLPnZaYBNeerff/5PH5ip3XXq40= de,wuhletal,http://kirche)/ kirche.wuhletal.de/

As we can see in table above, that is false negative results. In the middle column you can see URL as it
stored in database, right column as it was normalized and left column is hash of the URL. As we can
see, after normalization, we have same strings and as result same hashes. Also original URLs from
database are not valid SURT format.

Now when assigned short ID (long value) to each URL we need to update our whole dataset of pairs.
That should significantly reduce size of it. Also, to create a graph we will need to go over all the pairs
again. To decrease number of operations, we created module that read pairs, normalize URL and
retrieve its ID from Redis database from previous task.
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To create graph, we need to know incoming and outgoing links from each link. Unfortunately, hash
table, which we used for previous task can’t store multiple values per single key. Therefore we used two
new databases, one which store linkID and list of incoming linkIDs and other one with linkID and list of
outgoing linkIDs.

The data stored in Hive database is unsorted, but to decrease number of operation on Redis server we
need to order the database by source_url or destination_url depending of which table we want to fill. If
the pairs are ordered for example by source_url, then during going through them we can collect all
neighbors for same source_url (just compare if previous value is equal current) and merge
destination_url values, put them to Redis in single operation.

As we already can access to incoming and outgoing links for any page, we can calculate hubs and
authorities, which requires for HITS algorithm.

HITS ranking results

To evaluate HITS algorithm we use search results from Bing search engine. We have pre-saved results
for all German Wikipedia articles. We selected most popular 3000 pages and used their title as search
term. For each search term, we have about 100 search results from Bing.

For our HITS algorithm we use 100 pages from Bing as root set. Then we use base set of pages and all
pages which linked or links to them as base set. For that base set we calculate authority and hubs
values for thee steps. Then order pages from root set by authority and compare results with original
Bing results.

We also implemented PageRank algorithm for better evaluation of HITS results. It will add additional set
of results to compare. The implementation of PR algorithm is very simple, we use 10 as default score for
each page and split the score between all outgoing pages.

There are some limitations associated with Archived Data, for example the actives mainly contains
German Internet pages (in .de domain zone), when Bing provides results regardless of the domain
zone. But, we still have such pages in results because we have German pages that have outgoing links
to different domain zones and we can calculate authority value for them.

The example results of applying HITS algorithm on search term “Kassel” you can see in the Table 3, the
comparison with PageRank score displays in Table 4.
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Table 3. Authority and hub values of HITS for search term “Kassel”

Link Authority Hub
Kassel Market_mg | Tourismus-Informationen fur Kassel 58929 148127497
kassel-marketing.de/
Wetter Kgssel - aktuelle Wettervorhersage 46581 114631041
wetteronline.de/wetter/kassel
KSV Hessen Kassel e.V. - Die offizielle Homepage 45712 125635663
dasbesteausnordhessen.de/
Kassel: Information flir Kassel bei meinestadt.de
home.meinestadt.de/kassel-documenta-stadt 45666 125741104
Stadtportal - Startseite www.kassel.de 45666 195741104
kassel.de/

Table 4. HITS Authority and PageRank score

Link HITS Authority PageRank Score
Kassel Market_ing | Tourismus-Informationen fiir Kassel 58929 0.09894507
kassel-marketing.de/
Wetter Kgssel - aktuelle Wettervorhersage 46581 0.027334956
wetteronline.de/wetter/kassel
KSV Hessen Kassel e.V. - Die offizielle Homepage 45712 0.023083081
dasbesteausnordhessen.de/
Kassel: Information flr Kassel bei meinestadt.de
home.meinestadt.de/kassel-documenta-stadt 45666 0025142923
Stadtportal - Startseite www.kassel.de 45666 0.025142923

kassel.de/

As we can see in Table 4, the website of Kassel's football team has lower PageRank score. That can be

explained that in total the website has smaller number of incoming links, but the links is from better

sources.
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Some other results that illustrate the difference between HITS and PR are displayed in Table 5. Also the

results compared to Bing results in table 6.

Table 5. Results of HITS and PR for search term “Volkswagen AG”

Link HITS Authority PageRank Score
Volkswagen AG - Home - SSI SCHAFER
https://www.ssi-schaefer.com/de-de 184900 9485999 (1)
VOLKSWAGEN AKTIEN News | 766403 Nachrichten...
http://www.finanznachrichten.de/nachrichten-aktien/vo... 7462 010863955 (5)
Volkswagen Aktle | Akt!enkurs | Chart | 76(?‘400 6456 0025147859 (11)
wallstreet-online.de/aktien/volkswagen-aktie
Volkswagen Konzern Startseite 2002 082785743 (2)
volkswagenag.com/
Volkswagen Personal
volkswagen-karriere.de/de.html 1898 0.30051792 (3)

Table 6. Results of HITS and PR for search term “Volkswagen AG”

HITS results

Bing results

Volkswagen AG - Home - SSI SCHAFER
https://www.ssi-schaefer.com/de-de

Volkswagen Konzern Startseite
volkswagenag.com/

VOLKSWAGEN AKTIEN News | 766403 Na...
http://www.finanznachrichten.de/nachrichten-a...

Wie gut klingt das denn.
volkswagen.de/de.html

Volkswagen Aktie | Aktienkurs | Chart | 766400
wallstreet-online.de/aktien/volkswagen-aktie

Volkswagen AG — Wikipedia
de.wikipedia.org/wiki/Volkswagen_AG

Volkswagen Konzern Startseite
volkswagenag.com/

Volkswagen Group Homepage
volkswagenag.com/content/vwcorp/con...

Volkswagen Personal
volkswagen-karriere.de/de.html

Volkswagen International
de.volkswagen.com/de.html

Evaluating results

To evaluate results we created survey page, which contains ten results from Bing, and ten reordered
results by using authority value of HITS algorithm. Also ten results of HITS with ten results of PageRank
algorithm.
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The survey asks users to compare results which is more relative, as they think and make decision by
clicking on one of the submit buttons on the bottom.

Survey is available online for everyone, we asked some students to participate in and 31 people accept
proposal. In average one-person answers for 50 topics, and 1541 in total.

The results approximate expectations and Bing search engine provides better results than re-ranked
results by using HITS algorithm. The results of that survey illustrated on Figure 3.

® HITS
= Bing

Figure 3. The results of survey HITS vs Bing results
Comparing results of HITS algorithm and PageRank algorithm (see Figure 4) give a little more points in
favor of HITS algorithm.

® HITS
= PR

Figure 4. The results of survey HITS vs PR results
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Comparing results of PageRank vs Bing (see Figure 5), gives most of the points to Bing results. It
should be noted that in comparison with Bing results, HITS results take a bit more points than

PageRank results.

» PR
m BING

Figure 5. The results of survey PR vs Bing results

As we can see on table 6 the results of HITS and PageRank results worst results than Bing, six of ten
top results contains pages with information about company shares. That pages appears on top due to
specific content of the Web Archives that was used. For some other research purposes that archives
contains a lot of pages with information about trades and shares.

In addition to that, some other results also contains very specific pages only for used Web Archives.
Using a simple survey among unprepared users was not the best way to evaluate the quality of the

results.

Conclusion

The aim of the work is to begin research in the direction and show some first results.

During the work was implemented two algorithms for ranking web results, the initial HITS algorithm was
compared with PageRank algorithm.

Our results confirmed that modern search engines use very sophisticated technologies that include not
only ranking algorithms, they also use Al and machine learning techniques to improve our daily Internet
search experience.
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Nevertheless, HITS algorithm that was developed slightly later than PageRank and using more depth
scanning gives relatively better results. And that also gives us motivation to continue our work, we have
plans to improve the results.

The amount of data that we have on input is very huge, and several first tries ware failed. We were need
to experiment with different techniques and technologies to work with given data. Moreover, even now,
when we have prepared relations graph, each iteration in the program must be justified, otherwise,
everything works very slowly.

The search in Web Archives is not for everyday use and we do not expected that results will completely
satisfy us. The key idea the work is research of additional attributes of web archives, unfortunately, we
do not have enough time to present them in the work.

In the work, we finished only first part of our goal. Right now, we implemented simple HITS and
PageRank algorithms, they allow us to make some small researches over retrieved data.

The next step will be to include first crawl date and last crawl date into HITS algorithm. Potentially we
can find some hubs that existed before, but no longer exists today. By using those properties, we also
can know age of the pages and we do not know how it change results.
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SOME QUALITY CHARACTERISTICS AND METRICES IN OVERALL
TELECOMMUNICATION NETWORKS

Emiliya Saranova, Stoyan Poryazov

Abstract: More precise definitions of some ITU-T traffic concepts are used. On their base, three new
more precise QoS traffic indicators are proposed and used for QoS characterization of a services
delivered by a pool of resources (service phase concept). The quality of composition of two connected
(sequentially or in parallel) service phases is presented as aggregation function of the qualities of the
phases. Four different metrics are proposed. The results allow more precise prediction of service
composition quality as function of sub-services quality. The approach is applicable for the overall
telecommunication network QoS estimation.

ITHEA Keywords: Service composition, Causal aggregation, Quality of service composition, Quality
metrics

Introduction

The composition of informational services (especially in the internet) is an important topic from many
years [Stegaru et al. 2012]. In the survey [Kondratyeva et al 2013] the quality of a composition as a
function of the composed services’ qualities is considered. Most of the metrics, for quality of composition
estimation, use weighting coefficients proposed from the Network Administration. The objective metrics,
based on direct analysis of flow, time and traffic parameters are rare. At the present, the state of the art
is not very forwarded, in this direction [Otsetova, A., Saranova, 2017].

In this paper, the approach developed from authors in [Poryazov et al 2018a] and [Poryazov et al
2018b] is advanced for estimation of quality of service composition as an aggregation function of
qualities of the service components (sub-services). More precise definitions of some ITU-T traffic
concepts are used. On their base, three new more precise QoS traffic indicators are proposed and used
for QoS characterization of a services delivered by a pool of resources (service phase concept). The
quality of composition of two connected (sequentially or in parallel) service phases is presented as
aggregation function of the qualities of the phases. Four different metrics are proposed. The results
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allow more precise prediction of service composition quality as function of sub-services quality. The
approach is applicable for the overall telecommunication network QoS estimation.

Basic virtual devices

At the bottom of the structural model presentation, we consider “basic virtual devices” that do not
contain any other virtual devices. Basic virtual devices, used in this paper, have graphic representations
as shown in Figure 1.

G

Generator Terminator Server
— O D
Director Transition Graphic Connector

Figure 1. A graphical representation of the main basic virtual mono-functional devices used.

e (Generator - this device generates calls (requests, transactions);

o Terminator — this block eliminates every request entered (so it leaves the model without any
traces);

e Server — this device models the delay (the time duration of a service, the holding time) of

requests in the corresponding device without their generation or elimination. It models also
traffic- and time characteristics of the requests processing (c.f. Figure 2);

e Director — this device unconditionally points to the next device, which the request shall enter,
but without a transfer or delay of it;

e Transition — this selects one of its possible outputs for each request entered, thus determining
the next device where it shall go to;

e Graphic Connector — this is used to simplify the graphical representation of the conceptual
model structure. It has no modeling functions.

The flows and main parameters of a basic virtual device (e.g. server) have the graphic representation as
shown in Figure 2.



International Journal "Information Models and Analyses" Volume 6, Number 2, © 2017 133

F (1-Px) F
>
w
oy
]
>< H 13 Y
W | /np.Fx=Fx Device “x”, out Fx = Ex
» with parameters’ names: >
Fx, Px, Tx, Nx, Yx, Vx.

Figure 2. A graphical representation of a basic virtual device x and its main parameters.
In stationary state inp.Fx=out.Fx=Fx.

Parameters of the basic virtual device x are the following (c.f. [ITU-T E.600, 1993] for terms definition):

Fx = Frequency (intensity or incoming rate) of the flow of requests (requests per time unit) to
device x;

Px = Probability of direction of the requests towards device X;

Tx = Time duration of servicing of a request in by device x;

Nx = Number of lines (service places, positions, capacity) of device x;
Yx = Traffic intensity [Erlang];

Vx = Traffic volume [Erlang - time unit].

Stationary state

By assumption, every device, in the models, in this paper, is in a stationary state. So one may apply the

Little’s theorem [Little 1961] and for each device:

Yo=FxTx (1)

In stationary state, input (inp.Fx) and output (ouz.Fx) flow intensities of a server coincide, because
requests are not generated or terminated in a server. Obviously:

inp.Fx = out.Fx=Fx (2)
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Parameters’ Qualification

In Fig. 2, one may see notations inp.Fx and out.Fx. Traffic qualification is necessary and it is used in
[ITU-T E.600, 1993], but without any attempt for including the qualifiers in the parameters’ names. Since
[Poryazov, Saranova 2006] we use up to two qualifiers as a part of the parameter's name. In this paper
we use ‘rep.’ for ‘repeated’, ‘ofr.” for ‘offered’, “srv’for ‘served’, “crr” for ‘carried’etc. We expand the
meaning of the traffic qualifiers to the other parameters determining the traffic, e.g. in our notations,
ofrYs=ofr.Fs srv.I's means: ‘the offered traffic intensity to the switching system is a product of the
offered requests’ frequency (rate) and the service time duration in the switching system’.

Service phase concept. Causal normalization

Based on the ITU-T definition of a service, provided in [ITU -T.E.800] (Term 2.14), i.e. “A set of functions
offered to a user by an organization constitutes a service”, we have proposed [Poryazov et al 2018b] the
following definition of a service phase.

Definition 1: The Service Phase is a service presentation containing:

¢ One of the functions, realizing the service, which is considered indivisible;
¢ All modeled reasons for ending/finishing this function, i.e. the causal structure of the function;
e Hypothetic characteristics, related to the causal structure of the function (a well-known example
of a hypothetic characteristic is the offered traffic concept).
Note that a service phase corresponds to service delivered by one pool of resources. We may present
the service phase in device s by means of k+1 basic virtual causal devices, each representing a
different reason for ending this service phase (Figure 3).

Figure 3. Traffic characterization of a service phase, represented as device s,
by means of k+1 basic virtual causal devices.
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In Figure 3, only one causal device represents successful completion of the service in device s — with
carried traffic (crr.Ys), whereas the remaining causal devices represent k different reasons for
unsuccessful ending of the service — respectively with traffics prs. Yi, prs. Y. prs. Ye .

Generalizing, for more precise traffic characterization in a pool of resources, we propose the following
definitions:

Definition 2: The Served Traffic in a pool of resources is the traffic, occupying (using) resources in the
pool.

In Fig. 3, the served traffic in device s (srv.Ys) is the following sum:

srv.Ys = prs.Y1+ prsY2+..+ prs.Yk+crrYs . 3)

Definition 3: The Carried Traffic in a pool of resources is the traffic, which was successfully served in the
pool (and carried to the next service phase).

In Figure 3, the carried traffic in device s is crr.¥s.

Definition 4: The Parasitic Traffic in a pool of resources is the traffic, which was unsuccessfully served in
the pool.

In Figure 3, each of traffics prs.Yiprs.Y>.. prs.Ye is a parasitic one. Parasitic traffic occupies real

resources of the pool, but not for an effective service execution.

In Definitions 2 and 3, the served- and carried traffic are different terms, despite the ITU-T definition of
the carried traffic as “The traffic served by a pool of resources” ([ITU-T E.600, 1993], Term 5.5). We
believe that this distinction leads to a better and more detailed traffic- and QoS characterization.

Causal aggregation in a service phase

The causal aggregation is understood as an aggregation of all cases in the model, corresponding to
different reasons for service ending (referred to as unsuccessful cases).
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Here a causal generalization is proposed, as an aggregation of all successful (crr.Ys ) and all
unsuccessful cases ( prs.Ys).

k
prsYs = Y prsYi; (4)
i=1

By Definition 2, the served traffic is a sum of the parasitic and carried traffic (c.f. Figure 1):

srv.Ys = prsYs+crrYs ; (5)

srv.Fs = prs.Fs+crr.Fs . (6)

By using the Little’s formula we have: prs.Ys = prs.Fs prs.Ts and crr.Ys = crr.Fs crrTs. Hence:

srv.Ys = srv.Es srv.Ts = prs.Fs prs.Ts +crr.Fs crrTs (7)

The causal generalization of Figure 3 is presented in Figure 4:

ofr.Fs

1-prs.Ps crr.Fs

prs.Fs

Figure 4. Causal generalized presentation of a service phase.

The causal generalized presentation of a service phase (Figure 4) consists of two virtual devices — one
presents successful (carried) service and the other — unsuccessful (parasitic) service. ofr.Fs is offered

(incoming) intensity of requests; crr.Fs and prs.Fs are carried and parasitic respectively; prs.Ps is

the probability for parasitic service.
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If we assume that of#.Fs , prs.Ps , prs.Tx and crr.Fs are known, then directly from Figure 4 and

Little’s theorem, we receive:

prs.Fs=ofr.Fs prs.Ps (8)

prs.Ys = prs.Fs prs.Ts=ofr.Fs prs.Ps prs.Ts 9)
crr.Fs =ofr.Fs (1— prs.Ps) (10)

crr Ys =crr.Fs crrTs =ofr.Fs (1— prs.Ps) crr.Ts (11)
srv.Fs = prs.Fs+crr.Fs=ofr.Fs (12)

The service phase is considered as a device comprising carried and parasitic causal devices (c.f. Figure
4), so the served traffic intensity s7v. Yx is a sum of their traffics:

srv.Ys = srv.Fs srv.Ts = prs.Ys +crr.Ys =

ofr.Fs(prs.Ps prs.Ts+(1— prs.Ps) crr.Ts)
Therefore the mean service time of the phase (s7v.T5) is:

srv.Ts = prs.Ps prs.Is+(1— prs.Ps) crr.Ts (14)

Quality factors and indicators of a service phase

There are many aspects of Quality of Service (QoS) [ITU -T.E.800], many factors influencing the QoS
and corresponding indicators. We divide two types of factors’ effects: degradative and terminative
causing different effects. Degradative factors may cause degradation of the QoS, but the service is
classified as successful. Terminative factors (i.g. interruption of the connection) cause termination of the
service, which is classified as unsuccessful. A factor may be classified as degradative or terminative
depending of its intensity, (i.g. noise, distortions, packet losses in speech communication, etc.).
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In this paper we consider terminative effects only. Consequently, the quality indicators may be
expressed in the concepts and terms of causal presentation of the services, considered in the previous
two sections.

Following ITU-T approaches of traffic qualification and indicators definition ([ITU-T E.600, 1993] [ITU-T
E.425]), and causal presentation of the services explained (c.f. Figure 4), we propose the following
quality indicators:

Flow Quality (O ):

_carried requests' flow intensity _ crr.F (15)

Oy

served requests' flow intensity — srv.F

Traffic Quality (Q,, ):

_ carried traffic intensity _ crr.Y (16)
Y served traffic intensity  srv.Y
Time Quality (O, ):
total successful service time of requests
0 = i f req (17)

total service time of requests

The expression of the defined indicators using known parameters follows.

From (15), (10) and (12) follows

_carF _ofr.F (1- prs.P)

L— oiF sk 18)
From (16), (11) and (13) follows
0, - crrY _ (1- prs.P) crrT (19)
s  prs.P prs.T +(1— prs.P) crr.T
Taking into account (14), from (19) follows:
0, (1- prs.P) crr.T 20)

srv.T

Proposition 1: Numerically O, =0, in a service phase.

Proof: From (17) and (20) follows:
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0, = total successful service time of requests _ ofr.F' (1— prs.P) crrT _
! total service time of requests ofr F srv.T

0, ()

Quality aggregation of two consecutive service phases

Let Device x comprises two consecutively connected service phases named 1 and 2 (Figure 5)

ofr.Fx = ofr.F1 crr.F1 = ofr.F2 - crr.F2 = crr.li<

Device x

prs.F1
prs.F2

Figure 5. Two consecutively connected service phases named 1 and 2, and comprised in Device x .

We'll express the quality of the comprising Device x as function of its internal phases 1 and 2 (Figure
5). Obviously:

ofr.Fx=ofr.Fi1 ; crr.F1=ofr.F2 ;crr.F2=crr.Fx (22)

By definition (15), the flow qualities (Q4., Or1, Or2) of Device x and internal phases 1 and 2 are:

crr.F,
= X 23
O% srv.F ()
crr.Fy
= 24
Or1 v R (24)
crr.fh
= 25
Or2 v Fy (25)

Proposition 2: The flow quality O of the consecutively connected service phases is a multiplication of

the flow qualities (Qr1, Oy ) of the phases:

05 =070 (26)
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Proof: From (12), (22) and (24):

errF = ofr.F Oy (27)
From (12), (22) and (25):

crrFy =ofiFy Opy (28)
From (22), (23), (27) and (28) follows

crr.Fx = CI"I".FZ = Oﬁ'.FZ sz =Cl’7".Fl sz = Oﬁ’.Fl Qfl sz =0ﬁ".Ffo1 sz (29)

From (23) and (29) follows (26).

Proposition 3: The traffic quality (O, ) of the consecutively connected service phases is a weighted

mean of the traffic qualities (0,1, 0,,) of the phases:

ny = le o+ QyZ 1%9] (30)
where:
srvl
_ 31
“ srv.Yy ( )
srvYs
=V 32
% srv.Y, ( )
og+toy = 1 (33)

Proof: By definition (16), the traffic qualities (Q,,., Oy1, O,>) of Device x and internal phases 1 and 2

are:
» =—§ (34)
0y = Z:g (35)
- Yy (36)

srv.Yp
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In the scheme in Figure 5, every served (carried or parasitic) request in devices 1 and 2 is served in
comprising device x , therefore:

crr.Y, =crr.Yj+ar.Y, (37)
srv.Y, =srv.j+sm.Y, (38)

From (34), (37) and (38) follows:

_ crr.Yitcerr.Y, _ cr.ly crr.Yy 39
Op srv.Y, srv.Y, ’ srv. Y, (39)
From (39), (35) and (36) follows:
O, srv.Y] O, srv.Y,
Oyx = > +=2 =0y q+0y (40)

srv.Y, srv.Yy

From (38) and (40) follows Proposition 3.

Proposition 4: Traffic quality metrics of the consecutively connected service phases depends of flow
quality metrics.

Proof: Expressing (31) and (32) by the parameters of devices 1 and 2, and using (11), (13), (15), (24)
and (25) we obtain:

srv.Y1=ofr.Fx|[prs.P1 prs.T1+ QOricrr.T1] (41)
srv.Y2=ofr.Fx Q[ prs.P2 prs.T2+Qr2 crr.T2] (42)

srv.Yx =ofr.Fx {prs.P1 prs.T1+ Qri[crr.T1+ prs.P2 prs.T2+Qr2crrT2]}  (43)

Quality aggregation of two parallel service phases

Let two service phases are connected in parallel (Figure 6) and considered as a comprising Device x .
An offered request may be served alternatively: with probability Piin Service Phase 1 or with probability
P2 -in Service Phase 2. Obviously:

Pi+P2=1 (44)
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1
2 i
ofr.Fx ; crr.Fx
e Device x
C& I
2

Figure 6. Two parallel connected service phases named 1 and 2, and comprised in Device x .

Proposition 5: The flow quality (O ) of Device x depends from the flow qualities of two parallel

connected service internal phases 1and 2, (O, Oy ) by the expression:

Op=0p1 PL1+0p2 P (49)
Proof: By definition (15):
= “
From Figure 6 follows:
crr.F =crr.F +crr.Fy (47)
From (46):
crr.Fy =0y ofr.Fy (48)
ofi.Fy =ofi.F, P, (49)
Therefore:
crr.Fy = Qg crr.Fy Py (50)
Analogously:
crr.Fy =0y crrFy Py (51)

From (47), (50) and (51) follows:

crr.Fy=ofr.F, (Or1 R+0r2 B) (52)
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From (52) follows (46) — the Proposition 5.

Proposition 6: The traffic quality (Q,,) of Devicex depends from the flow qualities of two parallel

connected internal service phases 1 and 2, (Qy1, O, ) by the expression:

ny = le IBI + Qy2 ﬁZ
where:

_ srv.Yl _ Pl srv.Tl

ﬁ] srv.Yx srv.T ¥
_srv.Yy  Pysrvdh
2 srv.Y, srv.T,
B+B=1
Proof: By definition (16):
_ar. Yy
Y s, Y,

From (37) and (57) follows:

_arY, crftarYy, crl N crr.Yy

yx

s, Y, srv.Y, srv.Y, srv.Y,
From (58), (35) and (36):
crr.p sv.Y) crr.Yy srv.Y, srv. X srv.Ys
M srv.Y, srv.Yp  srv.Y, sm.Y, v srv. Yy O srv.Y, Oy A Or2 A

Where, following (49) and analogous expression for ofr.F2 follows that:

swv.Y,  ProfrFy sy Ppsmvd

B

srv.Yy  ofrF, sm.Ty srv.Ty

_sm.Yy P ofrFy srvI, P srv.T,

srv.Yy ofr . F, srv.T, srv.Ty

(57)

(58)
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Conclusion

The four metrics defined (26), (30), (45) and (53) are useful for QoS estimation of different parts of the
telecommunication network as well as of the overall network (considered as consists of aggregated
served and carried traffics).

For further work, estimation of composed QoS degradative factors is very important, because it is not
investigated enough.
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REQUIREMENT ANALYSIS OF USER INTERFACE COMPONENTS FRAMEWORK
FOR MOBILE DEVICES

Yurii Milovidov

Abstract. The article suggests approaches to simplify the design of a user-friendly and modern
graphical user interface for mobile devices. Comparative analysis of mobile application development
environments is represented. The selection of the development environment for creating the user
interface is justified. Conclusions are made regarding the choice of the Unity environment, which
supports the compilation of applications for various platforms, as well as the developer-friendly
mechanism for creating composite controls.

Key words: graphical user interface, framework, mobile development, cross-platform development,
user control.

ITHEA keywords: D.2 Software engineering, D.2.1 Requirement/Specification, D.2.13 Reusable
Software.

Introduction

Designing convenient and effective graphical user interface (GUI) is one of the most crucial aspects of
mobile application development. It is a precondition for creating various GUI components for simplifying
of user interface planning. But limitations of development environment may cause extra difficulties while
implementing the GUI. There are three most common ways to surpass such difficulties: creating self-
developed solutions, paying for ready-to-use non-free libraries or looking for some options on the
marketplace.

In any case, stakeholders should set up the process of reusing GUI libraries.

Preparing new GUI libraries is performed by combining default user interface (Ul) components into
certain composite objects. Such objects, possessing needed functionality, are close to what developer
needs in the majority of cases. Such approach is time-consuming - developer has to join components
and set up all the interactions and visual parts. So, it is a proper solution to create a library of assets that
are reusable and cover common cases and demands.

This grounds the actuality of the problem of implementing a library for designing composite user
elements in game development engines. This article is devoted to solving this task for Unity3D
environment.
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Other widespread effective requirement analysis techniques are based on Model-Driven Development
Approach using visual modeling languages as UML [Chebanyuk, 2014a], [Chebanyuk, 2014b],
[Chebanyuk and Shestakov, 2017].

Related work

While development frameworks for mobile devices provide rich support for sophisticated input
mechanisms like gestures, etc., they lack support for graphical editors. In the paper [Buchmann and
Pezoldt, 2014] authors present a lightweight framework for graphical editors which empower the user to
easily build touch-enable graphical editors for android devices.

The development and maintenance of mobile applications for multiple platforms is expensive. One
approach to reducing this cost is model-driven engineering. In the paper [Jia and Jones, 2012] authors
present a novel model-driven approach to cross-platform mobile application development using a
Domain Specific Language (DSL), called AXIOM (Agile eXecutable and Incremental Object-oriented
Modeling). This approach could significantly reduce the development cost and increase the product
quality of mobile applications.

Unity is a feature-rich, fully-integrated development engine that provides out-of-the-box functionality for
the creation of interactive 3D content. The book [Thorn, 2015] shares extensive and useful insights to
create animations using a professional grade workflow.

The book [Smith and Queiroz, 2013] helps build successful games with the Unity game development
platform using the powerful C# language, Unity's intuitive workflow tools, and a state-of-the-art
rendering engine to build and deploy mobile, desktop, and console games.

Task

Design a framework of graphical user interface components that is answer to the next requirements:
— convenient for reuse;

— containing elements that are not present in standard Ul framework.

Grounding of choice game engine for user interface designing

Currently there are several environments for Android applications development, and they vary in many
ways. The majority of such environments require purchasing a specific license for commercial usage.
However, there are some non-proprietary solutions with open source code. The most widespread are:

— android studio;

— unity.
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The major advantages of these environments are:
— presents of debugging tools;
— out-of-box software for hardware emulation;
— integration with modern integrated development tools.

Peculiarity of Unity3D is a possibility of creating cross-platform mobile applications, while Android Studio
is designed only for implementing Android apps.

Asset store libraries overview

Represent an analysis of free libraries that are represented on Asset Store market in “Scripting/GUI”
category.

Consider the next uGUI Windows Extension, Skill Ul, NGUI Infinite Pickers and GS Custom
Multipurpose Dynamic Listview.

uGUI Windows Extension is a library by Motion Entertainment that is designed to use modal and
dialog windows in a Unity application. This library includes customizable templates and ready-to-use
features like window transitions. The appearance of components in uGUI Windows Extension is highly

customizable.

Skill Ul by Hamed’s Games is a set of components for designing user interfaces includes the following:
— grid for displaying text, images and other interface elements in a tabular view in Unity3D;

— uniform grid for displaying the very same information as grid when all components, and grid
cells have the same size;

— dock panel - interface area used for placing child elements in horizontal or vertical rows;
— wrap panel - interface area that places child elements horizontally from left to right;

— stack panel - interface area that places child elements in a line that may be aligned horizontally
and vertically.

NGUI Infinite Pickers (developer Cregzo) is a big collection of GUI widgets:
— date picker - interactive scrollable widget for selecting date and time values;
— image picker - interactive widget for selecting an image (i.e. game avatar);

— item picker - interactive widget for selecting one of text field options (i.e. character class
selecting).
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Requirement specification for GUl components library

A requirement specification for graphic elements’ user library is presented in the table 1.

Table 1. Requirement specification for graphic elements user library

Requirement Requirement description

code

Functional requirements

F1 Tabular display of text and numeric data;
F2 Tabular data scrolling
F3 Table is updated as soon as the data are changed. After this, the table is

available for new review.

F4 Vertical and horizontal content alignment
F5 Text areas display depending on state of other widgets
F6 Text areas displaying and collapsing data

Non-functional requirements

NF1 To be well documented using behavioral UML diagrams

NF2 To be designed for easy reuse

NF3 To be extensible

NF4 Adapting Ul components for different resolutions of mobile screens
NF5 Portability

Consider process of software requirement elicitation taking an example functionality of Ul component
supporting representation of table supporting scrolling. Activity diagram for Ul table with scrolling is
shown in the figure 1. Sequence diagram is shown in the figure 1.
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Figure 1. Activity diagram for Ul table with scrolling
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During table draw the table data are initialized and displayed. Table is bind to database, file or other
data structure defined by developer.

During the data display, user is able to scroll through the component, is the amount of records is bigger
than the display area. For the detailed analysis of algorithm for user interface working sequence
diagram is designed. User passes data inside the table, which should check the data and display it in a
tabular representation with indents and cell alignments.

All the alignment and indentation parameters are set up by the component developer. Upon the update,
data is rewritten and resent to the table. After this, the table is filled with up-to-date information. As soon
as user leaves the table it is destroyed. However, all the data are saved and renewed table have to be
redrawn further.

@

User Table Data
' ' |
——— View data b Seeif data available —m

b= — — — —remam data— — — —
—
antofill table
<—— Displayresult — -

1
rewrite data to
data storage
e SV EhETgEA e ]
autctill table
._-E: _______________
-

—— Pt the cornponent parent scope —e
<= Donotshowthetable -

L
! "\

Figure 2. Sequence diagram for Ul table with scrolling
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Elicitation of non functional requirements

Convenient using

All the library elements are composed from the basic Unity GUI elements. It has a simple-to-understand
API for developers acquainted with the Unity GUI system. In terms of ergonomics, library components
can match the default GUI system components.

Portability

Library components may be used in any Unity project, which implies it can be used on various platforms
and multiple operating systems.

Unity v5.3 is available on PC, Mac, Linux, Android, IOS, Tizen, PS3, PS4, Xbox 360, Web GL, Unity

Web Player, Apple TV, Samsung TV, which gives an opportunity to present the product to a large
audience.

Conclusions

In scope of a given paper, the following results have been accomplished:

1. a specific development environment for library creation has been chosen;
functional requirements for library components have been defined;
a fundamental library structure has been established;

the dependencies and interconnections between libraries have been set up;

o B~ w0 >

prototypes of user components have been designed according to the functional requirements.
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COMPUTER-BASED BUSINESS GAMES’ RESULT ANALYSIS
0. Vikenteva, A. Deriabin, N. Krasilich, L. Shestakova

Abstract: Given research considers the Business Intelligence analysis of computer based business
games. A tool environment, called Competence-based Business Game Studio (CBGS), is applied for
business games’ design and development. An approach is proposed that allows designing and
conducting business games based on enterprises business processes. Consequently, CBGS may be
considered as a universal product with respect to domain. Competence-based Business Game Studio
consists of several subsystems. The Analysis Subsystem makes possible to exclude human factor from
the process of player skills and knowledge assessment, the latter are scored employing an automated
approach based on formal parameters. This paper defines the source data for Analysis Subsystem as
well. Data warehouse containing multidimensional data marts was designed for the evaluation of
player’s competency. Two info-cubes were developed: the first info-cube is proposed to assess players’
actions, the second one - to identify bottlenecks within business processes using efficiency assessment
of Decision Making Points. In order to collect information about players Complex Analysis methods are
proposed for implementation: such as aggregation, navigation and filtering. To evaluate business game
quality three types of Decision Making Points should be distinguished. Decision Making Points
completed by players are allocated to the aforementioned types using cluster analysis (PAM-algorithm)
and supervised classification.

Keywords: business intelligence methods, data warehouse, competencies, active learning methods,
business-game.

ACM Classification Keywords: K.3 Computers and Education: K.3.2 Computer and Information
Science Education — Information systems education. |. Computing Methodologies: 1.2 Artificial
Intelligence: 1.2.1 Applications and Expert Systems — Games.

Introduction

The implementation of game mechanics implies an increase of a player’s involvement into the learning
process by simulation of real-life conditions. Moreover, player's actions are evaluated in accordance
with the set of competencies and criteria. There are a lot of researches in the business games area. For
instance, one of the most popular and complex business games products are SimulTrain, Innov8,
BrandPro. However, most of such systems focus on a certain domain.
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The proposed approach to the creation of competence-based educational environment consists of the
development of design, technical, organizational and methodological tools for implementing one of the
active methods of forming competencies that is named competence-based business games
[Vikentyeva, 2013]. The approach is multi-model and is based on the development of domain-specific
models applied in design and execution stages [Vikentyeva, 2015].

Competence-based educational system (CBGS — Competence-based Business Games Studio) should
consist of several subsystems. The CBGS structure is presented in Figure 1. [Vikentyeva, 2013].

Correction Analysis
Subsystem Subsystem
. Conduction ]
[ Design Subsvstem]——-[ Subsystem J KResult
Monitoring Evaluation
Source Data [ Subsystem I Subsystem J

i

|

Figure 1. Structure of CBGS

Nowadays prototypes of following subsystems are developed:

— Design Subsystem. Business Processes Models are building within the Design Subsystem.
These models are transformed from weakly formalized format based on real business
processes models into formalized form with the use of graphical models editor.

— Conduction Subsystem. Source data for the subsystem are game plan and information about
resources used during the game. The mechanism testing users is named Decision Making
Point (DMP). DMP determines the course of game when a user has chosen resources.

— Evaluation Subsystem. It allows evaluating player’s actions based on tests.
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— Monitoring Subsystem. The subsystem implements two modules for working with databases:
one is design to work with the database of operational data obtained during the game, the
second works with a database of the results of players’ testing.

This research issues related to business games results analysis using Business Intelligence methods
are considered.

The process of human resources knowledge evaluation is subjective since it implies the influence of
human factor. The CBGS'’s Analysis Subsystem allows excluding human factor due to automated
approach to assess the trainee competency based on formal parameters. Nowadays there is a lot of
research in the field of Educational Data Mining (EDM). EDM aims to apply Data Mining methods to
extract information related to the learning process [Hung, 2012], [Jeong, 2013], [Sahedani, 2013].

The Analysis Subsystem should assess player's competences (knowledge, skills, experiences) based
on his choice of resources within DMPs. DMPs allow the player to choose the sequence of operations of
a business process. Data of passed games have to be compared with the reference model developed
within the Design Subsystem.

It is important to take into account that the reason of a trainee inability to complete the game with 100%
success might be the Game bottlenecks. Some algorithms may be not trivial even for experts of a
corresponding business process as model of unified educational business process (UEBP) including
DMP is automatically generated. Business game scenario is being built based on UEBP.

Analysis Subsystem should perform two major analysis procedures [Vikentyeva, 2016]:

— Player’s actions analysis that allows providing player's characterization based on all business
games, which the player participated.

— Game analysis to its correction in the case of bottlenecks identification. Such analysis has to be
conducted for all DMPs.

Data Sources for Analysis Subsystem

The reference model of business process is created within the Design Subsystem. Business Process
Design database stores the correct sequence of operations for each business process as well as a set a
set of resources for every operation. Data for tables «Business Process», «Operation», «Resources»
have to be loaded from this database [Vikentyeva et al., 2015].

Competence is a set of knowledge, skills, experience and personal characteristics, that are needed for
successful performance of tasks [Kozodaev, 2015].
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The concept of competence is considered in the learning process. It is important to understand that
personal characteristics and experience of players are not considered within the project, because it is
extremely difficult to evaluate experience level in a short time. Therefore, competence will be defined as
a set of knowledge, skills necessary for successful passage of a business game.

Process of competences planning implies creation of matrix defining the dependence between
operations of business processes and competences [Vikentyeva et al., 2013]. Within different business
processes the same operations can be characterized by different competences.

It is possible to identify the relationship between operations and set of competences. In order to
determine to what extend is competence formed and what knowledge and skills a player has, the
resources that the player chooses to perform operations should also be included in the multidimensional
array of competencies, since they are the ones that determine whether the player possesses the
necessary set of knowledge and skills to perform the operation (the player knows which resources to
choose and can apply them).

This structure can easily be formed in a multidimensional data warehouse, developed within the
framework of the analysis subsystem [Vikentyeva, 2016]. The schema of database storing the results of
passing games is also considered in the research [Vikentyeva, 2016].

Based on the data that can be extracted from the Design Subsystem and the Conduction Subsystem, it
can be determined that the evaluation of the players' actions should be carried out according to three
criteria:

— Correspondence of the sequence of operations performed by the learner during the game to the
reference model.

— Competence of the player (within a single game).

— Satisfactory time of passing the game.

Data Warehouse Info-objects

Data warehouse info-objects are divided into two types [Kolb, 2012]:

— A characteristic is a sequence of values of one of analyzed parameters. Characteristics may
include master data, texts and hierarchies;

— Akey figure is a data quantitatively characterizing the set of characteristics.

Table 1 presents characteristics that are created within the designing data warehouse.
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Table 1. Characteristics Developed in the Data Warehouse

Characteristic Name Type Amount of Symbols
Time of a Game Time -
Game Number for the Player Integer -
Player String 5
Business Process String 255
Operation String 255
Resource Type String 255
Resource String 255
Competence String 255
Competence Type (Knowledge/Skill) String 6
Knowledge/Skill Name String 255
Operation Number in the Reference Model | Integer -
Actual Operation Number Integer -

Table 2 presents key figures that are created within the designing data warehouse.

Table 2. Key Figures Developed in the Data Warehouse

Key Figure Name Type Unit of Measurement
The Deviation in Operations Sequence Integer
Operation Performance Indicator Integer (0 or 1)
Resource Selection Indicator Integer (0 or 1)
Formed Percentage of Knowledge/Skill Number Percentage
Maximum Percentage of Knowledge/Skill Number Percentage
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Data Warehouse Info-Providers

Within the developed data warehouse multidimensional data marts (info-cubes) are used.

In accordance with the functional requirements for the Analysis Subsystem it is necessary to design two
info-cubes:

— Evaluation of Players’ Actions.
— Search of Business Game Bottlenecks.

Table 3 represents the set of info-objects that are included into the info-cube designed for evaluation of
players’ actions [Vikentyeva, 2016].

Table 3. Structure of Info-cube Designed for Evaluation of Players’ Actions

Dimension Characteristics

Time Time of a Game

Game Player

Game Number for the Player

Business Process

Operation

Resource

Competence Competence

Competence Type (Knowledge/Skill)

Knowledge/Skill Name

Key Figures

The Deviation in Operations Sequence

Operation Performance Indicator

Formed Percentage of Knowledge/Skill
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With the use of this set of data, the following reports can be obtained:

— The percentage of each competence formation for the player. The report will show aggregated
data on competences.

— List of knowledge and skills that a player possesses or does not possess.
— Correspondence of actual operation sequence of a game to the reference model.

Table 4 represents the set of info-objects that are included into the info-cube designed for searching
business game bottlenecks [Vikentyeva, 2016].

Table 4. Structure of Info-cube Designed for Searching Business Game Bottlenecks

Dimension Characteristic

Game Player

Business Process

Game Number for the Player

Decision Making Point Operation

Resource Type

Resource

Key Figures

Resource Selection Indicator

Maximum Percentage of Knowledge/Skill

By applying clustering to the data bottlenecks in decision making point (DMP) can be detected.

The Process of Loading Data into Data Warehouse Info-providers

Into the info-cubes data is loaded from the following databases:
— Database for business processes’ modeling.
— Database for competence planning.

— Database of actual results of game.
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The algorithms for loading data into the info-cube designed for evaluation of players’ actions are

presented in Table 5.

Table 5. The Algorithms for Loading Data into the Info-cube Designed for Evaluation of Players’ Actions

Dimension Characteristics Algorithm of Data Loading Source Database
Time Time of a Game Formula: End Time-Start | Database of actual results of
Time of a Game game
Game Player Direct assignment Database of actual results of
game
Game Number for | Count  distinct Database of actual results of
the Player Process ID with the actual | game
Business Process ID, Player
ID and Start Time less or
equal the Game Start Time
Business Process | Direct assignment Database for business
processes’ modeling
Operation Direct assignment Database for business
processes’ modeling
Resource Direct assignment Database for business
processes’ modeling
Competence | Competence Direct assignment Database  for ~ competence
planning
Competence Type | Defined by table type Database  for  competence
(Knowledge/Skill) planning
Knowledge/Skill Direct assignment Database  for  competence
Name planning
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Key Figures

Dimension

Characteristics

Algorithm of Data Loading

Source Database

The Deviation in

Formula: Operation Number

Database for business

Operations within the Reference Model | processes’ modeling
Sequence for the Game - Actual | Database of actual results of
Operation Number game
Operation If the operation is present in | Database of actual results of
Performance the database of the actual | game
Indicator results of games for a
particular game and for a
specific  player, then 1,
otherwise 0
Formed If the resource characterizing | Database  for ~ competence
Percentage of | knowledge/skill is selected | planning Database of actual
Knowledge/Skill within the specified business | results of game

process and operation, then
the
knowledge/skill

percentage of
the
assigned,

within
competence is
otherwise 0
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Table 6. The Algorithms for Loading Data into the Info-cube Designed for Searching Business Game

Bottlenecks
Dimension Characteristics Algorithm of Data Loading Source Database
Game Player Direct assignment Database of actual results
of game
Game Number for | Count  distinct ~ Business | Database of actual results
the Player Process ID with the actual | of game

Business Process ID, Player ID
and Start Time less or equal the
Game Start Time

Business Process

Direct assignment

Database for business

processes’ modeling

Decision Making Operation Direct assignment Database for business
Point processes’ modeling
Resource Direct assignment Database for business
processes’ modeling
Resource Type Direct assignment Database for business
processes’ modeling
Key Figure

Resource Selection

Direct assignment (if resource

Database of actual results

Indicator was selected, then 1, otherwise | of game

0)
Maximum Direct assignment Database for competence
Percentage of planning

Knowledge/Skill
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Data Analysis Algorithms for the Info-cube Designed for Evaluation of Players’ Actions

Complex Analysis method is applied for Evaluation of Players’ Actions. The player's competence within
a single business process may be defined by several ways:

— The total competence of player based on actual results of game. Aggregation on Business
Process and calculation of average percentage of competence are necessary for this analysis.
Other characteristics are not considered. Sample of data includes Game Number, Player,
Business Process, Competence, Formed Percentage of Knowledge/Skill.

— The percentage of competence obtained by a player within a single game. Such a sample will
determine the degree of competence obtained by the player within the operation. Sample of
data includes Game Number, Player, Business Process, Operation, Competence, Formed
Percentage of Knowledge/Skill.

— Possession of certain knowledge and skills. For this type of analysis, the data should be fully
detailed. Sample of data includes Game Number, Player, Business Process, Operation,
Resource, Competence, Competence Type (Knowledge or Skill), Knowledge/Skill Name,
Formed Percentage of Knowledge/Skill (the key figure is restricted by condition «>0»).

— Unformed knowledge and skills of the player. For this type of analysis, all the data within a
single game must be aggregated by Operations and Knowledge/Skills. Sample of data includes
Game Number, Player, Business Process, Operation, Competence, Competence Type
(Knowledge or Skill), Knowledge/Skill Name, Formed Percentage of Knowledge/Skill (the key
figure is restricted by condition «==0»).

— In addition to the degree of the player's competence, the data set of the Info-cube also allows to
determine the deviation of actual operations’ sequence from the reference model. Sample of
data includes Game Number, Player, Business Process, Operation, The Deviation in
Operations Sequence (the key figure is restricted by condition «<>0»).

— In addition, it is possible to identify which operations from the reference model were not
performed. Sample of data includes Game Number, Player, Business Process, Operation,
Operation Performance Indicator (the key figure is restricted by condition «==0y»).

— A player progress. This type of analysis is performed by comparison of all results of passing a
particular game if the player participates in the game not for the first time.
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Data Analysis Algorithms for the Info-cube Designed for Searching Business Game Bottlenecks

Models of real business processes performed at enterprises can't be used in the design of business
games, therefore the concept of a model of a unified educational business process (UEBP) is
introduced [Vikentyeva, 2015]. UEBP reflects the essential invariant characteristics of business
processes of enterprises. UEBP can be quite complex and include not only consistent actions, but also
various business conditions, repetitive operations. UEBP must contain operations that simulate the
learning situation in the Business Game. The learning situation is understood as the situation in which
decisions are made in the process of selecting resources for performing operations and/or the next
operation of business process, etc. The learning situation allows to form or verify the player's

competencies.

The Business Game is an interactive test for each player, and, as it is known, the tests should include
questions, the correctness of the answers to which has a normal distribution. Therefore, there are two
types of Decision Making Points taking a role of bottlenecks in Business Game or UEBP. Types of such

points are the following:

— Simple DMPs are DMPs in which almost nobody makes mistakes even passing a game for the
first time.

— DMPs of increased complexity are DMPs in which even the most competent players make the

same mistakes.

The data analysis for the search for "bottlenecks" in Business Game should be implemented using one
of the Data Mining methods - clustering. At this stage of the design, we are looking for clusters of three
types of DMPs:

—  Simple DMPs.

— DMPs of normal complexity.

— DMPs of increased complexity.

Set of characteristics of the same type is used for each combination of Business Process and Decision

Making Point. Training sample is formed for all Business Processes.
The following characteristics must be used for DMPs’ clustering:
— Amount of mistakes made when selecting mandatory resources.

— Amount of mistakes made when selecting optional resources.

— Formed percentage of the player's competence within each game.
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During factor analysis it was revealed that the characteristics must be normalized in order to reduce the
amount of data. Normalization of data is performed by calculating the following values for each DMP:

— Average rate of mistakes made when selecting mandatory resources.

— Average rate of mistakes made when selecting optional resources.

— Average rate of the player's competence within each game.
These average values represent three dimensions in the characteristic set for clustering.

After that it was necessary to identify the most appropriate clustering algorithm for finding bottlenecks in

Business Game.

It is important to understand that the search for problem Decision Making Points needs to be done in
two stages, that is, clustering is performed two times. Simple Decision Making Points need to be
identified in a sample that includes the results of absolutely all games, including games of players with
low level of competencies. Decision Making Points of increased complexity should be identified only
among those games for which users have received high assessment, that is, the average player’s
competence within a business process is at least 75%. The second sample allows clearing the data

from the unsuccessful traineeship due to a lack of knowledge of business processes.

The paper [Barsegian, 2004] provides a description of the clustering algorithms that is later is used for

algorithms’ comparison.

Comparison of clustering algorithms will be performed according to the following criteria:

— The total number of clusters is known (three clusters: simple DMPs, DMPs of normal complexity
and DMPs of increased complexity).

— The volume of data sets may vary.
— The form of the clusters is arbitrary.
— Ease of work with multidimensional objects.
— The distance between clusters is small.
These criteria were singled out on the basis of the initial data (data in info-cube for searching

bottlenecks in Business Game), requirements for the result of data analysis and analysis of clustering

methods.

The comparison is made by the method "from the inverse", that is, it is determined which algorithms do

not satisfy the criteria in question. A comparison of clustering algorithms is presented in Table 7.
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Table 7. Clustering Algorithms Comparison

, : Ease of Work .
. Known Total Variable Arbitrary , Small Distance
Algorithm With
Number of Volume of Form of - _ Between
Name Multidimensional
Clusters Data Sets Clusters _ Clusters
Objects

AGNES
(Agglomerative | No Yes Yes Yes Yes
Nesting)
CURE Yes No Yes Yes Yes
DIANA
(Divisive No Yes Yes Yes Yes
Analysis)
BIRCH No Yes No Yes Yes
MST No Yes Yes No Yes
K-means Yes Yes Yes Yes No
Maximin No Yes Yes Yes Yes
PAM Yes No Yes Yes Yes
CLOPE No No Yes Yes Yes
Self-organizing

Yes No Yes Yes Yes
Map
HCM Yes No Yes Yes Yes
Fuzzy

Yes No Yes Yes Yes
C-means




168 International Journal "Information Models and Analyses" Volume 6, Number 2, © 2017

The results of the comparison show that no algorithm fully meets all the criteria. However, it is important
to take into account that under large volumes of data, databases with a multimillion-number transactions
and a large set of characteristics are understood. As factor analysis allowed reducing characteristic set
to three dimensions and OLAP technology allows getting aggregated data, it is assumed that actually
the volume of data is not large in the general sense. Thus, evaluating the characteristics of the
algorithms, it was decided to use the PAM algorithm for DMPs’ clustering, since the training sample will
not include a huge number of objects, the number of clusters is set and equal to three, the algorithm is
less sensitive to emissions, the occurrence of which cannot be predicted in advance. Clusters will be

classified in remoteness from the reference model.

In order to exclude of possible clustering mistakes related to fixed numbers of clusters two technical
DMPs should be added into training sample. For instance all DMPs might be of normalized complexity,
but PAM algorithm will distribute them into three sets anyway as this condition is set initially. Technical
DMPs with following parameters {0; 0; 100} and {100; 100; 0} representing simple DMP and DMP of
increased complexity properly allows getting rid of this problem. Here the first parameter is average rate
of mistakes made when selecting mandatory resources, the second - average rate of mistakes made
when selecting optional resources and the third - average rate of the player's competence gained during
the DMP performance. Such technical DMPs should not be displayed to the player as an output, but

allow avoiding errors associated with a fixed set of clusters.

In addition to clustering, supervised classification should also be applied to evaluate the quality of
DMPs’ design. Since DMPs distributed in clusters «Simple DMP» and «DMP of increased complexity»
might be simple or complex but have not worthless id their parameters are not equal to {0; 0; 100} or
{100; 100; 0}. The decision about such points redesign has to be made by the developer of UEBP,
however DMPs having parameters equal to {0; 0; 100} or {100; 100; 0} should be highlighted singularly

since they require redesign doubtlessly.

Conclusion

Since each resource is related with knowledge or skill analysis of player's competency is possible.

To conduct analysis of player's competency corresponding info-cube was designed. Applying Complex
Analysis methods such as aggregation, navigation and filtering following reports regarding player’s

competency can be obtained:

— Player’'s competency within a business process.
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— The percentage of different player's competences.

— Bottlenecks in player’s knowledge and skills.

— The reasons of the lack of player's competency.

— The list of the most qualified participants.

— Weaknesses of players.

— Knowledge and skills not acquired by players previously.

— The average time taken to complete a single iteration of the business process.

— The progress of players in time.

To conduct analysis of Business Game another info-cube was designed. The analysis of the Business
Game includes an assessment of the degree of successful DMPs performance in order to determine if
DMPs were designed correctly. To assess the quality of the business game, it is proposed to distinguish
three types of Decision Making Points:

—  Simple DMPs.
— DMPs of normal complexity.

— DMPs of increased complexity.

Clustering is used to distribute all DMPs to these types. To determine the most appropriate clustering

algorithm, a characteristic set was determined:
— Amount of mistakes made when selecting mandatory resources.
— Amount of mistakes made when selecting optional resources.

— Formed percentage of the player's competence within each game.

In order to increase operating speed of clustering algorithm, it was necessary to reduce the number of
analyzed transactions. Therefore, it was decided to normalize the analyzed indicators and characteristic
set was reformulated as follows:

— Average rate of mistakes made when selecting mandatory resources.

— Average rate of mistakes made when selecting optional resources.

— Average rate of the player's competence within each game.
Since the number of clusters is knows and the volume of training sample is not large due to

normalization of analytic set it was decided to use the PAM in order to assess DMPs. In addition to

clustering supervised classification should be applied.
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Based on implementation of clustering and supervised classification algorithms the UEBP developer is
able to identify DMPs that are recommended to revision as well as DMPs that must be revised as they

distort the results of player's competence assessment.
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METOAbI AHAJNIU3A 3ALUINOPOBAHHOIO TPA®UKA ANA OBHAPYXEHUA
CKPbITbIX YTPO3

Tamapa PagusunoBa

AHHOMayus: 370yMbIWAEHHUKU U  8pe0OHOCHOe npoepaMMHOe obecneyeHue  ucnonb3yom
3awupposaHHbIli npomokonn SSL/TLS dnsi ocywiecmerneHus HecaHKUUOHUPOBaHHOU aKmugHocmu,
ymo co30aem npobriemMb npu obHapyxeHuu emopxeHul. Cywecmayem 0sa nodxo0a K 0bHapyXeHUH
8MOPXKEHUU 8 3awugposaHHoM mpaghuke: 6e3 e20 dewugposaHuss u nocre €20 dewughposaHus. B
xo0e pabombi NPos8edeH aHanu3 0CHOBHbIX Memodos dewughposaHusi mpaghuka npomokona SSL/TLS.
B pabome npedcmaeneHsl memodbl U mexHonmoauu obHapyxeHus 8pedOHOCHOU akmusHoCmU 8
3awugpposaHHOM mpaguke, KOmopbie UCNOIb3yomes 8edyuwjuMu KOMnaHusiMu. Takxe npednoxeH
memod nepexeama u Oewucpposku mpacpuka, nepedagsaemo2o no npomokony SSL/TLS, komopbiti
MOXHO NpUMEHSMb Npu yOaneHHOM npoCiywusaHuU cemu, Ymo nosgonsem Oewughposbieams
nepedagaembie QaHHbIE 8 pexuMe NPUBITUXEHHOMY K peasibHOMY 8pEMEHU.

Kntoyesbie crnosa: npomokon SSL/TLS, yeposbl, ya38umocmb, cucmembl OBHapyXeHuUsi cemesbix
8MOopPXeHUl, Memodb! dewughposaHUs.

ITHEA Keywords: E.3 Data Encryption, C.2 Computer-communication networks - C.2.2 Network
Protocols, 1.5 Pattern recognition - 1.5.4 Applications, K.6 Management of computing and information
systems — K.6.5 Security and Protection.

BBeaeHue

B nocrnegHee Bpemsi HaMeTWNCA TPEHA YBEMWUYEHMS LONM WupoBaHHOrO Tpadmka. 1o oueHkam
komnaHum Cisco Ha JaHHbIn MOMeHT 60% Tpaduka B MHTEPHET 3aLncpoBaHo, a CornacHo NporHo3am
Gartner k 2019-my yxe 80% Tpaduka Gyget TakosbiM [Cisco, 2014, Orans, 2016]. LUudposaHue
Heobxoaumo ans obecneyeHns NPUBATHOCTM TPaXdaH, COXPaHEeHUs TallH B CEKPETE, BbIMOHEHNS
TpeboBaHuit 3akoHogaTeNbCTBA. HO 3MOYMBILMEHHUKM Takke UCMOMb3yT WidpoBaHne ans obxoaa
MEXaHW3MOB [eTEeKTUPOBaHUA UX HECAHKLMOHMPOBAHHOW aKTUBHOCTM, CKPblBas B3aMMOAEUCTBUE C
KOMaHAHbIMW CepBepamn BPedoHOCHbLIX nporpamm v ana apyrux 3agad. [Cisco, 2014, Orans, 2016,
TNykaukun, 2018]
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C ofHoO¥ CTOPOHbI CpPeACTBa 3alUMTbl He MOTYT BUAETb, YTO NPOUCXOANT B 3allMGpOBaHHOM Tpaduke
(no paHHbiM Ponemon Institute 64% komnaHuin He MOryT AeTeKTUPOBaTb BPEAOHOCHLIN KOO B
3alwmndpoBaHHOM Tpaduke). [Ins NPOHUKHOBEHMS B 3aluMPOBAHHbIE COEAMHEHWSI OpraHu13aLmmn 4acTo
ncnonb3ytoT ataky Man-in-the-Middle (MITM), koTOpyro OHM OCYLLECTBNAIOT B NIEranbHbIX LENSAX, HO 3T0
He £BNSeTCH neranbHbIM (HapyleHue TalHbl nepenucku, TpeboBaHWS 3akoHOZaTenbCTBa MO
obecneyeHnto  KoHMuaeHUMnbHOCTM MHdopmaummn). OBbIMHO Ha NEPUMETPE KOPMOpaTUBHOW UMK
BEJOMCTBEHHOW CeTW YCTaHaBMMBAETCH LUM03 WM KnacTep M3 LUM30B, KOTOPbIE OCYLLECTBASIOT
‘nepexsat’ W [OeMPPOBaHME [aHHbIX BHYTPWU CETU KOMMaHUM, 4TOBbl 3alMTUTLCS OT aTak,
ncnonb3ytowwmx npotokon SSL/TLS (SSL - Secure Sockets Layer, TLS - Transport Layer Security) ans
nepefayn BPEeLOHOCHOTO COAEPXMMOro, a TaKkke And aHanu3a nepefaBaeMblX JaHHbIX CUCTEMaMy
obHapyxeHnus sTopxeHun (IDS). [Ponemon, 2016, D'Hoinne, 2013]. Mocne gewwndpoBaHns Tpaduk
NPOBEPSETCA Ha Hannume BPEAOHOCHBIX aKTUBHOCTEN, 3alN(POBLIBAETCS CHOBA M OTMPABNSETCS Ha
IP-agpec HasHaueHus. O6HapyxeHue BpedOHOCHbIX akTueHocTen B SSL/TLS Tpadmke sBnsetcs
TPYAOEMKUM U CMOXHBIM, NOCKOMbKY WNGPOBaHUE MeLaeT aEeEKTUBHOCTM KNAacCUYECKMX METOA0B

oBHapyxeHus 1 aBNsieTca cnoxHon npobnemoi ans IDS.

Llenbto aToit  paboTtbl sBnsieTcs 0030p METOAOB aHanu3a Tpaduka U paspabotka MeToaa
pelwndpoBanns Tpaduka SSL/TLS ans oBHapyxeHus CKpbITbIX Yrpo3.

OcHoBHble MexaHM3Mbl npoBepku Tpadmka SSLITLS n pazpaboTku BeaywWwmx KOMNaHUM

Pa3paboTumkm BeAylMX KOMMaHUA M yyeHble BefyT aKkTWBHyl0 paboTy no paspaboTke METOAOB
06HapyeH1si BpeJOHOCHOM aKTUBHOCTM B 3alLK(POBAHHOM TpadhKe.

Cisco Encrypted Traffic Analytics n3snekaet u aHanuaupyeT YeTbipe OCHOBHbIX 3NIEMEHTA AaHHbIX:
nocnefoBaTenbHOCTL ANMH M BPEMEHW MakeTa, pacnpefenenve 6antos, cneundunyHble ans TLS
(OYHKLMM M UCXOAHDBIA NaKET AaHHbIX. YHUKaNbHas apXMTEKTYpa CrieunanmaMpoBaHHbIX MHTErpanbHbIX
cxem Cisco (ASIC) obecneusBaeT BO3MOXHOCTb W3BMEYEHUS 3TUX 3NEMEHTOB [JaHHbIX 0e3
3ameaneHus pabotel cetn nepedaym aanHbix. [Cisco, 2014]

Cisco Stealthwatch Enterprise ucnonb3yet NetFlow, npokcu-cepBepbl, TENEMETPUID KOHEYHbIX TOYEK,
MeXaHW3Mbl MOMUTUKA W [OCTyna, CEerMeHTauuio Tpaduka U MHOroe Apyroe, 4tobbl YCTaHOBUTb
0a30Boe «HOpManbHOe» MOBEAEHME ANS XOCTOB M Monb3oBaTteneit Ha npegnpuatun. Stealthwatch
MOXET KOppenmpoBaThb Tpagvk ¢ rnobanbHbIMM yrpo3amu, 4Tobbl aBTOMATUYECKM MAEHTUMLMPOBATDL

3apaXeHHble XOCTbl, KOMaHIHbIE 1 KOHTPOIbHbIE KOMMYHUKALMN 1 NOA03PUTENBHbIN TPaUK.
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Stealthwatch nopaepxwvsaet rnobanbHyt KapTy PUCKOB - OYeHb LLIMPOKWIA NOBEAEHYECKUA NPOthuIb O
cepBepax B VHTepHeTe, WOEHTU(UUMPYIOWMUA CepBEPbI, CBSA3aHHblE C artakamu, MOXeT ObiTb
NCMOMb30BaH Kak YacTb aTaku B ByayLiem. OTO He SABMSETCSH YepHbIM CMIMCKOM, a NpeacTaBnseT coboi
LEeNnoCTHYIO  KapTWHY C ToukM 3peHust BesonacHocTn. Stealthwatch aHanuaupyeT  HoBble
3almndpoBaHHbIe 3NeMeHTbI AaHHbIX Tpadmka B paclumpeHHoM pexume NetFlow, npumeHss meTtogpl
MaLLMHHOrO 0ByYeHMs 1 CTaTUCTUYECKOe MOAENMPOBaHME, YTODbI BbISBNATL BPEAOHOCHbIE LWaboHb! B
3aLnpoBaHHOM Tpauke, ANs BbISBIEHUS YIPO3 W YNyYLEHUs peakUun Ha UHLUMOEHTbI.

The SANS Institute npeanaraet ucnonb3oBaTb YETbipe NOAXOAA K AELIMPOBAHWMIO COEANHEHWI
SSL/TLS: 1) BbINOMHEHME NPOBEPKM HA CaMOM CepBepe; 2) NPOKCU-CEpPBEP TepMuHanos; 3)
Aewwndgposarne camum IDS; 4) aBTOHOMHbBIA UHCTPYMEHT AN AelumdpoBaHus coeguHeHus [Butler,
2013, Bakhdlaghi, 2017].

1. BbinonHeHne npoBepku Ha camom cepsepe. Cambiii NPOCTOi Cnocod NpoBepUTL 3aLUMPPOBAHHDIN
Tpaduk - ncnonb3osaTth IDS Ha ocHose xocTa (HIDS) Ha camom cepsepe, rae gelumdgpyeTcs Tpaguk,
npuHagnexatwmn atomy cepeepy. HIDS moxeT oTcnexusatb 4eACTBUS CepBepa M UckaTb HEOBbIYHOE
noBeaeHne, M3MeHeHUst B 6asax AaHHbIX, CUMCTEMHbIX bannax unu NObIX KPUTUYECKM BaXHbIX
AaHHbIX. YcTaHoBka HIDS moxeT 0oGaBuTb JOMOMHUTENBHYIO HAarpysKy, KOTOpas MOXET HeraTMBHO
NOBMMWATb HAa NMPOU3BOANUTESNBHOCTL, OCOBEHHO A5 HarpyKEHHOTO CepBepa.

2. SSL/TLS TepmuHanbHbIn npoken (06patHbIn npoken). OBbpaTHbIM NPOKCK - 3TO CEpBEpP, KOTOPbIN
BbICTYNaeT B Ka4eCTBe NOCPeaHMKa Mexay cepeepamu 6ekaHaa 1 knueHtamu. OH NpuHMMaeT 3anpocl
KIMEHTOB W M3BNEKAET Pecypchl, AP EKTUBHO CKpbiBatoLme 6ekaHa cepeepa OT KnneHToB. ObpaTHbIi
MPOKCK cepBep MOXET OblTb HACTPOEH ANs BbINONHEHWUS wmndpoBaHus SSL/TLS, BbicTynatowwero B
kayectBe SSL/TLS TepMUHANbLHOTO MPOCKM, KOTOPbIM CHUMAET Harpysky ¢ AelntpoBKA COEONHEHUI
SSL/TLS, nepenaBas HesawupoBaHHbIA TpauKk Ha accoummpoBaHHble cepeepa. OpHako
ncnonb3oBaHue npokcu-cepsepa SSL / TLS no3sonseT mcnonb3osatb IDS BHYTpK NOKanbHOM CeT
CEpBEPOB.

3. IDS BbinonHstowwmin gewndposanue. IDS npesocTaBnseTcs BOIMOXHOCTb BbINOSIHEHNUS npouecca
AEeLUMPPOBaHNS NPK 3aKPbITOM Krtove. ITO MOXET OblTb NpeaBapuTENbHbIA NPOLECCOp UK nnarkH,
KOTOPbI NOAAEPXWUBaeT [ellncpoBaHMe U HOpManu3auuio Tpaduka nepes TeM, Kak Nepeutn K
MexaHu3My obHapyxeHus. B HacToslee Bpems HeT npenpoueccopa Ans Snort Ans BbINONHEHUS
npouecca AewndpoBaHns, XOTs TEOPEeTUYEeCKM BO3MOXHO pa3paboTaTb TakoW NpeaBapuTeNbHbIN
npoLeccop unu noakmntoyaemblil mogynb (Snort FAQ, n.d.). OagHako dyHKuma gewndpoBaHus OCTynHa
B HekoTopbIx ycTpomnctaax IDS, Takux kak Juniper IDP.
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4. ABTOHOMHbIN WHCTPYMEHT BbINOMHAOWMI fewndpoBaHue. VHCTpymeHT Viewssld ucnonb3osancs
Ans pelwmndgposanns coeamHenns SSL/TLS, ucnonbaytowero obmeH kntodamu RSA. Viewssld - 910
BecnnaTtHbI MHCTPYMEHT C OTKPbITbIM MCXOQHBbIM KOAOM, KOTOPLIA MOXET AeLnMdpoBbIBaTb TpaduK
SSL/TLS gns IDS. OH pabotaert, npocnyLumnBas uHTepdenc Ha onpeaeneqHom IP-agpece, gewndpys
3aLmnpoBaHHbIN TpauK C NOMOLLBIO 3aKPbLITOrO KNova cepBepa W BblAaeT AeLndpoBaHHbIN Tpaduk
Ha nopT npocnywuBaHus IDS. OH He nogoepxuBaeT obmeH kntodamu [udbdu-Xenmara, a
noaaepXuBaeT Tonbko 06MeH knovamm RSA.

Komnanns Symantec wucnonb3yet pewenne Encrypted Traffic Management ans ycTpaHeHus
3almMdpoBaHHOrO CkpbIToro Tpagmka [Symantec, 2017]. KntouyeBbiM KOMMOHEHTOM 3TOro Habopa
pewennin SSL Visibility Appliance sBnsietcs BbICOKONPOM3BOAMTENBHOE CPEACTBO  MPOBEPKM,
pewwndpoBaHns 1 ynpasnedus SSL, macwrtabuposanne go 9 T6ut/c SSL-gelumdposaHus w
cnocobHoe OAHOBPEMEHHO NepefaBaTh AeLNPOBAHHYIO WHAOPMALMIO HECKONBKUM WHCTPYMEHTaM
BesonacHocTu. BoamoxHocTM nposepkn u gewwndposanuns SSL, npepoctaensemble SSL Visibility
Appliance, no3BonstOT cyulecTylowmum cpeacteam BesonacHoct u cetn (IDS/IPS - Intrusion
Prevention Systems, DLP, aHanu3atopam BpegoHocHbix nporpamm, Next Gen Firewalls - NGFW,
KPUMUHANMCTUKE, NnaTopmam aHanuTuku 6e3onacHoOCTH), MofyvaTb LOCTYN K OTKPbITbIM TEKCTaM B
notokax SSL, Tem cambiM N03BONSASA YCTPOUCTBY 6€30MacHOCTU 3(h(HEKTUBHO BbINOHATL CBOK paboTy,
paxe ¢ SSL-3alumgpoBaHHbIM TPathuKOM.

Kamnanna Gigamon npegnaraet Security Delivery Platform GigaSECURE, B koTopoit onepauusm
Be3onacHoCTV pa3peLlaeTcs MCNoNb30BaTh YHUKANbHDBIA aPXMTEKTYPHbIA NOAXOA «30HbI AeLINEPOBKIAY
Ans peweHus npobnembl aewmndgposanns SSL/TLS [Gigamon, 2017]. B «30He gelundpoBkuy Tpadmk
SSL/TLS pelwmdpyeTcs oauH pa3 U NOAAETCH Ha HECKOMbKO 3alUWLLEHHbIX WHCTPYMEHTOB NS
[anbHeiWwero aHanuaa M NpOBEPKW, TEM CaMbiM YCTPAHAS HEHYXHbIE M MOBTOPAKLLMECS LMKMbI
JewndpoBaHns M NOBTOPHOTO LUMG)pOBaHUA B WH(pACTpykType. bnarogaps paclmpeHHoMy
AelwndpoBaHHoMy pelleHunio gewndposanus SSL/TLS, Gigamon obecneunsaeT MomHy0 BUAUMOCTb
CeTM [And BbISIBNEHUS BPEAOHOCHBbIX Yrpo3 UM MpeaocTaBneHus [elndpoBaHHOTO  Tpaduka,
NPEACTaBNAIOLEr0 MHTEPEC AN COOTBETCTBYHOLUMX UHCTPYMEHTOB 6€30MacHOCTM ANns HEMEeANEHHOro
aHanwusa.

Heobxoanmo 0TMeTUTb, YTO CUCTEMbI ELUMPOBKM Tpadhuka, T.e. YCTPONUCTBA, peanuayroLme yHKLMY
SSL-npoken SSL pasrpysku, B AanbHenwem Oyayt Bce Gonee BocTpebOBaHHbIMYW, y4nUThIBAS POCT
“cnonb3oBaHWs NpoTokona wudgposanms SSL/TLS. OHM no3BoNSiOT He TONbKO AelwndpoBaTh Tpagmk
ANS CHUKEHWNS Harpy3kn Ha KOHEeYHble CEepBepbl, HO W OTNPaBUTL €ro Ha AOMOMHUTENbHBIA aHanmu3 C

MPUBNEYEHNEM CTOPOHHNX CPEACTB 3aLLUMUTbI MHGOpMALWN.
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Takke, CylecTByeT MHOTO CUTyauuid, korga agMmuHucTpatopbl UT AOmKHbI MCnonb3oBaTb MPOBEPKY
naketo, Hanpumep Wireshark. OBblMHO CambiM MPOCTBIM CNOCOBOM AELNGPOBAHMS  OaHHbIX
SBMNAETCA MCMOSb30BaHME 3aKPLITOTO KMtoya s COOTBETCTBYHILLErO OTKPbITOro Kmtova. Wireshark
npefocTaBnseT elle 0AHO CPeACTBO AN AewndpOBaHUS JaHHbIX, @ Takxke C UCMOMb30BaHWEM MNpe-

MacTep Krova.

B paborax [McGrew, 2016; McGrew1, 2016; Strasak, 2017] paccmoTpeHbl MeToabl OBHapyXeHus
BpeaoHocHoro Tpaduka HTTPS 6e3 ero aewndpoBaHus. Takue METoabl O4eHb BaXHbI, Tak Kak B 3TOM
cnyyae oTnagaeT HeobxoaumocTb B KakoM-nnbo nepexBatumke Tpadmka HTTPS, cobnioganach 6bl
KOH(bMOEHUMANbLHOCTb M 6e30MacHOCTb COOBLUEHN, N OBHapYXEHME BTOPXKEHWIA Mponcxoamnno Ob
BbicTpee. Kpome TOro, 3T METOAbLI MOTYT UCMONb30BATHCS COBMECTHO C HEKOTOPLIM NEPEXBATYMKOM
Tpaduka HTTPS B KayecTBe NepBOro YpoBHS OBHAPYXEHWUS BTOPKEHWU B CETEBOM Tpaduke, U ecrnm
kako-nnbo Tpadmk GygeT nogo3puTenbHbIM, TOrAa And AewwudpoBaHus BydeT WCnonb30BaThCs
nepexsatumk Tpaguka HTTPS.

B pabote [McGrew, 2016] aBTopbl nNpeanaratoT obHapyxeHWe BpeAOHOCHOW akTueHocTM B HTTPS
Tpaduke 6e3 ero aewwndpoBKK, OAHAKO UX METOA OCHOBAH Ha cbope AaHHbIX U3 He3alM(POBaHHbIX
coobuieHunin TLS-pykonoxatust. B otnuume ot Hux, B pabote [Strasak, 2017] ucnonbayloTcst faHHbIE
6e3 pewwmdposanus. Astopbl paboTbl [McGrew1, 2016] ncnonbaytoT 6e3 aelwndpoBaHns noToku TLS,
notokn DNS, HTTP 3aronosku v He3alwmnppoBaHHy MHGopMaLmto 3aronoska TLS ans obHapykeHus
BpenoHocHoro Tpaduka HTTPS. OpHako AaHHble MeTodbl MPUMEHWMbI TOSbKO MOCNE AeTarbHOro
CTaTUCTUYECKOTO aHanu3a Tpacgvka B CETW M ero JarnbHemwero aHannsa MeTogamyt MaLUMHHOTO

0by4eHus, Tak kak Tpadhuk B KaXaoi CETU UMEET CBOW XapaKTepHble 0COOEHHOCTH.

Ponemon Institute nonpocun pecnoHaeHTOB OLEHNTb BEPOSTHOCTb BO3HUKHOBEHUS KOHKPETHBIX aTak
BO3MOXHOCTb NPOTUBOCTOSHUS 3TUM aTakaM, KOTopble nokasaHbl B Tabnuue 1 [Ponemon, 2016).

N3 Tabnuupl 1 BUOHO, YTO BEPOSITHOCTL NMPOTMBOAENCTBIS aTake AOCTaTOMHO Marna, Mo CPaBHEHMIO C
BEPOSITHOCTbIO €€ NOSIBMEHNS.
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Ta6nv|u,a 1. BepOHTHOCTb BO3HMKHOBEHMA KOHKPETHbIX aTaK WU BO3MOXHOCTb MPOTUBOCTOAHUA ITUM

atakam
BeposTHOCTb
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Tunbl atak &
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[&]
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<
= 5 g2
e s B
© C ©

1. 3noyMmbILWNEHHUK fenaeT (PULLMHIOBbIE Yrpo3bl elle Gornee 3akOHHbIMKM, a faxe
OCBEAOMIIEHbIE MONyYaTeN CYMTAKT, YTO MCMONb3oBaHWe TLS rapaHTupyet um
BesonacHocTb. OpHaKko, HaxaB Ha CCbIfIKY, 3MOYMbIWMEHHUK OTMpaBnseT
nonb3oBatenen K cepBepy SSL, Ha KOTOPbIM 3arpyxeHo 3noHamepeHHoe | 79% 17%
nporpamMmmHbiM 0BecneyeHnem, KOTOpOE 3apaxaeT KMWeHTa, NOCKOMbKY Tpaduk
BPEOOHOCHbIX MPOrpaMM  3alM(POBaHHbIA W He pacno3HaeTcs  cucTemMamu
0BHapyXeHNs1 BTOPXEHWN.

2. 3NOyMbIWMEHHWK  OTNpaBNsieT  3aWnPOBaHHbIA  MOTOK  3aALLUMLLEHHBIX,
YYBCTBUTENbHbBIX W APYrMX KPUTUYECKUX AaHHbIX, MOCTynakLwmx Yepes bpaHamayap 789, 30

0 0
yepes "0bbluHbIe" nopThl (443,80 u ap.), KoTopble BpaHaMay3p HAaCTPOEH MPUHSTD,

MOCKOIbKY OHW ABNAKOTCA YTBEPXAEHHBIMW NOPTAMMU.

3. Psg 3n0oyMbILWNEHHMKOB MCMONb3YET LNGpOBaHMe, YToObI CKPbITb MHGOPMALMIO
0 CeT, BKIKYas Naponu 1 KoH(MUAEHUManbHble AaHHble, KOTOPblE OHWU MPUCHINAKT 749, 6%

0 0
Ha cepBaepbl SSL. [LncbposaHwe ocnennseTt CUCTEMbI

MOHWUTOPWHIa/MHCNEKTUPOBAHMS 1151 3TON BHYTPEHHEN CETH.

4. 3noyMbILUNEHHUK MeLaeT KOMMYHUKALUMSM C BPEAOHOCHBIM MPOrpaMMHbIM
obecrneyeHnem, koraa YepBb, BUPYC UM BOTHET «3BOHWT [OMO», YTOBbI OTNPaBUTL 86 26

0 0
yKpafeHHble [aHHble K MaBHOMY KOMMbIOTEpY MMM 3arpyauTb WHCTPYKUMM WK

BonblUe BPeAOHOCHbIX KOAO0B.

5. C NOMOLLbI0 MEXKCANTOBOrO CKPUNTMHIA 3MOYMbILUMEHHUKM MOXWLWAOT annbl
cookie, KOTOpble MOryT WCMOMb30BaTbCA N9 3axeBaTa akkayHTa WM ceaHca, 620, 199
i . 0 0
W3MEHEHUst HaCTPOeK, OTpaBneHus cookie W / Unn NOXHOM peknambl. Bce 970 MOXHO

BbINONHUTL, npsivack B SSL / TLS tpadmke.
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Mpepnaraembin meTog aewncgpoBanusa Tpadmka

OnucaHHbIN B JaHHOW cTaTbe MeToA Aelundposkn TLS-Tpadmka npegnonaraeT y 3M0yMblLUNEHHUKA
Hanuyne JoCTyna K KOMMbITEPY WK ceTw, NUbo Xe Hanuyue 3aknagku Ha KOMMbITEPE XEpTBbl,
KoTopas MoxeT cobpaTb [aHHble O CEeCcusiX. Takue YCroBus HyxHbl Ans opmupoBaHus dhaiina
CECCMOHHbBIX KIOYer, KOTOpbld ByaeT MCnonb3oBaH BMECTE C COOTBETCTBYHOLMM MepexBavyeHHbIM
Tpadmkom [Borkos, 2016]. MNepexBaTntb Tpadmk XepTBbl MOXHO, HAXOASACH B MOOOM yyacTke CeTh Ha

MpOMEXyTKe MeXay cepBepoM 1 06beKTOM HanageHus.

Hwxe npuBedeHO onucaHue peanusauuu npeanoxeHHoro metoda k aewwudposke TLS-Tpadwmka. B
peanusauuy ucnonb3oBancs aHanusatop Tpaduka Wireshark, KOTOpbIM NOMOraeT MPOBECTW aHann3

pa60TbI CeTu, AMarHoCTnpoBaTb I'Ip061'|eMbI, a Takke MMeeT MHOIo Apyrux nosie3HblX BO3MOXHOCTEN.

[ns npoBeaeHns akcnepumMeHTa Obina co3gaHa nokanbHas CeTb, COCTOALAs U3 Tpex noaceTen, Beb-
cepeepa M cepeepa AocTyna. [ns nOAKMOYEHMS KOMMbIOTEPOB U3 MOACeTEN K Beb-cepepy
ucnonb3osanca npotokon HTTPS ¢ ncnonb3oBaHnem TLS-coeanHenns. B ogHom u3 noaceTen Obina
pobaBneHa OONOMHUTENbHAS TOYKA AOCTYNa, W 3aknagka bbina chenaHa Ha OfHOM W3 KOMMbOTEPOB,
OTMpaBWB ee Mo 3NEKTPOHHON nouTe. 3aTeM, ucnonbays Wireshark, JaHHble B CETW Bbinn NPOYUTaHbI

[ONOSTHUTENBHOW TOYKOM JOCTYyna.

[ns nonyveHns Knoyei BKIIOYAEM NTOMTUPOBAHNE CECCUOHHBIX KIOYEN, KOTOpbIE UCMONb3YTC Ans
3aLMPpPOBKM 1 aelwndpoBky Tpaduka. MonyyeHne Takux foroB He SIBNSETCS TPYAOEMKUM. VX MOXHO
nony4ntb, Hanpumep, w3 OpaysepoB — 6pay3epbl Firefox u Chrome Hayuunuch BbIBOOUTH B
creuuanbHo 3afaBaemMbii (pann AaHHble, [OCTaTOuHble AN AepuBauun (MoryyYeHns) CECCUMOHHBIX
KMOYEN, KOTOPbIMK WndpyeTcs nepefaBaeMbli/MpUHUMaeMblid UMK TpaduK, NOCKOMbKy BHYTpU TLS
NCnonb3yeTcs CUMMETPUYHOE LumdpoBaHne. CTporo roeops, AenatT 3T0 He camu Gpaysepbl, a
Bubrnmoteka NSS B wux coctaBe; MMEHHO OHa 3afgaeT (popmart 3anucbiBaeMblx ainos. [ns
pewndposkn TLS HeobxoaMMo MMeTb ¢haln € NOMMMPOBAHHBIMU 3aNUCAMU CECCUOHHBIX KIHoYei B
NSS-thopmarte v aHanusatop Tpadwmka Wireshark. Wireshark Becbma uysctButeneH k oopmary NSS-
(haina, noatomy HeobxoauMmo TLaTeNnbHO MEepPenpoBEPUTL CXOAMMOCTb Yucna GaiToB B KaXOoM
3NEMEHTE CTPOKM 1 OTCYTCTBUE NULLHMX NMPOBENoB, 4TO MOXET CIKOHOMUTL BPEMSI.

3axBaTblBaTb TpaMK HYXHO MOCNe TOro, KaKk HAYHETCH 3anuCb KIYen B nor-(hain, Tak Kak B
NPOTUBHOM Cllyyae HaM He YAacTCs 3aBnafeTb CECCUMOHHBbIMU KIHOYaMu, KOTOpblE COOTBETCTBYHOT
3axBayeHHbIM TLS-3anucam. Takke HeOBXOAMMO NMOMHWTL, YTO KMKYW SABMSIOTCS BPEMEHHBIMM, T.€.
npurogHsl nNuwb Ans ogHon TLS-ceccun. Takke Heobxogumo oTcnexusBaTb OOMeH Tpadukom ¢
onpegenéHHbIM XOCTOM W (DUAbTPaLmMa MO HYXHOMY MPOTOKOMY, YTOBbl M3HAYanbHO OTOPOCUTHL
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HEHY)XHbIE NaKeTbl, NPOXOoAdLUne 4epes I'IpOCJ'IyLLII/IBaeMbIﬂ I/IHTep(i)eVIC. Mocne Toro, Kak yaanocb

chopmmpoBaTh Pansl C CECCUOHHBIMM KNtoYamm, HYXHO ero npusssatb K Wireshark'y.

Tenepb B cogepxMMoM naketa nosieunack Bknagka «Decrypted SSL Data». Tenepb, ecnu nepentu B
9Ty BKIagKy MOXHO yBUOETb TeKCT 3anpoca. Kpome TOro Tenepb MOXHO BblbpaTb ntoboi naket ¢
npotokonom SSL unu TLS n B ero KOHTEKCTHOM MeHH0 BbibpaTh yHKumto «Follow SSL Stream» — B
pesynbTaTte nonyvyaeTcs Coaepxumoe naketoB. Kak BUAHO, HECMOTPS Ha TO, YTO O6LLEeHMEe NpPoXoanT
no HTTPS, mbl BuaMM nepegaBaembin TpaduK ¥ MOXEM 3KCMOPTUPOBATb €ro AN AanbHenwero
aHanwusa.

OnucaHHbIN B AaHHON paboTe MeTog obnafaeT OCHOBHbIM HELOCTaTKOM: OH TpebyeT CyLecTBEHHbIX
3aTpaT BPEMEHW Ha COCTaBneHWe daina ¢ CECCUMOHHbIMK Knovamn. OpHaKo NpeanoXeHHbln MeToq
MOXHO (hOpMann3oBatb, a B NOCNEAYOLWEM U aBTOMATU3NPOBATb, YTO COKPATUT BPEMEHHbIE 3aTpaThl
Ha peanu3aumio JaHHOM aTaku W, BO3MOXHO, OTKPOET HOBble BO3MOXHOCTW ONSt MPOBEAEHMS TaKuX
aTak.

OcCoBEeHHOCTLI0 ONMCAHHOrO METoAa SBNSETCH TO, YTO He 0653aTenbHO nepexBaThiBaTb TpaguK Ha
KOMMNbIOTEPE, KOTOPLIA reHepupyeT TLS-Tpadmk, ero MOXHO nepexeaTtbiBaTb HAXOA4SICb B CETU Y
npocnyLmBas eé. A fobbITb (hain ¢ CECCUOHHBIMU KMKOYaMM MOXHO, MOCTABWB Ha KOMMNbIOTEP XEPTBbI
3aKnagKy unm npocTo CKOMMPOBAaThb €ro, UMest 4OCTYN K KOMMbIOTEPY

BbiBOAbI

SSL/TLS cTan yHuBepcanbHbIM CTaHLApTOM AN ayTeHTUUKaLmMn 1 WiupoBaHus COOBLLEHN Mexay
knueHTamu n cepsepamu. OH LIMPOKO PacnipoCTpaHEH B OpraHM3auusx M Npeanpuatusx u BeicTpo
pacTeT n3-3a ObICTPOro yBennyeHus obnayHbix, MobunbHbIX 1 BeBG-npunoxennin. OgHako SSL cosgaet
yrpo3y 6e30nacHOCTH, BBOAS «Crenoe MATHOY, YTO YBENWYMBAET PUCK NPOHUKHOBEHWSI BPEAOHOCHOTO
MO B opraHusaumio. Mposepka SSL/TLS ABnseTcs BaxHON U xKenaTenbHon GyHKUMEN ANs aHanUTUKOB
©€e30nacHOCTH, HO OHA MMEEeT CBOK CTOMMOCTb.

[ns gewmdpoBaHus Tpaduka xenatensHo Bbibpatb cnocod aelwmndpoBaHns Tpaduka, OCHOBaHHbIN
Ha NOTPEeBHOCTSX M CTPYKType CeTU: Ha camom cepeepe, SSL/TLS TepMuHanbHbIA NPOKCH Wnn
NCNONb30BaHWe aBTOHOMHOMO WHCTPYMEHTa Unu BO3MOXHOCTeW, aobasneHHbix B IDS. Ecnn HIDS
YCTAHOBMEH Ha CamMOM CepBepe, OH MOXeT [0DaBUTb JOMOMHUTENbHYIO Harpysky, KOTopas MOXeT
HeraTMBHO NOBAWATL HA NPOU3BOANTENBHOCTb, 0COBEHHO ANS 3arpyXeHHOro cepaepa.

B pabote npeanoxeH meToa Aewwndposku Tpacduka SSL/TLS, KOTOPbIN MOXHO NPUMEHSTL AaXe Npu
yOaneHHOM NpoCnylwMBaHMM ceTW. [aHHbii  MeTog Oblm  aBTOMATW3MpPOBaH U NO3BONSET
AeLwndpoBbLIBaTb AAHHBIE NPAKTUYECKN B PEXKMME OHMANAH.
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B pabote [Anderson, 2017] npoBeaeH aHann3 ncnonb3oBaHus TLS BpeaOHOCHbIMW M KOPNOPaTUBHLIMM
NPUMOXEHNAMW, B XOL4E KOTOPOrO B3ATbl MUMMOHbI 3alLMGPOBaHHbIX MOTOKOB TLS 1 Lenesoe
nccnenoBaxve no 18 cemeiictBam BPEAOHOCHBIX MPOrpaMm, KOTOPbIE COCTOST M3 ThICAY YHUKAMbHbIX
006pa3LoB BPEAOHOCHBIX NPOrpamMM U AecSTU ThICAY BPeAoHOCHbIX NoTokoB TLS. CaenaH BbIBOA, UTO
ucnonb3oBaHne TLS  BpedoOHOCHbIMM  MporpaMMamMi  OTAMYAeTCs 0T 0OPOKAa4eCTBEHHOMO
NCNOMNb30BAHWS B HACTPOMKAX MPEANnpUATUS U 4TO 3TW pa3nnuns dQEEKTMBHO WCMOMb3yKTCA B
npaBunax ¥ knaccudukaTopax MawwmnHHOro obyyenns. B ceoeit ganbHeiwein paboTte Mbl nnaHupyem
npoBecTu aHanu3 3awwudposaHHoro SSL/TLS Ttpadwmka metogamu data science Ha oBHapyxeHue
HEeCaHKLMOHMPOBAHHON AEATENBHOCTM!.
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8pDEMEHHbIE  Ppsidbl,  MENeKOMMYHUKAUUOHHbIE — CUCMEMbI,  ynpagneHue mpagukom,
UHGhOpMaYUOHHas 6e30nacHOCMb

Annex for papers written in Russian

Methods of analysis encrypted traffic for hidden threats detection
Tamara Radivilova

Abstract: Attackers and malicious software uses encrypted protocol SSL/TLS to perform unauthorized
activity, which creates problems for intrusion detection. There are two approaches to intrusion detection
in encrypted traffic: without decrypting it and after decrypting it. The analysis of the main methods of
SSL/TLS protocol traffic decryption was carried out. The work presents methods and technologies for
detecting malicious activity in encrypted traffic, which are used by leading companies. Also, a method
for intercepting and decrypting traffic transmitted over SSL/TLS, which can be used for listening to the
network remotely, offers a way to decrypt the transmitted data in almost real-time mode.

Keywords: protocol SSL/TLS, threats, vulnerability, Intrusion Detection Systems, decryption methods.
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OCOBEHHOCTHW 3BONOLIUK NMPOLIECCA YNPABNEHWUA PUCKAMU B UT
NMPOEKTAX

CHexaHa Namoukasi, AnekcaHapa BacuneBckas

AHHOmayus: [JaHHas cmambs nocesuwieHa npobreme ynpagneHus puckamu 8 UT-npoekmax. Ha 6ase
cmaHdapma ANSI PMBOK 6binu paccmMompeHbl 0CobeHHOCMU npoyecca ynpasnieHusi NPOeKMHbIMU
puckamu. AHanus 8bIinoIHeEH No mpem nocredHuM pedakyusm cmaHOapma, npoaHanu3supogaHa obyas
cXema ynpasfieHus puckamu npoekma U KpamkO pacCMOMPeHbl OCHOBHbIE 3manbl ynpaeneHusi
NPOeKMHbIMU puckamu. B pedynbmame npogedeHH020 uccredosaHus MOXHO coenamb 8b1800 0 MOM,
ymo mexHonoausi pabomel ¢ puckamu 6 WT-npoekmax Ha OaHHbIl MOMEHM 8 nofHoM obbeme
ompaxaem nompebHocmu no udeHmugbukayuu, aHanudy, Knaccugbukayuu u MOHUMOPUHEY PUCKOS.
CoomeemcmeeHHO, 8ce UsMeHeHus 8 bruxaliwee spemsi 6yoym cocpedomoyeHbl Ha 0emanusayuu u

KOHKpemusayuu omaoeribHbIX 3Manos, a He Ha USMEeHEHUU Konuyecmea u Cymu 3manos ynpasJyieHus.

Knioueenie cnoea: IT-npoekm, npoekmHb Il MEHEOXMEHM, NPOEKMHbIe PUCKU, YnpagrneHue puckamu.

BBeaeHue

Ha cerogHsWwHWi OeHb AN OpraHu3auuin, 3aHUMalowmxcst pas3paboTkoil NporpamMMHbIX NPOAYKTOB,
OYeHb BaXHOW ABNSeTC Npobnema MOoBLILEHUS YPOBHS KAaYeCcTBa BbIMOMHEHWSI CBOWX MPOEKTOB. U
OCOBEHHO BaXHbIM CTAHOBUTCA OTCIEXWBAHWE MPEBbILIEHUS MPOLOSMKUTENBHOCTU, CTOUMOCTU U
obecneyeHns kayecTsa BbINONHEHUsT paboT npoekTa. HebnaronpusaTHble COBbLITUSA, KOTOPLIE NPUBOASAT
K BO3HMKHOBEHWMIO Npobrem npoekTa, AOCTAaTOMHO TPYAHO OTCNEAUTb W CIOXHO CMPOrHO3MpOBaTh.
HeonpeaeneHHOCTb NOPOXAAETC pPas3nuyHbIMKU (PaKTopamu, KOTOpble MOXHO YCNIOBHO 06beanHUTL B
HEeCKOmbKO rpynn:

— TMONHOE WNM YaCTUYHOE OTCYTCTBME MHCGOPMAaLMM O BHYTPEHHWMX WIM BHELUHUX (hakTopax
npoekTa;

— Hanuune NOXHOW, HEeAOCTOBEPHOM WHGOPMALMM O BHYTPEHHWUX WNW BHELLHWX (hakTopax
npoekTa;

— HE[OCTATOYHO BbICOKAs KBanMUKaLMs creuuanicTa, OTBEYAlOWEro 3a aHamnuTUYecKU-
MPOrHO3HbIEe pacyeThl;

— 3ameHa 06bEKTMBHOM MHGOpMaLK CyOEKTUBHBIM BOCIPUSTUEM 3TON MHGOPMALIMN.

Puck nopoxpaetcd, B OCHOBHOM, HeOonpeneneHHOCTbIo BHELLHEN cpenbl, MNOCKOIbKY BHYTPEHHUE
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(*)aKTopr NpoekKTa ner4ye nogaakTcAa MOHUTOPUHTY, aHaNu3y 1 KOPPEKLUHN.

Mpouecc pa3paboTkm NporpamMmMHOro obecneyeHns SBNSAETCS PUCKOBAHHLIM MPOLIECCOM — KM3HEHHbI
umkn nporpammHoro npoekta (SDLC) nocTosHHO noaBepraeTcs puckam, OT Hayana npoekra o
OKOHYaTenbHOM caauu nporpammHoro npogykta. Kaxgas dasa SDLC umeeT pasnuuHble Habopbl
yrpo3, KOTOpblE MOryT MOMeLaTh YCMewWwHOMY 3aBEpPLUEHMIO npouecca pa3spaboTtku. [ns ynpaeneHus
puckamn  JOMXHbIM  06pasoMm, HeobxoaumMo ajekBaTHOe MOHWMaHWe npouecca pa3paboTku
nporpamMmHoro obecrneyeHusi, Npobrnem, puckos U NPUYKMH UX BO3HUKHOBEHUS. Takum 06pa3oM, nepBbIit

Liar B yrnpasneHn puckammn 3akro4aeTca B UX onpedeneHunn.

Ecrm mbl He Bygem ynpaBnsTb pUCKaMKM, OHW HAYHYT ynpaBnsTb HaMW... Takoe YTBEPXOEHWE He
NoANEXUT COMHEHUIO. He CyLLeCTBYET BMaa YeN0BEYECKON AEATENBHOCTH, B KOTOPOIA Obl HE BO3HMKANK
PUCKW TOrO Mnmn nHoro Buaa. C apyroit CTOPOHBI, Ntoboe AencTBne, CBA3AHHOE C PUCKOM, AOIDKHO BbiTh
LeneHanpaBnexHbIM, WHaye OHO TepsieT BCAKWA CMbICN CBOEro  CylecTBoBaHWs. M3bexatb
HeonpeaeneHHoOCTH, KOTopas ¥ NPUBOAMUT K BO3HWKHOBEHMIO PUCKOB, B MPOEKTHOWM AESTENbHOCTU HET
HWKaKOW BO3MOXHOCTW, MOCKOSbKY Takas HeOnpefenieHHOCTb SBMSETCH OOHWM W3  3IIEMEHTOB
00 BbEKTVBHON AENCTBUTENBHOCTW.

Kak cnegcteue, B nutepatype NpUMBOAMTCSA MHOTO CYLLECTBYHOLLMX CEroaHs nepeyHen hakTopos pucka,
HO GOMBLUMHCTBO M3 9TUX CMIUCKOB OTHOCUTENBHO KOPOTKME U CrMLLKOM 0606LeHHble. OfHaKo, HU OauH
U3 unccnegoBaTenen He MOXET OTpuuatb TOT (akT, 4TO (haKTOpbl pUCKA, BO3HMKAKOLWME Mpu
pa3paboTke NporpamMmMHOro obecneyeHms, HENPEPbIBHO MEHSITCS C TEYEHUEM BPEMEHU M NOSIBNIEHNEM
HOBbIX MHCTPYMEHTOB W TEXHOMOMMI. Kpome TOro, npu (hOpMMPOBaHUM Ka[oro M3 Takux CrIMCKOB He
nccneayTes NnoTeHuManbHble (akTopbl pucka, KOTOpble MOTYT BO3HUKHYTb Ha PasnnyHbIX dTanax
SDLC. Takum obpasom, 6onblias 4acTb BbISBAEHHbIX PUCKOB SBASKOTCA OOLMMM Ans BCEX 3TarnoB
SDLC, HO nonHOro nepeyHs puckoB ¢ ux npusaskonm k atanam SDLC B HacToswee Bpemst He
cthopmmpoBaHo [lamoubka, 2016].

Llenbto HanucaHns cTatbn sensetcs aHanua ctaiaaptoB ANSI PMBOK ans BbisiBNEHWs HanpasnieHuit

AarnbHenLei 9BONOLMM NPOLIECCOB YMPaBNEHNs! NPOEKTHBIMU PUCKaMM.

CTpykTypa npouecca ynpaeneHus NPOeKTHLIMU pUCKaMM

YnpaBneHue puckamn TECHO MHTErpUpOBaHO B XXM3HEHHbIA LWKN NMtoOOro MpoekTa, U BbIMNOMHAETCS
MOCTOSIHHO. XOpOLLO W3BECTHO, YTO PUCKM MepeidyT B KaTeroputo npobrnem TombKo Npu OTCYTCTBUM

3(hHEKTMBHOTO YrpaBNeHus.

NMiobas  yHKUWS  ynpaBneHUs COCTOMT W3  NSTM  OTHOCUTENbHO — CaMOCTOSITENbHbIX  BUAOB
yrpaBrieHYeCcKo AeSTENbHOCTM: MNaHUPOBAHIS, OpPraHW3aLmM, KOOPAUHALMK, aKTUBU3ALMM, KOHTPOSS.
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JocTkeHne pesynbTata Kaxgoro npeablaylwero Buaa OesTerbHOCTU SBMSETCS HeobXOoauMbIM
YCIOBWEM BbIMOSHEHNS Criedyrowero. JTW NATb BULOB BbIMOMHSAOTCA OAMH 3@ [PYruM, noka gaHHas
(OYHKUMSA He BydeT nomHOCTbio peanu3oBaHa. CTeneHb MOMHOTHI peanu3aunn yHKUMM ynpaBneHus
3aBWCUT OT KOMMNNEKCHOCTM ynpaBneHyeckon aestensHocty [HopHa, 2003].

B0o3MOXHbI pasnuyHble KOMOWHALWW NMaHMPOBAHWSA, OpraHW3auuW, KOOPAWHALMKM, aKTUBM3aLuK,
KOHTpons. VHorga BbIMNOMHSAETCH YKPYMHEHUE (DYHKUMIA 3a cHeT 0BbeAMHEHNSI HECKOMBKIX (DyHKLMIA
ynpasneHns B oauH atan. WHorga, HaobopoT, ogHa (yHKUMS YnpaBfeHus peanus3yetcs B TeYeHue
HECKOMbKMX 3TanoB ynpaBfieHYECKON AeATENbHOCTH.

B npownom ctonetuu yxe CyliecTBOBaiM TEXHOMOMWM MO YNPaBEHWO pUCKaMK, XOTS OHU Obliu
OTHOCMTENbBHO NPOCTHIMMW, AaXe NPUMMUTUBHBIMIA, MO CPABHEHMIO C CYLLECTBYHOLMMI B HaLle BpeEMS.
Kak cnegyet u3s ANSI PMI PMBOK [PMBOK, 1996], ynpaBrneHue puckamu npoekta cHavana
pasgensnn Ha 4YeTbipe OCHOBHbIX 3Tana (lwara): onpeferieHne nepeyHs pPUCKOB (MAEHTUdMKaLms),
KONMMYECTBEHHOE OMNPEAEneHne PUCKOB, NNaHMpOBaHWe W paspaboTka CPeacTB pearvpoBaHus Ha
PUCKK, KOHTPOSTb pearmpoBaHns Ha PUCKKM, YTO OTPaXEHO Ha PUCYHKeE 1.

] Risk ldentification

— Risk Quantification

—— Risk Response Development

Project Risk Management

L Risk Response Contral

PucyHok 1. Ynpaenenue puckamn ANSI PMI PMBOK 4th Edition [PMBOK, 1996]

HecMoTpss Ha TO, 4TO pPEKOMEHOOBAHHbIA anropuTM AO0CTaTOMHO MPOCTON, OH  MO3BOMSN
[€BanbB/APOBaTb NOCMEACTBMSI PUCKOB, KOTOPblE BO3HWKANM B MPOLECCE BbLINOMHEHUS MPOEKTa.
CobcTBeHHO, 310 BbIN0 Bonblue yCTpaHeHue Wunu CMsrYeHne NOCNeaCTBUA BO3HUKHOBEHWS PUCKOB,
YeM WX npegfoTepalleHne. Ho v Takoi ypoBeHb YnpaBneHust pUCKOB MO3BONSAN 3GhGeKTMBHO peLuaTb
npobrnembl NpeBbIleHUs 3annaH1pOBaHHbLIX PECYPCOB, BPEMEHM M CTOMMOCTM B npoekTe. CyTb ero
MOXHO OnMcaThb LienoYKom «BIXKY Npobremy — onpeaensito ee XxapakTepucTuku — Noaduparo peLleHne —
NpoBepsito pe3ynbTaTy. IMEHHO Hanuune NyHKTa NPOBEPKW YCTPAHEHWS BNUSIHWS pUCKa Ha NPOeKT (risk
response control) 1 fJaeT HamM BO3MOXHOCTb FOBOPUTb O 3G)GEKTUBHOCTI MPUHATBIX U peanu3oBaHHbIX
peLLEHMN.
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YCNOXHEHNE TEXHOOTUM YNPaBNEeHNs puckaMmu MPOUCXOANI0 NOCNe0BaTensHo, B TOM YUCIE U U3-3a
N3MeHeHus nogxoda K paspaboTke NpPOrpamMMHbIX MPOAYKTOB, YTO U AEMOHCTPUPYIOT HaM pasfnyHble
pegakuym ANSI PMI PMBOK. Yxe B 2000 rogy, npu Bbixode Sit pegakuumu CTaHgapTa, anroputm
ynpaBneHns puckamu npoekta 6bin paclumpeH (puc.2). Ha pucyHke 2 nsobpaxeHbl 3aTanbl npouecca
yrpaBfieHNs pucCKkaMn B MPOEKTE: TEMHO-CEPLIM LBETOM HA HEM BblAENeHO MPUHLMNNANBHO HOBbIE
aTanbl, No cpaBHeHMo C pepakumen 4 (Risk Management Planning, Qualitative Risk Analysis), a
CBETNO-CEPbIM Te, KOTOpblE YXEe WMeNnUCb B MPOLWSION pefakuuu CTaHgapTa, HO CyLEeCTBEHHO
nameHunuck (Risk Monitoring and Control).

CornacHo HOBbIM peKOMeHZaUMsaM nepef UAeHTU(MKALMEN PUCKOB Ternepb LOMKHO MPOBOANUTHLCS
oblLLee NnaHMpoBaHWe YrnpaBneHuUst puckamm NpoekTa. Takke U3 KOMMYECTBEHHOrO aHann3a PUCKOB
BbIJENUNM NPOBELEHNE KAYECTBEHHOMO aHanu3a, TO eCTb Meper OLEHKOM 3HaYeHUsi pucka HyKHO
onpeaenuTb, NpoaHanuM3MpoBaTb W OXapaKTepu3oBaTb BCE PUCKM, KOTOPblE MOTYT BO3HWKHYTb B
npouecce paboTbl Haf NpoekToM. Kpome 3Toro, MpeTepren U3MEHeHWs 3aBepLUaKOLLMIA 3Tan, KOTOPbIi
3aKMIYaeTCs B KOHTPONE 3HAYEHWUA PUCKOB W BbIMOINHEHUMM BCEX 3annaHMPOBaHHbLIX AEACTBUN NO
peakuMi Ha BO3HWKLUME PUCKW, W KaK 3TU JEMCTBUS MOBNUSIOT Ha NPeAoTBpaLLeHue U CMsirYeHme
HEraTUBHOIO BRIMSIHUSI PUCKOB HA Pe3yNbTaT BbINOMHEHUS NPOekTa. Tenepb NpeAnonaraeTcs He NPocTo
NpoBepsiTb pe3ynbTaT BO3AEACTBMS, a CNeauTb 3a pas3BUTMEM piUcKa, TO eCTb, MPOBOAWTL €ro

MOHWUTOPUHT.

Pucku NPOoeKTa BINAIOT Ha BCE B3aMMOCBA3aHHbIE OrpaHW4YeHUA MpPOeKTa, Takne Kak COoAepXxaHue,
Ka4yeCTBO, pacnncaHue, Bromxer, pecypcbl. Ons  goctmkeHus 3annaHnMpoBaHHbIX PEe3ynbTaTtoB WU
nonyvYeHna npu 3aBepLUeEHUN NPOEKTa Ka4eCTBEHHOIO NPOAYKTa, Heobxoaumo Gd)(beKTI/IBHO ynpaenidaTb
M3MEHEHUAMKN B MNPOEKTe WU CBOEBPEMEHHO pearpoBaTb Ha BO3HUKLUME OTKIOHEHUA. I'IpmmeHeHme
norn4eckn CrpynnupoBaHHbIX NPOLECCOB ynpaBreHua pUCKamMu, obbeanHeHHbIX B rpynnbl, NO3BONAET

OonTUMN3NpPOBATL 3TOT MpoLecc.

CoBceM HeaaBHO Bblwna nocnegHssi, wecras, pegakums ANSI PMI PMBOK. Bonpoc ynpaeneHus
puUCKaMn OCTaeTCs aKTyanbHbIM, W B JAHHOM pefakuuu ero Takke He o6O0LnM BHUMaHWEM. Bbinu
BHECEHbI U3MEHEHUsI B PEKOMEHAYEMbIN anropuTM YrpaBleHns pUckami, XOTS 3T U3MEHEHUS HEMb3s

Ha3BaTb KapaAWHaNbHbIMM (pUC.3).

B pegakumio ctangapta 2017 roga He BHOCWMNUCL HOBbIE 3Tanbl, HE MEHSMUCL YXKE CyLLEeCTBYHOLME, a
ObINK YTOYHEHbI ONPEAENEHHbIE LUark U HECKOMBKO MO-APYroMy paccTaBneHbl akUEHTbl. B yacTHocTy,
aHanu3 oTeeTa (peakuuu) Ha pUCK pasdenseTcs Ha [ABa MocnefoBaTenbHbIX Lara - OTAENbHO
BblA€NeHO (hOpMMpOBaHWE NriaHa OTBETOB (peakuun) Ha PUCKW, KOTOPOE Tenepb OTAenseTcs o,

COBCTBEHHO, peaKLnn Ha PUCKH.
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1 Risk Management Flanning

T Risk ldentification

— Qualitative Risk Analysis

— Cluantitative Risk Analysis

Project Risk Management

— Risk Response Analysis

—{  Risk Monitoring and Control

PucyHok 2. Ynpaenenue puckamn ANSI PMI PMBOK 5th Edition [PMBOK, 2012]

] Plan Risk Management

— Identify Risks

Perform Qualitative Risk
Analysis

Perform Quantitative Risk
Analysis

— Plan Risk Responses

Project Risk Management

—  Implement Risk Responses

_— Maonitor Risks

PucyHok 3. Ynpaenenue puckamn ANSI PMI PMBOK 6th Edition [PMBOK, 2017]
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WTak, ucxops u3 aToro, MOXHO CAENaTh BbIBOA, YTO B NOCHEAHWE roabl npoLeaypa paboTbl ¢ puckamu
[OCTUrNA TaKoro YPOBHSI, KOTOPbI XapaKkTepuayeT ee Kak JOCTAaTOYHO 3aBEepLUEHHYHD. JTO 3HAYUT, YTO
B AarbHeillemM M3MeHeHUs B Mpoueaype ynpaeneHust OyayT MMETb OnepaLMOHHbIA XapakTep M He
OKaXyT GONbLIOMO BRMSIHUS HA CaM anropuTM.

[Ang nyywero NOHUMaHWA NPUHLMMOB YNpaBneHUs puUckami paccMOTpum nogpobHee aTanbl 3TOrO
npouecca. CornacHo nocnegHei, wecrton, Bepcun ANSI PMBOK, npouecc ynpaBnenus puckamu

NpOeKTa COCTOWUT U3 CEMM LLIAroB.
LWar I. MnaHupoBaHue ynpaBneHusi puckamu

Ha aTtom 3aTane BbINOMHSIETCS MOATOTOBUTENbHAS paboTa Mo YNpaBMEHMIO puckami MPOEKTHOM
AEesTenNbHOCTY, onpeaensieTcs 6a3oBblil NepeyeHb PUCKOB MpOeKTa, KOTopbIit ByaeT ckoppekTMpoBaH
(pacLUMPEH, N3MEHEH, YTOYHEH) Ha CriedyioLLem aTarne.

LWar Il. BoisBnexue (naeHTUdMKaLUsa) puckoB

Kak ogMH 13 MEeTOOOB OnpedeneHuns pUCKOB LeNecoobpasHo MPUMEHWUTb MEXaHW3M CTPYKTYPHOI
pekomnosuymum  pabot (COP) npoekta, KOTOpbIM (POpManbHO OTHOCUTCH K cdepe ynpaBneHns
cogepxaHueM u rpaHulamm npoekta [Bepec, 2003]. Mocne 3aBepLueHns NaHMpOBaHWUs yrnpaBneHus
pruckammn 1 Ux naeHTudmkaumumn, Bce pabotsl, onpegeneHHble ¢ nomowbto CP, AomkHbI NOMHOCTLI
ONUCbIBATbL COAEPXaHWe NpoeKTa W ero orpaHuyeHus. ATO MO3BOSUT OMpesenuTb BCE BO3MOXHbIE
TOYKW BO3HUKHOBEHMS PUCKOB.

B nepeyeHb, COCTABSIOLLMIACA HA STOM 3Tarne, HYXXHO BHECTM KaK PUCKM, KOTOPble MOTYT NPOSIBUTLCS B
fpoLiecce BbIMONHEHUS! OTAENbHbIX PaboT MpoekTa, Tak U Takue, KOTOpble CBSi3aHbI CO CpOKamu
BbIMOSTHEHWSI OTAENbHbIX 3TAMNOB M NPOeKTa B LeNoM. Takke OLEHMBAETCs BO3MOXHOE BMSHUE
3aper1cTPUpOBaHHbIX B CMIMCKE PUCKOB Ha (hMHAHCUPOBaHIE NPOeKTa.

LWar lll. BoinonHeHne aHanu3a pMckoB

Ha atom aT1ane npoBOAMTCS KayeCTBEHHbIM aHanW3, LEnblo KOTOPOro SIBMSIETCS OnpedeneHue,
Knaccudukaumst 1 yyeT puckoB. KauyecTBeHHbI aHanmua, kak npaBuro, NPOBOAMTCS €lle Ha CTaauu
pa3paboTKn BusHec-NnaHa NpoekTa 1 BKMYAeT crieaytoLlue COCTaBNSoLLME:

— maTpuLia BEPOATHOCTEN U BIUSHUS

— OLieHKa ka4yecTBa AaHHbIX O pUcKax;

—  KaTeropusalys pUCKOB;

—  OL|eHKa CPOYHOCTM PUCKOB;

—  paHXMpOBaHKe PUCKOB NPOEKTa OTHOCUTENBHO APYrX NPOEKTOB;

— CINUCOK NMPUOPUTETOB PUCKOB, N OL|EHKA BEPOATHOCTN UX BOSHUKHOBEHUA U BO34ENCTBUS;
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— CINWUCKK PUCKOB AJ14 aHann3a n pearnpoBaHnA,

—  CMMCKM PUCKOB ANns HabnogeHns.
Lar IV. BbinonHeHWe KONWYECTBEHHOrO aHanu3a pMCKoOB

OTO 3Tan KOMMYECTBEHHOTO aHanu3a. Ero Luenbo ABNAETCA WU3IMEpPEeHWe onpederieHHblX Ha
npeablgyliem atane puckos.

KonmyecTBeHHasi OLEHKA piucKa SIBMSIETCS, MO CYTW, [OMONMHEHWEM K KayecTBEHHOM oOueHke. B
pe3ynbTaTe KONMYECTBEHHOrO aHanmaa pucka MonyyaloT YUCMOBbLIE 3HAYEHWS BEMUUYMHBI OTAEMbHbIX
PUCKOB, @ TaKKe 3HaYeHUE pUcka NPoeKTa B LienoM. Puck MoXeT onpeaenstbes kak B aOCOMIOTHBIX, Tak
1 B OTHOCUTENbHBIX BEMUYMHAX. 3mepeHue CTeneHn prcka B abCoMoTHBIX BENUYMHAX LIeNecoobpasHo
NPUMEHATb AN XapaKTepPUCTUK OTAENbHbIX BUAOB MOTEPb, 8 B OTHOCUTENbHBIX - MPU CPaBHEHUM

MPOrHO3MPYEMOr0 YPOBHS NOTEPb C PeasnbHbIM YPOBHEM.

Cpe,uM pacnpocTpaHeHHbIX METO0B KOSIMYECTBEHHOWA OLUEHKM CTENEHN PUCKa MOXHO OTMETUTb Takue,

Kak:

— aHanu3 0XuaaeMoro AEHEXKHOr0 3HaYEHMS;
— MeT0[ A0CTOBEPHbIX SKBUBANEHTOB;

— METOA UCTOPUYECKUX CUMYTALNIA;

— CTaTUCTMYECKUn MeTop;

— METOA aHanmaa LenecoobpasHoCcTu 3aTpar;

— MEeTO[ 3KCMEPTHbIX OLIEHOK;

— MeTOf WCMOmnb30BaHNS aHamnoros;

— MeTog MoHTe-Kapno;

— [EPEBO peLEHM;

— [OepeBbs COObITUIA;

— [epeBbs 0TKA30B;

— aHanu3 0XuaaemMoro 3HaueHns;

— aHanu3 cueHapues;

— pacnpegenexne BEpOSTHOCTEN;

—  aHarnu3 YyBCTBUTENbHOCTY;

— 06HOBNEHME peecTpa PUCKOB;

— BEPOSITHOCTHbIN aHanu3 NpoekTa;

— BEPOSITHOCTb JOCTWDKEHUS LIESIEN MO CPOKaM U CTOUMOCTH;

—  CMMCOK KONMYECTBEHHO ONPEAENeHHbIX PUCKOB C pacCTaBMNeHHbIMM NPUOpUTETaMK;

— TeHAeHUUN pe3ynbTaToB KOJIMYECTBEHHOIO aHalM3a pUCKOB U Apyrue.
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B obuwem cnyyae MOXHO CkasaTb, YTO BENMYMHA PUCKA HANPSIMYD 3aBUCUT OT BEPOSITHOCTW €ro
BO3HWKHOBEHUS W YrPO3bl, KOTOPYHD STOT PUCK NPEACTaBNSeT Ans NpoLecca NPOTeKaHWs 1 pesynbTaTa
npoekTa.

LWar V. NnannpoBaHue n pa3paboTka cpeacTB pearupoBaHUA Ha PUCKM.

[aHHbIN 3Tan obecneynBaeT HEMpepbIBHOCTL MpoLecca ynpaeneHus puckamu. OH CTPYKTYpUpyeT u
0606LaeT NonyyeHHy0 Ha NpeablaywyX Wwarax MHpopMaumio 1 06beauHsSeT NoNyYeHHble faHHbIe B
nnaH pearmpoBaHmusi Ha pUCKM, NPOSIBUBLUMX Ce6st B JaHHbI MOMEHT.

CnegyeT 3amMeTWTb, YTO B KaxgoM NPOEKTE, KPOMe SBHbIX, 0053aTeNbHO €CTb HEM3BECTHbIE
(HeonpeaeneHHbIE) PUCKKW, JONS KOTOPbIX B 0OLEM 06bEME PUCKOB 3aBMCUT OT TOTO, B Kakoi obnacty
peanuayeTtcs NpoekT. B npoekTax, CBA3aHHbIX C pa3paboTkoi NporpaMMHOro obecneyeHus, ata 4ons
AO0CTaTOYHO Bbicoka. [Ins Toro, YToObl HUBENMPOBATL PesyrbTaThl TAakKUX PUCKOB, B PE3EPB YNpaBneHns
MPOEKTOM 3aKrNaablBalOTCs ONpeaeneHHbIe (hUHAHCOBLIE I BPEMEHHbIE pecypcbl. Ho, B cnyvae, ecnu
pearvpoBaHWe Ha PWUCKM BO3MOXHO TOMbKO MOCMEe WX MNPOSIBMEHUS B MNpOeKkTe, 3aTpaTbl Ha
KOMNeHcauuio noTepb ByayT AOCTAaTOMHO BbICOKUMU. [Opasgo 3dheKTUBHEN onepexeHne cobbITun,
nonyYeHne WHGOPMaLMM O NOTEHUMArNbHOM MOSIBMEHWN HEM3BECTHOTO pUCKa 3apaHee, Korga ecTb
BO3MOXHOCTb CKOPPEKTMpOBaTb Npouecc paspaboTku M He BO3BPALATHCA K YXe BbINOMHEHHBIM
paboTam NOBTOPHO.

LLiar VI. BHegpeHue pa3paboTaHHOro NyaHa peakummn Ha pUCKM.

[laHHbIN 3Tan SABNSETCS NOMMYEeCKMM NPOLOMKEHNEM NPeablayLLEro, Ha HEM BOMMOLLAKTCS B NPaKTUKY
NPOBEAEHHbIE paHee TEeopeTuyeckne paspaboTku. PearMpoBaHWe Ha PUCKW HEMb3s paccMaTpuBaTb
OTAENbHO OT aHanu3a W NnaHupoBaHUst OTBETOB Ha HUMX, MO3TOMY 3TU dTanbl TECHO CBS3aHbI MeXay
coboi.

LWar VIl. MOHUTOPUHT PUCKOB.

Ha aTom aTane BbINONMHSIETCS TEKYLMA KOHTPOSb BbINOMHEHUST aHTUPUCKOBbIX MEPOMPUSTUI, KOTOpble
Obinn CHOpMyNMPOBaHbI 1 peann3oBaHbl Ha [BYX Npeablaywyx warax. B cryyae, ecnu cpeactea
pearvpoBaHNsl Ha PUCKN OKa3blBalOTCS HEIPDEKTUBHLIMK, B HUX BHOCATCS KOPPEKTMBbLI, TO €CTb
BbINOSHAETCS LMKNYECKOe BO3BpaLLeHue Ha war V.

Takxe Ha 3TOM 3Tane BbINOMHSETCH 3aBEPLUALMA MOHUTOPUHT U KOHTPOSb, W NOABOLASTCS MTOM MO
MPOBELEHHbIM aHTUPUCKOBLIM MEPONPUATUSIM. BbINOMHSIETCA aHanms ¢ Lenblo NOArOTOBKM AaHHbIX AN
[anbHEeMLLEro UCNONb30BaHUsS B CMEAYILWWX WUTepauusix Tekyllero npoekTa. HakonneHHas
cTaTUCTMYeCKas MHGopMaLns MOXeT ObiTb MCNONb30BAHA NS NOCNEeAYHLWMX NPOEKTOB, YTO NO3BOAUT
MOBbICUTb 3G)HEKTUBHOCTb NPOLIECCA WX BbINOMHEHMS.
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OpraHu3aumns MOHUTOPUHIA PUCKOB AaeT BO3MOXHOCTb KOPPEKTUPOBaTb TEKYLLY AEATENbHOCTb B
COOTBETCTBUW C CUTyaLMEN Ha JaHHbIN MOMEHT, @ He TOMbKO BNUSATb Ha Pe3ynbTaTbl BO3HUKHOBEHNS U
pasBUTUS PUCKOB. O EKTUBHOCT CUCTEMbI KOHTPOMS PUCKOB B LIENIOM 3HAYUTENBbHO 3aBUCUT OT
9(h(PEKTUBHOCTN CUCTEMBI MX MOHUTOPUHTA.

BbiBoAbI

MpoeKkTHbIA TN ynpaBneHus npuobpeTtaeT Bce Gonbluee 3HayeHne B 0Bnactm MHPOPMALMOHHBIX
TEXHOMOTMN  BCMEACTBME YHUKANbHOCTW BbIMOMHAEMbIX B KaXOOM Mpoekte paboT, KoTopble
HEBO3MOXHO YHU(MLMPOBATb, ObICTPOro OBHOBNEHWUS MPOAYKUMW, HeobxoaumocTi 3dPEKTUBHOM
KoopAMHaLMu pecypcoB Ans JOCTMXEHUS Lenu, a Takke YeTKO onpeaeneHHbIX rpaHuL, BO BpEMEHM NS
NPOW3BOACTBA KaXA0ro NpogykTa oTpachnu.

B cratbe Mbl paccmoTpenu ocobeHHOCTM mpouecca ynpaeneHus puckamm B WT-npoektax Ha base
crangapta ANSI PMI PMBOK u npoBenu aHanus TeHOEHUMU PasBUTUS TEXHOMOrMW 3a nocrnegHue
Asaguath net. o COCTOSHMIO Ha TEKYLLMIA MOMEHT TEXHOMOrMs paboTbl C NPOEKTHBIMU PUCKaMU UMEET
[OCTAaTOMHO BbICOKWA YPOBEHb Pa3sBUTMA. JTO MO3BOMSET CKas3aTb O TOM, YTO COAepxaTesibHoe
HanonHeHwe anroputma paboTbl ¢ puckamu B MT-npoekTax B NOMHOM 06beme oTpaxaeT noTpebHOCTH
no UOEHTUMKALMKM, aHanu3y, KnaccuukaLumm 1 MOHUTOPUHTY PUCKOB U BCe pa3paboTku B bnnxaiiee
Bpems OyayT COCpedoTOYeHbl Ha AeTanu3aumy W KOHKPeTW3auuu OTAEMNbHbIX 3TanoB, a HE Ha UX
N3MEHEHUN.
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Features of the Evolution Risk Management Process in IT-Projects
Snezhana Gamotskaya, Aleksandra Vasylevskaya

Abstract: This article is devoted to the problem of risk management in IT projects. Based on the ANSI
PMBOK standard, the features of the project risk management process were considered. The last three
editions of the standard and the overall risk management scheme of the project were analysed. The
main stages of project risk management were briefly reviewed. As a result of the research we have
made a conclusion that the technology of working at risks in IT-projects at the present moment fully
reflects the needs for identification, analysis, classification and monitoring of these risks. Accordingly, all
changes in the close future will focus on detailing and specifying individual stages, rather than changing
them.

Keywords: IT-project, project management, project risks, risk management.

ITHEA Keywords: K.6.1 Management of Computing and Information Systems - Project and People
Management.
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ON TWO REPRESENTATIONS OF CONCURRENT PROGRAMS

Taras Panchenko, Sunmade Fabunmi

Abstract: In the paper we show that under generic conditions, for each fixed input data, the observable
behavior of a shared memory concurrent program in the Interleaving Parallel Composition Language
(ICPL) extended with the Start and Join operations, which allow creating threads and waiting till thread
completion during runtime, is equivalent to the observable behavior of a certain execution of a parallel
composition of a fixed number of copies of threads from a fixed finite set (power representation), each
of which are representable in the pure ICPL language. This result can be useful for formal verification of
concurrent programs which allow dynamic creation of threads during runtime, since it reduces latter
problem to the problem of verifying correctness of a certain concurrent program with a fixed set of
threads and no dynamic thread creation for each fixed input data.

Keywords: concurrent programming, Interleaving Parallel Composition Language, formal methods,
software verification.

ITHEA Keywords: D.1.3 Concurrent Programming, D.2.4 Software/Program Verification.

ACM Classification Keywords: F.3.1 Theory of Computation - LOGICS AND MEANINGS OF
PROGRAMS - Specifying and Verifying and Reasoning about Programs, D.2.4 Software - SOFTWARE
ENGINEERING - Software/Program Verification.

Introduction

A large number of software systems used today (e.g. operating systems, database management
systems, server software, etc.) are implemented as multithreaded programs with shared memory. Many
of such systems form a part of the critical infrastructure of various private and public organizations. Their
safety, security, and reliability are of paramount importance, which makes it desirable to obtain the
strongest possible guarantees of correctness of their implementation. Such guarantees can be provided
by formal methods of software development and verification. Formal methods have been in
development for over 50 years, starting from the works of Floyd and Hoare on methods of proving
(partial) correctness of sequential programs. Still the task of proving correctness of sequential programs
remains difficult and far from being widely applied in software development. The problem of verification
of concurrent programs is even more difficult. There are many existing approaches to formal verification
of concurrent programs [Ashcroft, 1975; Hoare, 1985; Owicki, 1976; Jones, 1981; Jones, 1983; Xu,
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1997; Harel, 1997; Pnueli, 1977; Lamport, 1993; Chandy, 1988; Lamport, 1994; Manna, 1992], but there
not so many practical results, most notable of which include formal verification of small specialized
microkernels and hypervisors such as seL4 and CertiKOS, which, however, have a far lower complexity
than the widely used concurrent software.

Thus, the problem of finding scalable ways of verification of concurrent software is still important.

One way to deal with it is to reduce the problem of verification of programs which, potentially, have a
very rich set of runtime behaviors which is difficult to analyze, e.g. the programs which can dynamically
create and terminate threads, to a series of problems of verification of programs which have a much
simpler, easier to analyze set of behaviors, e.g. programs with a fixed set of threads which cannot
create or terminate threads during runtime.

In this paper we propose this kind of reduction. More specifically, we focus on programs expressible in
the Interleaving Parallel Composition Language [Panchenko, 2008], which is a convenient formal
language for expressing and verifying concurrent software. It was used for formal modeling of real world
systems such as a distributed presentation software Infosoft e-Detailing [Kartavov, 2015] and proving
their correctness. In this paper we prove that under generic conditions, for each fixed input data, the
observable behavior of a shared memory concurrent program in IPCL extended with the Start and Join
operations (which allow creating threads and waiting till thread completion during runtime), is equivalent
to the observable behavior of a certain execution of a parallel composition of a fixed number of copies of
threads from a fixed finite set (which we call the power representation), which are representable in the
pure IPCL language and have a much simpler and predictable behavior which is easier to check for
correctness.

This allows us, under generic conditions, to reduce the problem of verification of correctness of
programs in IPCL with dynamic thread creation and join — to the problem of verification of pure IPCL
programs, the availability of this kind of reduction allows us to focus on the simpler cases of concurrent
software verification, for which specialized efficient approaches are available, and reduce to them the
problems of verification of real-world, complex, large-scale concurrent software.

Interleaving Parallel Composition Language with Start and Join Operations

The syntax and semantics of the pure Interleaving Parallel Composition Language (IPCL) were
described in [Panchenko, 2008]. Applications of ICPL were given in [Panchenko, 2006; Panchenko,
2004; Kartavov, 2015, Kartavov2, 2015; Polishchuk, 2015]. The syntax and semantics of the
Interleaving Parallel Composition Language with Start and Join operations were proposed and
described in [Panchenko, 2017].
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Here we recall the main definitions.

In general, IPCL is a family of languages with formally defined syntax and semantics which allow
expressing concurrent programs with shared memory, execution of which can be interpreted as
interleaving execution of a set of sequential threads.

Basic syntax is defined by the following BNF:
P :=Xx:=¢e|P;;P,|if b then P, else P, | while b do P | P;||P,
where

e P; denotes programs,

e ¢ denotes an expression(s) which evaluates to a value(s) (e.g. a number, string, complex data
structure, efc.),

e X denotes a variable name(s),

e :=denotes the atomic vector assignment operator,

e : denotes the sequential execution operator,

e if —then - else and while - do are the usual sequential branching and loop operators,

e || is the composition of parallel execution of two threads.

Formal and detailed definition of semantics of the language can be found in [Panchenko, 2008].

If P is an IPCL program, we denote as P™ (power operator), where n is a natural number, the parallel
composition of n copies of P, i.e. a program which performs interleaving execution of n threads each of
which executes in accordance with P.

Pure IPCL can be enriched with the dynamic thread creation (start) and joining of threads (join)
operations which model common multithreading constructs:

P ::=x:=¢|Py; P, | if b then P, else P, | while b do P | P;||P, | start(P) | join(id)

Informally, the start(P) operation takes one argument — a program code P and creates a thread which
executes a body of P. The created thread receives its unique identifier. The start(P) operation can be
invoked from any thread and returns immediately after creation of the new thread. Afterwards, execution
of both the invoking thread and the newly created thread continues in the arbitrary interleaving fashion.

The join(id) operation takes as an argument a scalar value — an identifier (id) of a thread previously
created using the start(P) operation and suspends execution of the thread which invokes join(id)
until the thread with the given id terminates (a thread terminates, if its execution reaches the end of the
thread's program code). Afterwards, join(id) resumes execution of the thread which has invoked it.
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Formal definition of semantics of the start(P) and join(id) operations can be found in [Panchenko,
2017].

The Main Result

The following theorem uses the notation and terminology defined in [Panchenko, 2008] and
[Panchenko, 2017].

Theorem 1. Let P be an IPCL program with start and join operations which takes no input data. Assume
that each execution of P is terminating. Then the set of lengths of executions of P is bounded.

Proof.

Since P takes no input data, all executions of P start at one program execution state which we denote
as Qo and set of executions of P is the set of paths in the labeled transition system, which we denote as
L, which describes the operational semantics of the IPCL program P (with start and join operations)
which starts at g. Since at each point of program execution there can be at most finite amount of
existing processes and all operations performed by individual processes available in the IPCL language
are finitely non-deterministic, the outdegree of any node reachable from qo in L is finite (i.e. the program
can progress from a state g to a state from at most finite set of possible successor states that depends
on q). Suppose that the set of lengths of executions of P is unbounded. Then the set of states reachable
from qo is infinite. Then Konig's lemma implies that L has an infinite run starting from qo which
corresponds to some non-terminating execution of P. This contradicts the assumption that each
execution of P is terminating. Thus, the set of lengths of executions of P is bounded.

Theorem is proved.

Corollary. Let P be an IPCL program with start and join operations which takes no input data. Assume
that each execution of P is terminating.

Then there exist natural number K and IPCL programs without start and join operations P, ..., B, such

that the set of traces of executions of P is a subset of the set of traces of executions of PX|| ... ||PX.
Proof (sketch).

By Theorem 1 the set of lengths of executions of P is bounded by some natural number K. Then the set
of numbers of processes created during each execution of P is bounded from above by K. Let P, ..., P,
be all procedures in the program P in which the start operation is replaced by a nondeterministic choice
of a number from the set {1,...,K}. The nondeterministic choice can be modeled by a set of auxiliary
processes:
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Airx:i=n;x:=x+ 1;n:=x;

where n is a common global variable storing the result and x is a local variable for each auxiliary
process.

Then it is easy to see that the trace of each execution of P corresponds to the trace of some execution
of PX|| ... ||PX - namely the one in which the nondeterministic choice functions returned the same
values as the corresponding start() function invocations in P (which, as we have shown above, are in
range 1,2,...,K). Thus, the set of traces of executions of P is a subset of the set of traces of executions
of PX]| ... || PK.

Corollary is proved.

Conclusion

We have shown that under very general conditions, the observable behavior of a shared memory
concurrent program in the IPCL language extended with the Start and join operations for a fixed input
data is equivalent to the observable behavior of a certain execution of a parallel composition of a fixed
number of copies of threads from a fixed finite set (power representation), each of which are
representable in the pure IPCL language. This obtained result can be useful for solving the problem of
verifying the correctness of concurrent programs which allow dynamic creation of threads. The obtained
result reduces this problem to the problem of verification of correctness of a certain concurrent program
with a fixed set of threads and no dynamic thread creation for each fixed input data.

We plan to apply this reduction to developed concurrent software systems in the future work.
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