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Abstract: Cloud computing is internet based computing that allows client computers to access shared resources,
Software, and information from servers on the web/cloud. Health informatics technology describes the use of
computer information systems to manage the patients’ electronic health records based on electronic health
record. The advent of cloud computing technology provides effective and dependable results to support
healthcare services. The cloud technology reduces these costs for consumers and IT by improving clinical and
quality outcomes for patients. This paper discusses the potential rule of the cloud technology in healthcare
informatics. In addition, it presents the global challenges and technical difficulties which are facing this new
technology.
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Introduction

Cloud technology is a new way of delivering computing resources and services. This technology is defined as a
large pool of easily usable and accessible virtualized resources (such as hardware, development platforms and/or
services) [Alex R. et al, 2011]. In essence, cloud computing is the legal transfer of computing as a service rather
than as a product where the approach of these shared resources or services is furnished as a utility over a net.
Over the cloud computing, customers can utilize network-based tools or applications through a web browser just
as if they were programs installed locally on their own computer [Srinivasa R. at al, 2009; Omer K. et al, 2013;
NSA, 2013].

On the other side, health informatics technology (HIT) describes the use of computer information systems to
manage the patients’ electronic health records based on electronic health record (EHR). Precisely, EHR system
allows users in healthcare governance, such as hospitals, clinic, or a doctor’s to enter, store, process, access,
and manage patient healthcare data [Sanjay P. et al, 2012; Ruoyu Wu. et al, 2010]. As shown in Figure 1, typical
data in EHRs include hospital's information, doctor's order entries and comments, patient’s identification,
laboratory test results for trainer, and others. EHRs can support clinicians towards providing better healthcare by
granting access to comprehensive patient data, help to reduce medical prescription errors with various alerting
functions, and can help patients and doctors to oversee their treatment and charge books for insurance payments
[King M. et al, 2012; Samuel, O.W. et al, 2013; Ruoyu Wu. et al, 2012].

social communication
resource community

Figure1. Schematic of EHRs
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All EHRs components are mentioned above, can easily relate to the cloud environment based on an
accumulation of “www” based application or numbers of services tools [Ruoyu Wu. et al, 2012]. The cloud has an
infrastructure built so consumers can deploy and run their applications [Eman AbuKhousa et al, 2012]. They also
have different platforms with multiple operating systems so consumers can build, test, and deploy their
applications on virtual servers. Thus, the cloud provides highly scalable environment to effectively manage the
load, it provides many benefits for HIT by integration with healthcare providers, and these integration
mechanisms help the HIT provider to share the data between many organizations. Data sharing serves various
purposes that helping to improve the healthcare services. Moreover, many advantages are gone from this
integration such dynamically updating, file storages, manageability, and fasting for health care operations
[Thomas Trojer et al, 2012; Sunyaev A. et al, 2010; Buyya, Jwt al, 2011; H. Liohr et al, 2009].

This paper explains the impact of cloud technology on HIT rely on studies and discuss the healthcare systems
and models in the context of this technology. Moreover, the paper discusses the proposed technical solutions for
the HIT challenges. The remainder of this paper is structured as follows. Section Il reviews the existing methods
for healthcare in cloud computing technology, health cloud architecture and components are given in Section IIl.
Section IV explains the global challenges and solutions for health cloud technology (HCT). Section V presents the
information are enriched by this article. Section VI shows the conclusion and future works.

Existing Methods

Cloud computing can take on a vital part in containing healthcare integration costs, optimizing resources and
ushering in a new era of inventions. Current trends aim towards accessing information anytime, anywhere, which
can be achieved when moving healthcare information to the cloud. This new delivery model can make healthcare
more efficient and effective, and at a lower cost to technology budgets. There are several articles that introduce
contributions to building the environment for HCT.

Ortho [2014], plans to implement a cloud-based practice management technology solution through a company
called Care Cloud (CeC). The CeC of Soma predicts that the use of the system will eventually evolve into a more
advanced form of data sharing among Soma network of clinics as well as third party institutions such as
insurance companies. The platform is designed to offer greater care efficiency to both the practice and its patients
by minimizing redundancy inpatient procedures, therefore, the costs associated with them are minimized.

Yu [2011] investigates utilizing a service modeling approach to model the requirements and design of different
Service-Oriented Architecture (SOA) based services by using Service Oriented Modeling and Architecture
(SOMA) and employing Service Oriented Modeling Framework (SOMF) modeling styles and assets. It shows how
to rapidly implement and evaluate e-health applications using this approach. Generally SOA can provide a full
solution for facing some of the development and performance challenges facing the HCT.

Teng et al. [2010] provided a long term off-site medical image archive solution for Digital Imaging and
Communication in medicine (DICOM). One of the biggest challenges which the healthcare industry struggles with
is the growing cost of managing long-term on-site medical imaging archives. The continually increasing need for
high volumes of medical images is resulting in scalability and maintenance issues with picture archiving and
communication systems (PACS).

Guo et al. [2010] proposed a loud-based intelligent Hospital File Management System (HFMS) that aims to
improve some of the restrictions (storage capacity, low performance) which characterize the traditional hospital
management systems (HMS).

Fan et al. [2011] presented the Data Capture and Auto-ldentification Reference (DACAR). DACAR aims to
develop, implement and disseminate a novel secure platform in the Cloud for capturing, storing and consuming
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data within a healthcare domain. By using a single point of contact, the DACAR platform promises to provide
solutions for the challenges of HCT services.

From above attempts and methods , the cloud computing has given opportunities for clinics, hospitals, insurance
companies, pharmacies, and other healthcare companies to agree in collaborating between them and share
healthcare information to offer better quality of service and reduce costs.

Health Cloud Architecture

Recently, many medical organizations install software on their office or interconnection system. It shares with
potential interruptions such as power outages, software upgrades, hardware failures and human mistake. When
the software migrates to the cloud, upgrade the software to the open environment without breaking up your
practice. The cloud base is built in redundancy, meaning that your system is perpetually usable, even if there is
an outage on our goal. The services are designed so that outages remain transparent to the users and all
services available.

Cloud Computing Architecture

A cloud computing architecture can be basically divided into three layers the characteristics layer, the model
layer, and the deployment layer [Guo L. et al, 2010]. The characteristic layer contains four phases (on demand
service, broad network, resource pooling & Rapid elasticity, measured services), it aims to (i) develop and adopt
the rapidly evolving of cloud technology, (ii) abstract the details of inner implementations, and (iii) facilitate the
information retrieving service anywhere, anytime [Fan L. et al, 2011].
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Figure 2. Cloud Environment Architecture

Generally, the model layer consists of three models arranged as follows (see Figure 2):

1. Infrastructure as a Service (laaS): this is a providing service in which the provider is responsible for
providing housing, running and maintaining the equipment used to support operations including storage,
hardware, servers and networking components. The Amazon web service (S3) [Ruoy Wu. et al, 2012] is
an example for laaS.
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2. Platform as a Service (PaaS): this service enables the users to use virtualizes servers and associated
services for running existing applications or developing and testing new ones, Google Apps are an
example for the PaaS [Matt Matlock , 2013; Eman AbuKhousa et al, 2012].

3. Software as a Service (SaaS): this service aims to run software on the provider’s infrastructure and
provide licensed applications to enable users to use the services. Moreover, SaaS offers more
transparent to the end user. An example of SaaS is the Salesforce.com CRM application [Pearson S. et
al, 2009; Hosseini, 2012].

Health Cloud Technology (HCT)

Over the HIT system will grow largely due to the increasing amount of patient data and additional improvements
in the application software that may require more computing power. This will require additional computing
resources in order to keep performing efficiently. On the cloud can add more servers with the push of a button
and will be transparent to HIT providers. This eliminates the need to buy additional hardware and perform ground-
up configuration and disruption that would be required with an in-office solution to keep your system running
[Rosado D. et al, 2012].
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Figure 3. HCT architecture (adopted from [Eman AbuKhousa et al, 2012])

As shown in Figure 3, upgrade the standard cloud architecture to HCT architecture, the HCT consists of an
integration area and the three basic layers of cloud. The integration and authority area contribute to achieve
following objectives:
I.  Accomplish the cloud authority access such as (registration, portal web, connects to another
communication system);

[l EHR verification: checking the authority of EHR after migration to the cloud;
[l Integration between traditional EHR files with the Cloudy EHR for HCT;
IV.  Determined the type of cloud deployment is used to share the health company files.

Consequently, the other components are classified into three layers same as the basic layers in cloud
architecture, firstly, SaaS responsible for the clinical system services, healthcare provider, and system login page,
secondly, PaaS utilizes the report testing, updating system, and integration with the other environment, finally,
laaS provides a physical processing and storage requirements.
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HCT Challenges and Solutions

The slow adoption of the cloud computing model in the health informatics field is mostly due to two important
concerns can be summarized into (i) security and data privacy, (ii) Data probability and Integrity. Those issues
need to be fixed in order to overcome obstacles when moving to the cloud environment.

Privacy Concerns

Originally, the exchange of the files and data between traditional HIT systems is not an easy task from the
security point view, due to unsecure communication between these companies. Therefore, the Migration of data
or file storages to a third party organization is more complex to do, especially when moving sensitive information
such as healthcare data. Hence, more robust security should be assured to avoid all concerns to adopt HCT such
as access controls, audit controls, authentication, authorization, transmission security and storage security in
order to avoid exposing the information to unauthorized entities [He C. et al, 2010; Grobauer, B. et al, 2010].

These issues are an obstacle that has slowed the cloud adoption and should be addressed in order to enable the
trustworthiness of cloud systems [Nguyen D. et al, 2012]. Fortunately, many of the biggest cloud providers in the
market such as Microsoft, Google, and Amazon have commitments to develop the best policies and practices to
secure a customer’s data and privacy, also, many researchers and research centers were focusing on privacy
point (see Table 1).

Moreover, the data of HIT's unlike other kind of data has strict confidentiality, privacy and security concerns
[Soma A., 2011]. The Health Insurance Portability & Accountability Act (HIPAA) compliance is the most
fundamental requirement when moving medical records to the cloud as a solution for this challenge. The aims of
this system are:

— Reducing costs and enhances the overall efficiency;
— Effectiveness of health care delivery and insurance industry;

— Enhancing the ability of various entities in the healthcare industry to exchange information via
standardization;

—  Ensure the confidentiality and security of personal health information;
— Ensure portability and continuity of health insurance coverage.
Table 1. Privacy research areas in HCT

Author (s) Privacy Research Areas Articles Info

HIT challenges for secure  |Enhanced Cloud based Model for Healthcare Delivery Organizations in

Samuel, O.W. etal, 2013 delivery Developing Countries

Soman A. K., 2011 HIPAA implementation on cloud Cloud-based Solutions for Healthcare IT

Regulatory level privacy

Ruoyu Wu et al.,2012 i
protection

Towards HIPAA-compliant Healthcare Systems in Cloud Computing

Organizational/System level Audit Mechanisms in Electronic Health Record Systems: Protected

Ki l., 2012
Jason King et al, 20 privacy protection Health Information May Remain Vulnerable to Undetected Misuse

Managing Privacy and Effectiveness of Patient-administered

Thomas Trojer et al, 2012 | Personal level privacy protection Authorization Policies

Matt Matlock et al., 2013 Data level privacy protection Systematic Redaction for Neuroimaging Data
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Interoperability

Interoperability (Data probability and integrity in some references) is one of the biggest challenges when moving
healthcare systems to the cloud, the concern regarding the ability to transition to another cloud vendor or back to
the healthcare organization without disrupting operations or introducing conflicting claims to the data
[Li M., 2010].

With traditional IT, the healthcare organization has physical control of systems, services and data. The concern is
that if a provider were to suspend its services or refuse access to data, a healthcare organization may suddenly
be unable to service its patients or customers [H. Liohr, A.et al, 2009; Ortho predict web site, 2014].

The lack of probability and integrity across cloud systems could make it very challenging to migrate to a new
cloud service provider. This risk highlights the need for provider agreements that address termination rights,
rights to access and retrieve data at any time, termination assistance in moving to another provider to allow a
breach of contract to be remedied before the provider terminates or suspends services [Yu W., 2011; Teng C. et
al, 2010]. Therefore, a new approach to developing health care systems should be taken in order to design more
interoperable systems. This change will result in numerous and substantial benefits to the health community.
Table 2 summarizes the studies about data probability constrains and solutions in HCT.

Table 2. Interoperability research areas in HCT

Author (s) Interoperability Research Areas Articles Info

Opportunities and Challenges of Cloud Computing to

Alex Mu. et al., 2011 Data Migration probability Improve Health Care Services

Present a complete survey on moving

Sanjay P. Ahuja et al., 2012
challenges

A Survey of the State of Cloud Computing in Healthcare

Ruoyu Wu, et al , 2012 Error rate of data transmission Secure Sharing of Electronic Health Records in Clouds

Interoperability and security challenges

E Abukh ., 2012
man Abukhousa et al, 20 in Healthy cloud computing

e-Health Cloud: Opportunities and Challenges

As a solution for this challenge, utilize the concept of Service-Oriented Architecture for implementing the HCT.
SOA aims to make services available and easily accessible through standardized models and protocols without
having to worry about the underlying infrastructures, development models or implementation details. This helps
achieve interoperability and loose coupling among HCT components and also among HCT users [AbuKhousa E.
et al, 2012; healthcare site, 2014].

Results and Discussions

Despite of the same challenges have contributed to the slow adoption of the cloud, there are equally as many
benefits for providers to embrace this new technology across the enterprise. Based on this study a lot of benefits
encompass both business and clinical areas as the following:

1. Cost: The cloud allows for health IT managers to avoid the costs of extra on site storage and network
infrastructure. In addition, it also allows for greater financial flexibility in health IT because the cloud
model is based on a scalable, on demand system.
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2. Reliability: The central storage of data allows for increased IT responsiveness and efficiency. Disaster
recovery is noted as being one of the key benefits of storing information in the cloud.

3. Portability: The centralized platform in the cloud allows for health care providers to access vital patient
data regardless of the original geographic location that their records were generated remotely from a
cloud provider.

Moreover, according to this study, many challenges associated with HCT such as privacy, data probability,
integration, and data migration. Figure 4 illustrates these challenges and we noticed through four years from
2010-2013, the privacy and security challenges are taking the bulk from the authors, these solicitudes due to
many reasons:

— The open environment for cloud computing technology;
— Lack of security restrictions at the Saa$S layer;
— Unsecure communication between cloud providers and clients;

— The weakness associated with the hypervisor layer in most cloud providers acts the cavity for the

attacker.
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Figure 4. Statistical analysis for HCT challenges

So, a collection of precautions must be followed to overcome the privacy challenge such providing a private IP
network isolation for each client, supplying @ modern encryption algorithms to guarantee secure communication ,
and periodically, execute the server load balancing features and automated backups.

Conclusion and Future Work

The current tendency of adopting cloud computing in the medical field can improve and solve several
collaborative information issues in healthcare organizations as well as cost optimizations. Standardized cloud-
based applications will bring obvious advantages to patients, doctors, insurance companies, pharmacies, imaging
centers, etc. when sharing data across medical organizations yielding better outcomes. Challenges such as
privacy concerns and Interoperability will rise due to the cloud-computing model and deployment. Thus, the
adoption of the cloud is progressing slowly. Through this survey we conclude the HCT will hopefully engender a
future development of the cloud-based systems adoption, despite all of the obstructions.

So, in the future we will recommend to design a new healthcare cloud system which able to overcome all
challenges. For protection, provide a novel security scheme based on quantum encryption model, and for data,
probability, utilize the waterfall model to insure the life cycle of the file migration and consolidation.
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