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RESEARCH ON THE PROPERTY "AVALANCHE EFFECT"
IN IDA CRYPTOGRAPHIC ALGORITHM
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Abstract: The following paper presents some conducted extensive research on the cryptographic
algorithm IDA, concerning one of the basic properties of the block algorithms "avalanche effect". The
subject of the research are two different open texts, differing only by one bit and one key, as well as two
keys differing only by one bit and one open text.
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Introduction

The purpose of the present paper is the exploration of the IDA algorithm property "avalanche effect"
[lvanov et al., 2014] in the following main tasks: (1) introduction of the property "avalanche effect"; (2)
research on the IDA algorithm property "avalanche effect"; (3) results analysis.

The property "avalanche effect"

High result sensibility for initial data alteration is a desirable property for most of the encryption
algorithms. According to its essence, any small alteration of the clear text or key should lead to a
significant alteration in the ciphertext [Stallings, 2013; Schneier, 2013]. In particular, alteration of any
single bit of the clear text or key should lead to the value alteration of great amount of the ciphertext bits
[Sokolov & Shangin, 2002]. Even if the alteration in the ciphertext is small, it may cause a significant
reduction of the set of keys or the field of the clear text.

Research on the IDA algorithm property "avalanche effect"

To research the IDA algorithm property “avalanche effect”, two different clear texts will be encrypted. In
this case, both texts differ by only one bit:

P+ =00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
P, = 10000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
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The key is the same:

K =11101010 11101110 11110000 11100101 11101010 11110010 11101110 11110000 00100000
11101101 11100000 00100000 11110010 11100101 11101011 11100101 11101010 11101110
11101100 11110011 11101101 11101000 11101010 11100000 11110110 11101000 11101110
11101101 11101101 11101000 11110010 11100101

For the clear text encryption, the research is similar:

P =11110010 11100101 11101011 11100101 11110100 11101110 11101101 11101000, and two keys
which differ by one bit:

Ki = 11101010 11101110 11110000 11100101 11101010 11110010 11101110 11110000 00100000
11101101 11100000 00100000 11110010 11100101 11101011 11100101 11101010 11101110
11101100 11110011 11101101 11101000 11101010 11100000 11110110 11101000 11101110
11101101 11101101 11101000 11110010 11100101

K2 = 01101010 11101110 11110000 11100101 11101010 11110010 11101110 11110000 00100000
11101101 11100000 00100000 11110010 11100101 11101011 11100101 11101010 11101110
11101100 11110011 11101101 11101000 11101010 11100000 11110110 11101000 11101110
11101101 11101101 11101000 11110010 11100101

The research results are tabled in Table 1.

Table 1. Research the IDA algorithm property “avalanche effect”

Plain text alteration Key alteration
Loop Difference (bits) Loop Difference (bits)

0 5 0 4

1 14 1 12
2 25 2 18
3 37 3 30
4 39 4 35
5 35 5 31
6 32 6 30
7 31 7 32
8 29 8 32
9 41 9 38
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Plain text alteration

Key alteration

Loop Difference (bits) Loop Difference (bits)
10 39 10 40
11 32 11 33
12 30 12 29
13 30 13 26
14 29 14 30
15 36 15 35

Figure 1 graphically represents the results of the Table 1.
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— In one clear text, and two keys which differ by one bit

Figure 1. Research results on the IDA algorithm property "avalanche effect"

As can be seen from Figure 1 and Table 1, IDA algorithm has strong avalanche effect. Yet, it is seen
that after the third encryption loop there is a difference of 37 bits. At the end of the encryption process,

there is a difference of 36 bits.

On the analogy of the first case, in the clear data encryption using keys which differ by one bit (Figure 1
and Table 1), the avalanche effect is strong too. It is seen that after the third encryption loop, there is a

difference of 30 bits. At the end of the encryption process, there is a difference of 35 bits.

To compare the results, the DES algorithm is put to test in the conditions described earlier. Table 2 and

Figure 2 depict the obtained results.
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As Figure 2 and Table 2 show, the DES algorithm demonstrates strong avalanche effect too. It is also
seen that after the third loop of the encryption process, a difference of 35 bits occurs. At its end, there is
a difference of 34 bits.

Similar to the first case, in the clear data encryption using two bits which differ by one bit (Figure 2 and
Table 2) the avalanche effect is strong too. It is clearly seen that after the third encryption loop, there is
a difference of 28 bits. At the end of the encryption process, the difference reaches 35 bits.

Table 2. Research the DES algorithm property “avalanche effect’

Plain text alteration Key alteration
Loop Difference (bits) Loop Difference (bits)

0 1 0 0

1 6 1 2

2 21 2 14
3 35 3 28
4 39 4 32
5 34 5 30
6 32 6 32
7 31 7 35
8 29 8 34
9 42 9 40
10 44 10 38
11 32 11 31
12 30 12 33
13 30 13 28
14 26 14 26
15 34 15 35
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Figure 2. Research results on the DES algorithm property "avalanche effect"

Conclusion

As a result of the performed research work, there are three obtained results:

1. In the IDA algorithm in two clear texts which differ by one bit and one key, after the third encryption
loop there is a mean difference of 35 bits from the total 64 bits for the rest twelve loops;

2. In the IDA algorithm in one clear text, and two keys which differ by one bit after the third loop of the
encryption process, there is a mean difference of 33 bits from the total 64 bits for the rest twelve
loops;

3. The IDA algorithm possesses a better avalanche effect compared to the DES algorithm (mean
difference of three bits).
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