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Assessments

1) Parameters used for determining TIME and SIZE are sufficient for researching information security of
objects and computer systems and networks for consumer, not governmental (corporate) needs.

2) Evaluation in regard to the selected objects, which were processed with methods of compression, is
positive and the allowances do not affect the derived result.

3) Inregard to the methods of compression we used the assessment is positive and the above mentioned
experiments can be used and tailored to other methods of compression.

4) We can conclude, looking at the experiments, that with the decreasing size of an object after
compression, time needed for an attack to complete its work over the object will increase.

5) As with the co-efficient of information security the best results were obtained from data objects,
processed with dictionary methods of compression, and the worst results were obtained with the graphics objects
processed with statistical methods of compression.

6) From all 59 methods of compression, 13 of them gave us the highest value of the co-efficient of
information security of the object. They are from the group of dictionary methods and image methods of
compression.
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ICT SECURITY MANAGEMENT

Jeanne Schreurs, Rachel Moreau

Abstract: Security becomes more and more important and companies are aware that it has become a
management problem. It’s critical to know what are the critical resources and processes of the company and their
weaknesses. A security audit can be a handy solution. We have developed BEVA, a method to critically analyse
the company and to uncover the weak spots in the security system. BEVA results in security scores for each
security factor and also in a general security score. The goal is to increase the security score Ss to a postulated
level by focusing on the critical security factors, those with a low security score.
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Introduction

As a consequence of the fast integration of technologies as Internet, Intranet, Extranet, Voice over IP and e-
commerce, companies ICT-infrastructure will move to more openness to the outside world and as a consequence
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will become more vulnerable for security threats. This offers lots of new opportunities but also creates new
threats. That's why focus and responsibility concerning security become even more and more important. The
Computer Crime and Security Survey 2005 shows that these are the 10 most frequent attacks or misuses: Virus,
insider abuse of net access, laptop/mobile theft, unauthorized access to information, denial of service, abuse of
wireless network, system penetration, theft of proprietary info, telecom fraud and financial fraud. Figures show
that attacks come from inside as well as from outside the organisation and bring along large costs. Especially
unauthorized access and laptop and mobile theft becomes a enormous expense for the companies during the last
years. Because of these large costs, companies became more and more aware that they not only deal with a
technical problem but also with a management problem. To tackle this management problem, it is quite important
to know the ICT-security state your company is in.

ICT security management

Spending each year a certain amount on security measures is not enough. A company needs a total security
approach. It is a must to know what are the critical resources and processes of the company and their
weaknesses so the can be protected in the right way.

A solution to this is a security audit. A security audit is ideal to detect the weak spots in the ICT security state of
the company. Based on the results of the audit, a security policy can be developed, adjusted to the company
situation. A security audit can be used to analyse and describe the security level.

1. Security audit checklist

We have developed a security audit, called BEVA. BEVA is a method to analyse critically the company and to
uncover the weak spots of the security system. It positions the company on point of the security aspects in the
different areas of business functions. We have developed a standard list that covers all aspects of security,
structured in 10 domains being:

e Security policy
Organization of information security
Asset management
Human resources security
Physical and environmental security
Communications and operations management
Access control
Information systems acquisition, development and maintenance
Information secuirity incident management
Business continuity management
Each of these areas consists of different security factors. The factors are in their turn tested on the basis of
several subcriteia. Our list for the security factors is based on the standard ISO 17799. The 38 security factors
are spread over the 10 domains, as set forward in the standard ISO17799 model.
For example you have the domain “access control” and in this domain you have the factors: requirements for
access, management of user access, user responsibility, control of network access, control access to OS, control
of access to applications and information and use of mobile infrastructure.
For each of the 38 factors, a number of subcriteria are formulated. We developed a list of questions, covering the
subcriteria we created. The questions are partly based on the “checklists in information management” SDU
publishers. (www.riskworld.net/7799-2.htm).
2. The audit process and the calculation of security factor scores Sfi's and the security score Ss
To collect the information about the current security situation of the company, we start with the questioning of the
key persons in the company using the audit checklist questionnaire.
The company determines which systems or processes are critical for them and connected with it, which security
factors are important or relevant. An importance rate is given to the security factors from A (low importance) to E
(high importance) (see figure 1).
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In BEVA, we express the state of security into scores of the security factor (Sfi's). We do this for all the factors
and in the end we give a general security score (Ss) over all security factors. We based our security analysis
partly on the Marion-AP method.
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Sfis = sum [{w({i,j) * eval{i,j} ] f sum wii,j}
Figure 2: Calculation of the Sfi's
To evolve to a security factor score, the key persons is asked to allocate a weight from 0 to 4 to the subcriteria of

the security factors to indicate the relevance. Subsequently the evaluation starts and the list of questions is
asked. Each question is given a score between 1 and 4. (see figure 2). The management team evaluates the
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company for all aspects on a one to four scale and at the
same time measures the importance or relevance of all
subfactors.

When the questionnaire is completed, BEVA now calculates
the security factor scores (Sf) being:

Sfis = sum [ eval (i,j) * w(i,j)] / sum w(i,k)

If all the factor scores are calculated also a general security
score Ssis given:

Ss=sum [ eval (1,38) * w(1,38)] / sum w(1, 38)

For example see factor 21 in the example: Sf21:[2*1 + 1*2 +
4*2 + 3*3,5]/10 = 2.25

Ss=in this example 2.66

Based on the evaluated questionnaire and the allocated
weights, a realistic picture of the security situation of the
company can be created as well general as by factor. The
system BEVA creates a graphical output of the correlation
diagram between these two variables measured for all
aspects. Figure 3 shows the scores of all the security factors.
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Figure 3: Graph of the security scores
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Figure 4: Graph of security factors and their importance

The red line states Ss the
general security score. The
blue line connects the
individual scores of the
security factors.  Security
factors 1, 5, 6, 7, 9, 11, 14,
15, 18, 21, 22, 24, 26, 27,
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the general security score.

Figure 4 combines the
scores of the security factor
with its importance. For
example factor 33 scores

low namely 2 but has
importance A, low
importance.  Factor 34

scores also 2 but had

importance E, high importance. These differences are well stressed in this graphic. As you can see the red area
highlights the security factors that score low and have a high importance. The factors lying in this area are critical

and need immediate attention.

The green area is important and good secured. It is important to continue these actions and follow up these
factors well. The yellow zone scores good but isn't that important, no action needs to be taken here. The less
important factors that don't score well are situated in the orange zone. These factors need to be considered but

probably with a small piece of the budget.
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Now a clear view of the security situation is
obtained. Feedback is given to the company and
the evaluation states immediate points of action.

3. The occurrence of threats

The yearly organised CSI/FBI-study delivers the
following probabilities for the threats (see fig. 5).
Our final goal is to influence the occurrence of
the threats, or the probability of the occurrence of
them, by implementing selective security
measures in the company. This will impact in the
long run the security situation.

We must concentrate on the critical security
factors, following the results of the audit. If the
security factor is critical, than the threats linked
with it have a critical risk too.

In figure 6 we figured out the relations between
the threats and the security factors

of Attacks or Misuse
in the Last 12 Months
By Percent of Respondents

Figure 14, T
Detec

@ Virus

Hoess

T information

netwark®

Infermation

A~ Telecom fraud

application®

& Sabatage

TYPE OF ATTACK

9 Laptop/mobide theft
~m- Insider abuse of Net
—d— Unauthorized sccess

8- Denial of servica
@~ System penstration
—#— Abuse of wirekss

4 Theft of proprietary

8- Financial fraud

A Misuse of public Web

—8 \Web site defacement”

2006

M

4%

I

b

L
4%

]

* questions added in 2004

Wiz 003 WO 05 06

1999 w0 200

CSU/FE! 2006 Comoutor Crane snd Socurity Surver

Figure 5: Threats and their occurance

2006: 516 Resvondents:

o
c il
=
@ S
> 5
c a =
.2 < o
s c & = Q
£ =] b= [S) =
— Y
2l | |x|& = g o
ol == 5l = & = )
S| ol = o =~ >
Q| & = = = © @ fesl
Sl 8l 8| | < 8z |54 a
° [
52 8 .5 0 % =| o S8 B o L
|| O] | E| 9| += o| € © = o | £
= B ]| | | ©| @ =| @ o 9 G| E| L
) S| s|gl=| 8 vla| o S < El o
=| @5 c| @ & 5| 2| S| 5| = C Q=S| &
S| 2 ol ol | =| o 8 ® a5 = S| o=
o|l 2| Nlwn|g|l I SEls2S £5 -| ol @
= w55 s Ss el o B S = 5| 5|
- 8l 5| S| =| E|l 0| S| G| 5| g2 S| 2] 5| gl & E
] nl 88| 5|2 ale| & | 8 2B =dgl S| 8 &L
o Sl al=| sl 'Sl o 3| B 2 a2al 282 B o
< Sl 2l elo x| E|lo=Lal8 2 o X
[== Sl a|dIFIIFS=|n=2alS|a|lu
1.1 Information security aspects of continuity mgt X X
2.1 Business requirements for access control X X X X
2.2 User access management X X X X
2.3 User responsibilities X X X
2.4 Network access control X X X X
2.5 OS access control X
2.6. Application en information access control X X
2.7 Mobile computing and telenetworking X X X
3.1 Security requirements of IS X X
3.2 Correct processing in applications X X
3.3 Crypto-graphic controls X | X X | x| X
3.4 Security of system files X X
3.5 Security in development and support « « | x
processes
3.6 Technical vulnerability management X X X
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6.2 During employment
6.3 Termination of change of employment X
7.1 Information security policy X
7.2 Internal organization
7.3 External parties X X X | X | X X | x| X X
8.1 Operational Procedures and Operations mgt X X X | x| X X X
8.2 Third party service delivery management X X | x| X
8.3 System planning and acceptance
8.4 Protection against malicious and mobile code | x X X | x X | X
8.5 Back-Up management X
8.6 Network security management X[ X | x|[x]x X X | X
8.7 Media Handling
8.8 Exchange of information X X X X
8.9 E-commerce X | X X | X | x|x X X | X
8.10 Monitoring X | X X | X X | X X
9.1 Responsibility for assets X X
9.2 Information classification X X
10.1 Information incident management X | X

XX | X | X
x
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Figure 6: Relation between threats and security factors

4. Security measures and follow up

A next step is to create a list of action points. Taking into account the stated security budget and the factors and
their importance, an action plan is suggested. In the CSI study we can find the most used measures. A table is
created were the most used measures are related with the threats they prevent.
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Figure 7: Relation between measures and threats

The action plan concerning security will be implemented, taking into account the weakest security factors and of
course considering the budget.
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After a period of approximately 3 months after implementing the security measures, a new security audit should
be taken. The new security score Ss is calculated and compared to the stated aimed Security score using the
security measures. If there are security factors that score too low, these should be investigated and adjusted.

Conclusion

The awareness that security is a management problem is everywhere present. It's critical to know what are the
critical resources and processes of the company and their weaknesses. Our security audit is a handy solution.
We have developed BEVA, a method to critically analyse the company and to uncover the weak spots in the
security system. BEVA results in security scores for each security factor and also in a general security score. The
goal is to increase the security score Ss to a postulated level by focusing on the critical security factors, those
with a low security score. The results of the audit are an ideal start to do risk analysis.
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Abstract: A description of architecture and approaches to the implementation of a protection system of metadata-
based adaptable information systems is suggested. Various protection means are examined. The system
described is a multilevel complex based on a multiagent system combining IDS functional abilities with structure
and logics protection means.
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